	Babs and CEKAB
	PPL Conformance Statement
	
	Version date: 
2006-12-18



PPL Conformance Statement
This is mandatory for the BCA method. It shall be completed by terminal vendors which claim to be compliant to the rules regarding software and parameter download. The purpose is to ensure the security level of application software and parameters that play an important part in the local decision process in an EMV terminal.
Terminal identification

	Vendor
	Model
	Comment

	vendor
	type
	


Parameter loading mechanism

	Load client

	Ref.
	Description
	Response
	Comment

	
	Is parameter load client implemented as defined by the document "BABS and CEKAB: Software & Parameter Download"?
	□ Yes
	□ No1)
	
	


1) If the question above is answered with No, explanation has to be given in section Parameter loading comment below.

Software loading mechanism

	Load client

	Ref.
	Description
	Response
	Comment

	
	Is software load client implemented as defined by the document "BABS and CEKAB: Software & Parameter Download"?
	□ Yes
	□ No1)
	
	


1) If the question above is answered with No, the section Declaration of software loader functions below has to be completed.

Vendor

The correct information has been given in this document

	Place:


	Date:


	By:


	Function:


Parameter loading comment

Reason for not following the specification given by "BABS and CEKAB: Software & Parameter Download":

Declaration of software loader functions

	Main loader functions

	Ref.
	Description
	Response
	Comment

	
	Is the loader security mechanism based on PKA certificates?
	□ Yes
	□ No
	

	
	Is load client implemented as a part of the operating system of the terminal?
	□ Yes
	□ No
	

	
	Are state of the art cryptographic algorithms used?

Specify methods!
	□ Yes
	□ No
	

	
	Is the signing process designed so that accountability for all software versions is possible?
	□ Yes
	□ No
	

	
	Is a trusted third party scheme supported?
	□ Yes
	□ No
	


	Cryptographic keys

	Ref.
	Description
	Response
	Comment

	
	Is the PKA key length >1024?
Specify key length used!
	□ Yes
	□ No
	

	
	Is the vendor CA for the loader public key certificates?
	□ Yes
	□ No
	

	
	Is user partitioning possible so that each signing party may have its own key?
	□ Yes
	□ No
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