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Background

Babs and CEKAB approve terminals for the Swedish market on behalf of the Swedish acquirers. 
BCA is the common approval method of Babs and CEKAB for making sure that EMV-terminals that can be directly-connected to both Babs and CEKAB meet the requirements of the Swedish acquirers. A BCA-approved terminal can also be connected to other Terminal Service Providers than Babs and CEKAB as long as these use the same interfaces as Babs and CEKAB.

Babs and CEKAB BCA-approves:

· Stand-alone EMV terminals that are connected directly to Babs or CEKAB. This also includes stand-alone terminals that are connected to a cash register.

· iPOS terminals, i.e. integrated terminals based on the iPOS-specification.
Babs and CEKAB administrate the Swedish acquirer’s terminal requirements.

Introduction

This document combined with the attached appendixes describes the requirements for EMV-terminals that are directly-connected to Babs or CEKAB. It also explains the approval method for these terminals. 

The document refers to several other documents, guidelines and specifications. The complete list is available in Appendix B. The latest versions of the specifications are available at www.pan-nordic.org. Please make sure that you are using the latest valid version, since these documents are updated frequently.

Requirements

Specifications

All specifications, including flowcharts and test cases, at www.pan-nordic.org are classified as requirements and are mandatory for an approval. However, if a terminal does not meet all the requirements specified in the Specifications or the Guidelines, the terminal vendor can ask Babs and CEKAB for a waiver. Babs and CEKAB review the application and sends it to the acquirers for approval. All waiver requests have to contain detailed specifications of the requirements that are not supported and how the requirements are to be met.
Guidelines

There is also a collection of recommendations called Guidelines. Please see Appendix B for a list of these documents. The objective of these Guidelines is to support vendors and retailers during the purchasing process. Terminals which follow these recommendations will generally meet the requirements of the Swedish acquirers. 

Some of guidelines have become mandatory. All chapters, except chapter 4, in the document Cardholder and Operator Interface are therefore to be treated as mandatory.
The different steps during the approval
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Application

The terminal vendor sends in an application for terminal approval to Babs and CEKAB. This application, called the terminal vendor statement, specifies the functionality of the terminal and gives references to the terminal’s international and domestic approvals. The form for the terminal vendor statement is enclosed in Appendix A.
Babs and CEKAB normally registers the applications in the order they are received.
Vendor tests
The stage terminal vendor tests consist of two phases. An approval contact between the approver and the terminal vendor is signed before phase two commence.
Phase one – Simulator tests
During the first phase the terminal vendor performs simulator tests. The SPDH and the PPL simulators are used to test the brand specific test cases and BCA test cases.
For these tests the terminal vendor is responsible to procure the following:

· The PPL simulator from Babs Paylink AB
· The SPDH simulator from Acquirer Systems
· The test cards of Visa, MasterCard, American Express and JCB. 

· Visa - the Acquirer Device Validation Tool (ADVT) from Visa is ordered via e-mail ADVTK_EU@visa.com
· MasterCard - ETEC cards for MasterCard-testing is ordered from test_tools@silicomp.fr
· American Express - Babs and CEKAB can provide contact details

· JCB - Babs and CEKAB can provide contact details

Babs and CEKAB will provide the following:

· Test cases and flowcharts

· Test cards

· Database and configuration for the SPDH simulator

· Files and scripts for the PPL simulator

The terminal vendor documents the results of the tests and completes the Terminal Conformance Specification. The approver reviews and approves these before phase two is initiated. 

The approval contract

The approver, which is either Babs or CEKAB, and the terminal vendor write an approval contract. This regulates, for example, the support the approver gives during the approval and the approval costs. It also contains a time plan which the terminal vendor has to comply with. 
Phase two – HOST tests
During phase two the terminal vendor performs a sub-set of the tests as in the first phase. The terminal vendor and the approver agree which tests that will be performed. In this phase the tests are carried out against the approver’s Base24 and PPL systems. The terminal vendor documents the results and sends the result to the approver.
BCA tests

The approver carries out relevant system, acceptance and brand tests. The approver also makes sure that the other processing centre does system and acceptance tests to ensure interoperability.

The terminal vendor pays all costs for the brand specific tests. The approver will charge the terminal vendor for these tests.

BCA pilot

The final step of the approval is a pilot. The actual terms are specified in the approval contract.

After the approval

After the approval the approver creates an approval protocol, see Appendix C.

Since the BCA approval method is based on a number of international approvals, the BCA approval will be valid for a time period corresponding to the international approvals. If the Terminal obtains prolonged international approvals, the BCA approval can be prolonged on equal terms. 
When organisations such as EMVCo, the brands or Swedish acquirers introduce new mandatory requirements that have effect on the BCA approval these are to be meet according to these organisations plans. Normally changes are to be introduced within a year. 
Babs and CEKAB have the right to revoke an approval if errors are found in an approved terminal.

Approval for a new communication method

An already approved terminal can be approved for other communication methods without going through the whole approval again. The terminal vendor uses the form in Appendix A to apply for an additional approval and specifies the new communication method. Babs and CEKAB review the application to ensure that they can support the communication method. Babs and CEKAB test and pilot the terminal for domestic and international requirements before it is approved. 
Approval for new functionality
The procedure for getting an approval for new functionality depends on how it affects the approved terminal application. The terminal vendor uses the form in Appendix A to apply for an additional approval and specifies the new functionality. Babs and CEKAB review the application thoroughly in order to decide which tests the terminal has to pass. They also test and pilot the terminal for domestic and international requirements before it is approved.
Corrections

The procedure for getting an approval for corrections depends on how they affect the approved terminal application. The terminal vendor uses the form in Appendix A to apply for a correction approval and specifies the corrections that have been made. Babs and CEKAB review the application thoroughly in order to decide which tests the terminal has to pass. They also test and pilot the terminal for domestic and international requirements before it is approved.

Appendix A - The statement of the terminal vendor

Approval type

· New approval




 FORMCHECKBOX 

· Approval for a new communication method or new functionality/requirements
 FORMCHECKBOX 

· Corrections in an already approved terminal software

 FORMCHECKBOX 

[Please tick the appropriate box above.]
Product name and version number
[Please state the product name and the version number. Please use one form per terminal or version.]
Approval numbers for all required approvals:

International approvals from EMVCo and Payment Card Industry (PCI)
· EMV Level 1

· EMV Level 2

· PCI PED

National approvals from Pan Nordic Card’s Security Advisory Committee (PNC SAC)

· PNC SAC (PED)

· PNC SAC (software signing process)

[Please state the approval number for the all the above-mentioned approvals.]
Application name
[Please state the application name.]
Communication methods

[Please state the communication methods the terminal supports.]

Terminal type according to EMV
[Please state the terminal type.]
Target environment

[Please state the target environment for the terminal.]
Terminal software 

[Please give a short description of the primary functions in the terminal.]
Documents

[Please state all requirements that the terminal does not meet according to the documents listed in appendix B.] 

PPL Conformance Statement

[Please fill in the document PPL Conformance Statement and attach it to this document.]
Correction

[This is only applicable, if this is a correction of already approved terminal software.
[Please describe the terminal functions which have been corrected.]

Appendix B - Documents

Terminal Guidelines 

Terminal Hardware (Terminal Hardware)

Terminal Applications (Terminal Applications)

Cardholder and Operator Interface (Cardholder and Operator Interface)

BABS and CEKAB Common Specifications 

Software & Parameter download (PPL-specification)

SPDH Terminal Interface For POS-transactions (SPDH-specification)

Local handling for SPDH-connected terminals (Local handling for SPDH)

Security and PED related documents

Managing PEDs and keys (Managing peds keys)

PED SW development guideline (PED sw development)

A Recommended PPL Implementation (Recommended PPL implementation)

Recommended Cryptographic Methods (Recommended crypto methods)

A Recommended PIN Management Application (Recommended PIN management application) 

Security requirements for an EFTPOS terminal (Security requirements terminal)

Terminal approval
Babs and CEKAB approval for stand-alone terminals (The BCA method)

The forms: 
Terminal Conformance specification for stand-alone terminals
The PPL Conformance Statement 
Flowcharts for test cases for stand-alone terminals 

Test Specification for stand-alone terminals (simulator)
Appendix C - Approval protocol

Product name and version

Application name and version number of the approved software
Terminal type according to EMV
Communication methods

Exemptions from requirements described in specifications or guidelines

[The non-fulfilled requirements will be specified]

Valid until

[Valid until this date]
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