E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 — SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information Protocol information

Case ID

Host2T 2.x
MOV508BB, ECR >
Bambora Device AB Ingenico  |Move/5000 |MOV50DB, 820376v01.21  |4-20316 |5 Bambora Device AB Bambora POS |14 g 00794.006 2019/05/13 |SPDH Sofie 8.07 PNC-2019-
1.0.x Sharp EFT 032
MOV50JB Stand-alone 10
ECR Host2T 2.x
LIN25BA, LIN25DA, el 2
Bambora Device AB |ingenico  |Link/2500  |LIN25FA, LIN25HA, |820376v01.21  |4-30326 |5 Bambora Device AB Bambora POS |14 g 00794.006 2019/05/13 |SPDH Sofie 8.07 PNC-2019-
1.0.x Sharp EFT 033
LIN25JA Stand-alone 1.0
ECR Host2T 2.x
) ) ) LIN25BA, LIN25CA, ) Bambora POS Sofie 8.07 PNC-2019-
Bambora Device AB Ingenico  |Link/2500  |LIN25DA, LIN25FA, [820376v01.21  [4-30230  |4.x Bambora Device AB 18-08.00794.006 2019/05113 |SPDH
1.0.x Sharp EFT 034
LIN25HA, LIN25JA Stand-alone o
LAN3O0AA, ECR
LAN3OBA,
LAN3OCA, Host2T 2.
! ! LAN3ODA, ! Bambora POS Sofie 8.07 PNC-2019-
Bambora Device AB Ingenico Lane/3000 LAN3O0EA, 820376v01.21 4-30310 5.x Bambora Device AB 1.0x 18-08.00794.006 2019/05/13 |SPDH Sharp EFT 035
LAN3OFA, Stand-alone 10
LAN3O0GA,
LAN3OHA
ECR Host2T 2.x
) ) DES508BB, ) Bambora POS Sofie 8.07 PNGC-2019-
Bambora Device AB Ingenico Desk/5000 DES50DB 820376v01.21 4-20317 5.x Bambora Device AB 1.0x 18-08.00794.006 2019/05/13 |SPDH Sharp EFT 036
Stand-alone 10
iy ECR Host2T 2.x
Bambora Device AB Ingenico  [Move/5000 |MOV50JB, 820376v01xx  [4-20316 |5 Bambora Device AB Bambora POS | 15.08.00794.006 201910513 [SPDH Sofie 8.07 PNC-2020-
MOV50BG 1.0.x Sharp EFT 101
MOV50BQ Stand-alone 1.0
ECR Host2T 2.x
LIN25BA, LIN25DA, el 2
Bambora Device AB  |Ingenico |Link/2500  |LIN25FA, LIN25HA, [820376v01.xx  [4-30326  |5.x Bambora Device AB Bambora POS |18.08.00794.006 2019/05/13 |SPDH Sofle 8.07 PNG-2020-
0x Sharp EFT 102
LIN25JA Stand-alone 10
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E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information R fEZEE Protocol information Case ID
eference
Manufacturer
PCI PTS name:
: Manufacture [Terminal : Software version - |PCI PTS Approval - |Devicemodel: o o ore used forthe  [SOrWArSVerSION o ooerc papss Intended e e e (e
Terminal vendor Hardware version: for Security Approval Version: Hardware version: for Debit/Credit N host PNC Case ID
rname: model: : L A . product . Reference # environment date: ECR Protcol
Application: Number(s): [Expiry dates |Software version Application: protocol
see * above] |for Security
Application:
LAN3O0AA,
LAN3OBA, ECR
LAN30CA, Host2T 2.x
. . LAN3ODA, . Bambora POS Sofie 8.07 PNC-2020-

Bambora Device AB Ingenico Lane/3000 LAN3O0EA, 820376v01.xx 4-30310 5.x Bambora Device AB 1.0x 18-08.00794.006 2019/05/13 |SPDH Sharp EFT 103
LAN3O0FA, Stand-alone 1.0
LAN30GA,

LAN30HA
ECR Host2T 2.x
. . DES50BB, . Bambora POS Sofie 8.07 PNC-2020-
Bambora Device AB Ingenico Desk/5000 DES50DB 820376v01.xx 4-20317 5.x Bambora Device AB 1.0x 18-08.00794.006 2019/05/13 |SPDH Sharp EFT 104
Stand-alone 10
] ECR -2019-
Modul-System Sweden |, onico  |iPP350 PP3xoc-31Tooooc | S2080VATx 1 55176 ax ABSCIDO SESTDT2 16-08.01062.001.daa 2019/08/19 |SPDH TME  |GKI_BPS PNC-2019
AB 820180V01.xx v1.30.xx 1.0 1.06 061
Stand-alone
’ ECR -2021-
Modul-System Sweden  {, o ico  |Move/5000 |MOV50BB 820547v01.xx  |4-20316 5. ABSCIDO MSanAPP 21-11.01062.004 2021/0024 |SPPHTME | cirp 1.0 | | PNC-2021
AB v01.00.xx 1.5 064
Stand-alone
. . ECR - -
Modul-System Sweden  {, o ico  |Linki2soo | -IN25BA (Basic 820547v01.xx  |4-30326 5. ABSCIDO MSanAPP 21-11.01062.004 2021/0024 |SPPHTME | cirp 1.0 | | PNC-2021
AB version with CTLS) v01.00.xx 1.5 066
Stand-alone
LAN3O0AA, ECR
Modul-System Sweden tﬁmgggﬁ' 820547v01.xx, MSanAPP SPDH TME PNC-2021-
4 Ingenico Lane/3000 ! 820561v01.xx 4-30310 5.x ABSCIDO 21-11.01062.004 2021/09/24 GKITP 1.0.x
AB LAN3ODA, N v01.00.xx 1.5 065
(Base Firmware)
LANSO0EA, Stand-alone
LAN30FA, LAN30GA
820376v01.xx, ECR
Modul-System Sweden . 820547v01.xx, MSanAPP SPDH TME PNC-2021-
AB Ingenico Desk/5000 |DES50BB 820555v01.xx 4-20317 5.x ABSCIDO V01.00.xx 21-11.01062.004 2021/09/24 15 GKITP 1.0.x 067
(SRED) Stand-alone
iPP3xx-21TXXXXX,

Nets Denmark A/S Ingenico | IPP3xx IPPOX-31TX00X, | ay0365 \i02.19  |4-30176 4x Nets Branch Norway 6.1.x 18-11.01222.002 ECR 201910930 |BBS APAX40 |5,y 4 5 PNC-2019-
iPP3xx-41TxXXXX, 8.21 096
iPP3xx-51Txxxxx

ISMP3 IMP5xx-01Txxxxx 4-30175 4.x . -

Nets Denmark A/S Ingenico 820365 V02.19 Nets Branch Norway 6.1.x 18-11.01222.002 ECR 2019/09/30 Sg? Apax40 BAXI 1.5 PN%927019

ISMP4 IMPBxx-01Txxxxx 4-30220 4.x i
iPP3xx-21TxxxxX,

Nets Denmark A/S Ingenico  |IPP3xx PPOOC3ITI00N, | go0365 o2 19 [4-30176 |4 Nets Branch Norway 6.2.x 18-11.01222.002.aaa |ECR 201911202 |BBS APAX40 [0y 4 5 PNC-2019-
iPP3xx-41TxxxxX, 8.21 135
iPP3xx-51Txxxxx

ISMP3 IMP5xx-01Txxxxx 4-30175 4.x . -

Nets Denmark A/S Ingenico 820365 V02.19 Nets Branch Norway 6.2.x 18-11.01222.002.a2aa ECR 2019/12/02 Sg? Apax40 BAXI 1.5 PN(iSZéNQ

ISMP4 IMPBxx-01Txxxxx 4-30220 4.x i
. 820547v01.xx, - BBS Apax PNC-2020-

Nets Denmark A/S Ingenico Lane/3000 (LAN30OEA 820561v01.xx 4-30310 5.x Nets Branch Norway 7.0.x (Viking) 19-11.01222.009 ECR 2020/01/23 40, 8.21 BAXI 1.5 007

820547v01.04 ECR BBS Apax PNC-2020-

Nets Denmark A/S Ingenico Desk/3500 |DES35BB ! 4-20321 5.x Nets Branch Norway 7.0.x (Viking) 19-11.01222.009 2020/01/23 BAXI 1.5

820548v02.05 40, 8.21 008
Stand-alone
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E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information R fEZEE Protocol information Case ID
eference
Manufacturer
PCI PTS name:
: Manufacture [Terminal : Software version - |PCI PTS Approval - |Devicemodel: o o ore used forthe  [SOrWArSVerSION o ooerc papss intendiec N |5 e Vaiidation | ket ol | Terminal ta
Terminal vendor Hardware version: for Security Approval Version: Hardware version: for Debit/Credit N host PNC Case ID
rname: model: : L . . product . Reference # environment date: ECR Protcol
Application: Number(s): [Expiry dates |Software version Application: protocol
see * above] |for Security
Application:
e oo YT oo overoTos o oooD eV =~ o Cronon ooy STy oo iccceee — ———————————— oooee e
820548v02.05 Stand-alone 40, 8.21 008
iPP3xx-21TxXXXXX,

Nets Denmark A/S Ingenico | IPP3xx PPoocSITO00, | go0365 V02,19 [4-30176  |4.x Nets Branch Norway 6.4.x 18-11.01222.002baa  [ECR 202000312 |BBS AP0 15 1 5 PNC-2020-
iPP3xx-41TxXXXXX, 8.21 023
iPP3xx-51Txxxxx

ISMP3 iMP5xx-01Txxxxx 4-30175 4.x - -

Nets Denmark A/S Ingenico 820365 V02.19 Nets Branch Norway 6.4.x 18-11.01222.002.baa ECR 2020/03/12 Bg? Apax40 BAXI 1.5 PN%ZZfZO

ISMP4 iMP6xx-01Txxxxx 4-30220 4.x :
LAN30AA,
LAN3OBA,
LAN3OCA,
. LAN3O0DA, 820547v01.xx, BBS Apax PNC-2020-

Nets Denmark A/S Ingenico Lane/3000 LAN30EA, 820561v01 xx 4-30310 5.x Nets Branch Norway v3.1.0 18-11.01222.001.aaa ECR 2020/01/29 40, 8.21 BAXI 1.8 014
LAN3OFA,

LAN30GA,

LAN30HA
820547v01.xx,
820376v01.xx,

. 820549v01.xx
,';A’*S"’f:iz’;;)s'”g'e (SRED OnGuard
. FPE),

b@fﬂgﬁjﬁd“a' 820561v01.xx

Nets Denmark A/S Ingenico  |Lane/5000 |LAN51DA (single (SSDR;EE)D OnGuard |4 20324 [5x Nets Branch Norway v3.1.0 18-11.01222.001.3aa  |ECR 20200129 (52557 [BAxi 1.8 PNG-2020-
MSR head and 820559v01.xx
camera) LAN51EA (SRED ANL)

(C‘;‘:f;‘g)sR head and | 420555v01.xx
(SRED AWL),
820565v01.xx
(SRED FF1)
11_02_00_00_00,
Spire 11_0a_xx_bb_xx,

Nets Denmark A/S Payments | o505 a=1108,bb=00,11 |SPSYS11_8 01.01, 4,5, 4x Nets Branch Norway v3.1.x 18-11.01222.001.aaa | Stand-alone 202001720 |BBS APAX |\ 0 PNC-2020-
Holdings and 12, 1_XX_XXXXXXXX 40, 8.21 016
Sarl a=1to 8 bb=21 and

22
22_00_xx_01_xx,
22_01_xx_02_xx,
Spire 22_05_xx_02_xx,
Payments 22_06_xx_02_xx, |SPSYS11_S_01.0 BBS Apax PNC-2020-
Nets Denmark A/S Holdings SPg7 2207 _xx_02_xx. 10000000 4-30180 4.x Nets Branch Norway v3.1.x 18-11.01222.001.aaa  |Stand-alone 2020/01/29 40, 8.21 N/A 017
S.arl 22_0a_xx_bb_xx,
a=1to 8, bb=02, 03,
04. 05
LAN30AA,
LAN3O0BA,
LAN3OCA,
. LAN3O0DA, 820547v01.xx, BBS Apax PNC-2020-

Nets Denmark A/S Ingenico Lane/3000 LAN3O0EA, 820561v01 xx 4-30310 5.x Nets Branch Norway v3.4.0 18-11.01222.001.caa ECR 2020/03/27 40, 8.21 BAXI 1.8 043
LAN3OFA,

LAN30GA,
LAN30HA
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

2 - Point of Encryption POI

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application Information

Product Information

Protocol information

Case ID

820547v01.xx,
820376v01.xx,
. 820549v01.xx
kﬂ’*s"faz’;})s'“g'e (SRED OnGuard
LAN51CA (dual FPE),
MSR head) 820561v01.xx
Nets Denmark A/S Ingenico  |Lanef5000 |LANS1DA (single  |SRED OnGuard 1 54304 |54 Nets Branch Norway v3.4.0 18-11.01222.001.caa  |ECR 20200327 [BBS AP gaxi 1 PNC-2020-
MSR head and SDE), 40,8.21 044
camera) LANS1EA ?SzgsE?‘;\(ﬂl'_’)‘x
(dual MSR head and N
comera) 820555v01.xx
(SRED AWL),
820565v01.xx
(SRED FF1)
11_02_00_00_00,
Spire 11_0a_xx_bb_xx,
Nets Denmark A/S payments | spes @=1108,bb=00,11 |SPSYS11_S 0101, 3015, (4 Nets Branch Norway v3.4.0 18-11.01222.001.caa | Stand-alone 20200327 |BBS Apax 0 PNC-2020-
oldings and 12, 1_XX_XXXXXXXX 40, 8.21 045
S.arl a=1to 8 bb=21 and
22
22_00_xx_01_xx,
22_01_xx_02_xx,
Spire 22_05_xx_02_xx,
Payments 22_06_xx_02_xx, |SPSYS11_S_01.0 BBS Apax PNC-2020-
Nets Denmark A/S Holdings SPg7 22707 xx_02_xx, 10 00000K 4-30180 4.x Nets Branch Norway v3.4.0 18-11.01222.001.caa  |Stand-alone 2020/03/27 40, 8.21 N/A 046
S.arl 22_0a_xx_bb_xx,
a=11o 8, bb=02, 03,
04, 05
LAN30AA,
LAN30BA,
LAN30CA,
) LAN30DA, 820547v01.xx, BBS Apax PNC-2020-
Nets Denmark A/S Ingenico Lane/3000 LAN3O0EA, 820561v01.xx 4-30310 5.x Nets Branch Norway v3.5.0, OnePA [18-11.01222.001.daa ECR 2020/06/11 40, 8.21 BAXI 1.8 080
LAN3O0FA,
LAN30GA,
LAN30HA
820547v01.xx,
820376v01.xx,
) 820549v01.xx
',;Qf;i:;)s'"g'e (SRED OnGuard
: FPE),
',;@f;ga"d;d“a' 820556v01.xx
Nets Denmark A/S ingenico  |Lane/5000 ~[LANSTDA (single  [SFED ONCU 1420324 5.x Nets Branch Norway V350,0nePA [18-11.01222.001.daa  |ECR 20200811 (525592 [Baxi 1.8 PG 2020-
MSR head and . T
camera) LANS1EA ?Szgsé.gxmljx
(c‘l‘:s'eg)SR head and | 5 0555v01.xx
(SRED AWL),
820565v01.xx
(SRED FF1)
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

2 - Point of Encryption POI

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application Information

Product Information

Protocol information

Case ID

11_02_00_00_00,
Spire 11_0a_xx_bb_xx,
Nets Denmark A/S Payments | gp.5 a=1108,bb=00,11 |SPSYS11.S 010, 30154 |4x Nets Branch Norway Vv35.0,0nePA |18-11.01222.001.daa  |Stand-alone 2020006111 |BBS Apax |\ 0 PNC-2020-
Holdings and 12, 1_XX_XXXXXXXX 40, 8.21 082
S.arl a=1to 8 bb=21 and
22
22_00_xx_01_xx,
22_01_xx_02_xx,
Spire 22_05_xx_02_xx,
Nets Denmark A/S Ez}’;‘:g"sts SPg7 §§:33:§§:3§:§§1 f’iitf;:;(sxim 430180 |4x Nets Branch Norway Vv35.0,0nePA  |18-11.01222.001.daa  |Stand-alone 2020/06/11 igssgﬂax N/A PG 2020-
S.arl 22_0a_xx_bb_xx,
a=1to 8, bb=02, 03,
04,05
LANGO0AA,
LAN3O0BA,
LAN3OCA, )
Nets D Kk AIS Ingeni Lane/3000 | FANSODA, 820547v01.xx, 1 33319 5 Nets Branch N 4.0.x,OnePA  |20-08.01222.012 ECR BBS Apax ?gglz_agem_ PNC-2020-
ets Denmari ngenico ane LANZOEA. 820561v01.xx - X ets Branch Norway v4.0.x, Onel -08. . 2020/12/04 40, 8.21 - 129
2a160157
LANSOFA,
LAN3OGA,
LAN3OHA
820547v01.xx,
820376v01.xx,
. 820549v01.xx
LANS1BA (single | opep OnGuard
MSR Head), FPE)
LAN51CA (dual .
MSR head) (anen Oncaverd BBS A baxi_agent- | oG o020
Nets Denmark A/S Ingenico  |Lane/5000 |LAN51DA (single (SDE) nGuard |4 20324 5 Nets Branch Norway v4.0.x, OnePA  |20-08.01222.012 ECR 202012004 |, 2’:"" 1352- 0
MSR head and ; T aa160157
820559v01.xx
camera) LANS1EA
(dual MSR head and (SRED ANL),
comera) 820555v01.xx
(SRED AWL),
820565v01.xx
(SRED FF1)
820547v01.xx,
820376v01.xx,
820549v01.xx
MOV50AB (SRED OnGuard
MOV 50BB FPE),
MOV 50CB 820556v01.xx baxi_agent
Nets Denmark A/S Ingenico | Movel5000 | OVSo02 (SREDOnGuard 1420316 [ Nets Branch Norway v4.0.x, OnePA  |20-08.01222.012 ECR 202012004 |BESAPAX {4557 PNC-2020-
) 40, 8.21 ame0157 131
(CTLS +Privacy ~ |820559v01.xx
shield + Desktop (SRED ANL),
Case lid) 820555v01.xx
(SRED),
820565v01.xx
(SRED FF1)
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* INFO BOX

EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

2 - Point of Encryption POI

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application Information

Product Information

Protocol information

Case ID
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11_02_00_00_00,
Spire 11_0a_xx_bb_xx,
Nets Denmark A/S Payments | gp.5 @=1108,bb=00,11 |SPSYS11_S 0101, 3015, (4 Nets Branch Norway v4.0x, OnePA  |20-08.01222.012 Stand-alone 2020112004 |BBS Apax 0 PNC-2020-
Holdings and 12, 1_XX_XXXXXXXX 40, 8.21 133
S.arl a=1to 8 bb=21 and
2
22_00_xx_01_xx,
22_01_xx_02_xx,
Spire 22_05_xx_02_xx,
Nets Denmark A/S s |spg7 oot [T o wotomser 430180 [ax Nets Branch Norway v4.0.x, OnePA  |20-08.01222.012 Stand-alone 20201204 |50 |Nia PNC2020-
S.arl 22_0a_xx_bb_xx,
a=110 8, bb=02, 03,
04,05




E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information R fEZEE Protocol information Case ID
eference
Manufacturer
PCI PTS name:
: Manufacture [Terminal : Software version - |PCI PTS Approval - |Devicemodel: o o ore used forthe  [SOrWArSVerSION o ooerc papss e || T (e
Terminal vendor Hardware version: for Security Approval Version: Hardware version: for Debit/Credit N host PNC Case ID
rname: model: : L . . product . Reference # environment date: ECR Protcol
Application: Number(s): [Expiry dates |Software version Application: protocol
see * above] |for Security
Application:
iPP3xx-21TxXXXXX,

Nets Denmark A/S Ingenico | IPP3xx PPoxcSITO00, 1 go0365 V02,19 [4-30176  |4.x Nets Branch Norway 6.5 (Viking)  [18-11.01222.002.caa  |ECR 2020006704 |EBS APBXA0 ) 1 5 PNG-2020-
iPP3xx-41TxXXXX, 8.21 057
iPP3xx-51Txxxxx

Nets Denmark A/S Ingenico ~ SMP3 IMP5Xx-01TXXXXX _|g50365 vio2.19  |4:30175 _ |4.x Nets Branch Norway 65.x (Viking)  |18-11.01222.002.caa  |ECR 2020/06/04 | BBS APX40 [g051 4 5 PNC-2020-

ISMP4 iMP6xx-01TxXxXX 4-30220 4.x 8.21 058
iPP3xx-21TxXXXXX,

Nets Denmark A/S Ingenico  |IPP3xx PPOO-STT0000 820365 v02.19  [4-30176  |4x Nets Branch Norway 8.0.x (Viking)  |20-08.01222.013 ECR 2021/0301 |BBS AP0 1505 1 5 PNC-2020-
iPP3xx-41TxXXXXX, 8.21 142
iPP3xx-51TxXXXX

Nets Denmark A/S Ingenico ~ PSMP3 IMPSXx-01TXXXXX__ 1850365 02,19  [24:30175  |4X Nets Branch Norway 8.0.x (Viking) ~ |20:08.01222.013 ECR 2021/03/01 |BBS APAX40 |,y 4 5 PNC-2020-

ISMP4 iMP6xx-01TxXxXxX 4-30220 4.x 20-08.01222.013 8.21 143
. 820547 v01.xx, - BBS Apax40 PNC-2020-

Nets Denmark A/S Ingenico Lane/3000 (LAN30OEA 820548 V02 xx 4-30310 5.x Nets Branch Norway 8.0.x (Viking) 20-08.01222.013 ECR 2021/03/01 8.21 BAXI 1.5 145
Nets Denmark A/S Ingenico Link/2500 LIN25BA 820547 v01.xx 4-30326 5. Nets Branch Norway 8.0.x (Viking) 20-08.01222.013 ECR 2021/03/01 sg? Apax40 BAXI 1.5 '13";‘50_2020_
. 820547 v01.xx, - BBS Apax40 PNC-2020-

Nets Denmark A/S Ingenico Desk/3500 |DES35BB 820548 V02 xx 4-20321 5.x Nets Branch Norway 8.0.x (Viking) 20-08.01222.013 ECR 2021/03/01 8.21 BAXI 1.5 146
. 820547 v01.xx, - BBS Apax40 PNC-2020-

Nets Denmark A/S Ingenico Move/3500 (MOV35BB 820548 V02 xx 4-20320 5.x Nets Branch Norway 8.0.x (Viking) 20-08.01222.013 Stand-alone 2021/03/01 8.21 BAXI 1.5 146
DES32AB DES32BB
ggggggg DES32CB 820548 v02.xx

Nets Denmark A/S Ingenico  |Deski3500 |DES32DC DES35AB| 820348 VO3 XX 55351 5. Nets Branch Norway 8.2.x (Viking)  |20-08.01222.013.aaa |ECR 2022112108 |BBS APEX40 |y 1 5 PNC-2022-

820548 v06.xx 8.21 025
DES35BB DES35BC 820548 V07 xx
DES35CB DES35DB )
DES35DC
MOV35AC
MOV35AQ
MOV35BB
MOV35BC
MOV35BQ
MOV35CB
MOV35CC 820548 v02.xx BBS Apaxd0 PNC.2022-
Nets Denmark A/S Ingenico Move/3500 [MOV35CQ 820548 v03.xx 4-20320 5.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa  |Stand-alone 2022/12/08 P BAXI 1.5
8.21 025
MOV35DB 820548 v07.xx
MOV35DC
MOV35DQ
MOV35EB
MOV35FB
MOV35JB
MOV35AB
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E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information R fEZEE Protocol information Case ID
eference
Manufacturer
PCI PTS name:
) Manufacture |Terminal ) SHEERWEE | RS (e Device model: |\ o liosTs used for the [ OfWare Version 1o oo papss Intended E2EE Validation| "0 |t inal to
Terminal vendor Hardware version: for Security Approval Version: Hardware version: for Debit/Credit N host PNC Case ID
rname: model: : L . . product . Reference # environment date: ECR Protcol
Application: Number(s): [Expiry dates |Software version Application: protocol

see * above] |for Security

Application:
820376 v01.xx
820555 v01.xx
LAN30AA LAN30BA |820548 v02.xx
LAN30CA LAN3ODA |820556 v01.xx

. LAN3OEA LAN30FA |820549 v01.xx . BBS Apax40 PNC-2022-

Nets Denmark A/S Ingenico Lane/3000 LAN30GA LAN30HA | 820548 v03 xx 4-30310 5.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa |ECR 2022/12/08 8.21 BAXI 1.5 027
LAN30AN LAN3OBN |820565 v01.xx
LAN30FN 820548 v06.xx

820548 v07.xx
820376 v02.xx
LIN25AA LIN25BA
LIN25CA LIN25DA  (820556v01.xx
LIN25EA LIN25FA | 820555v01.xx
LIN25GA LIN25HA  (820376V01.xx
. . LIN25IA LIN25JA 820549v01.xx - BBS Apax40 PNC-2022-

Nets Denmark A/S Ingenico Link/2500 LIN25KA LIN25LA  |820548v04 xx 4-30230 4.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa ECR 2022/12/08 8.21 BAXI 1.5 029
LIN25MA LIN25NA | 820548v06.xx
LIN25BB LIN25DB  |820376V02.xx
LIN25FB LIN25HB | 820548v07.xx
LIN25JB
LIN25AA LIN25BA |820376v01.xx
LIN25CA LIN25DA (820549v01.xx
LIN25EA LIN25FA |820556v01.xx
LIN25GA LIN25HA (820555v01.xx

. . LIN25IA LIN25JA 820548v03.xx - BBS Apax40 PNC-2022-

Nets Denmark A/S Ingenico Link/2500 LIN25KA LIN25LA  |820565v01 xx 4-30326 5.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa ECR 2022/12/08 8.21 BAXI 1.5 029
LIN25MA LIN25NA |820548v04.xx
LIN25BB LIN25DB  |820548v06.xx
LIN25FB LIN25HB |820376V02.xx
LIN25JB 820548v07.xx

Nets Denmark A/S Ingenico ISMP3 iMP5xx-01Txxxxx 820365 V02.19 4-30175 4.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa ECR 2022/12/08 Sg? Apax40 BAXI 1.5 53100-2022-

Nets Denmark A/S Ingenico ISMP4 IMP6xx-01Txxxxx 820365 V02.19  |4-30220 4.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa |ECR 2022/12/08 sg? Apax40 BAXI 1.5 gg‘oc_zozz_
iPP3xx-21TxXXXXX,

Nets Denmark A/S Ingenico  [IPP3xx PPOO-STT0000 820365 v02.19  [4-30176  |4x Nets Branch Norway 8.2.x (Viking)  |20-08.01222.013.aaa |ECR 2022712008 |BBS AP0 1505 1 5 PNC-2022-
iPP3xx-41TxXXXX, 8.21 031
iPP3xx-51TxXXXX
LAN30AA,

LAN30BA,
LAN30CA,
. LAN30DA, 820547v01.xx, PNC-2019-

Nets Oy Ingenico Lane/3000 LAN3OEA, 820561v01.xx 4-30310 5.x Nets Branch Norway v3.0.0 18-11.01222.001 ECR 2019/04/04 |BBS Apax 40 |- 027
LANS3OFA,

LAN30GA,
LAN30OHA
Castles MP200-HW-v1.01, [ XXXX-XXXX-XXXX~ EMV Suite MPJ PNC-2018-
Seita Technologies Oy Eicllr:énlogy MP200 MP200-HW-v1.02 0025 440156 4.x Seita Technologies oy 121x 17-08.01038.002.aaa ECR 2018/02/27 v13.04 ECRSuite 043

(97}
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:

PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information R fEZEE Protocol information Case ID
eference
Manufacturer
PCI PTS name:
: Manufacture [Terminal : Software version - |PCI PTS Approval - |Devicemodel: o o ore used forthe  [SOrWArSVerSION o ooerc papss intendiec N |5 e Vaiidation | ket ol | Terminal ta
Terminal vendor Hardware version: for Security Approval Version: Hardware version: for Debit/Credit N host PNC Case ID
rname: model: : L . . product . Reference # environment date: ECR Protcol
Application: Number(s): [Expiry dates |Software version Application: protocol
see * above] |for Security
Application:
Castles MP200-HW-v1.01,  [X300 30006 x0x0KK- EMV Suite MPJ PNC-2018-
Seita Technologies Oy Technology (MP200 MP200-HW-v1.02 0025 4.x Seita Technologies oy 12.1x 17-08.01038.002.aaa Stand-alone 2018/02/27 vi13.04 N/A 043
Co. Ltd 4-40159
Castles XXXX=XXXX-XXXX~ .
Seita Technologies Oy Technology (MP200 MP200-HW-v1.04, 0026, 001x-001x- 4.x Seita Technologies oy EMV Suite 17-08.01038.002.aaa ECR 2018/02/27 MPJ ECRSuite PNC-2018-
MP200-HW-v1.05 1.21.x v13.04 043
Co. Ltd 002x-002x-0027  |4-40173
Castles XXXX-XXXX-XXXX~ .
Seita Technologies Oy Technology (MP200 MP200-HW-v1.04, 0026, 001x-001x- 4.x Seita Technologies oy EMV Suite 17-08.01038.002.aaa  |Stand-alone 2018/02/27 MPJ N/A PNC-2018-
MP200-HW-v1.05 1.21.x v13.04 043
Co. Ltd 002x-002x-0027 |4.40173
Castles VEGA3000-HW- | xxx-300e-x000c- EMV Suite MPJ PNC-2018-
Seita Technologies Oy Technology Vega3000 V1 300K ox-0027 4.x Seita Technologies oy 12.1x 17-08.01038.002.aaa |ECR 2018/02/27 vi3.04 ECRSuite 044
Co. Ltd 4-40195
Castles VEGA3000-HW- | XXRX-XXXX-XXXX- EMV Suite MPJ PNC-2018-
Seita Technologies Oy Technology |Vega3000 4.x Seita Technologies oy 17-08.01038.002.aaa  |Stand-alone 2018/02/27 N/A
V1.3.XXXX xxxx-0027 1.21.x v13.04 044
Co. Ltd 4-40195
IPP310,
. IPP320, 820305V 11.xx, PayEx ECR PNC-2018-
Swedbank PayEx AB Ingenico IPP350, IPP3xx-51TxXXXX 820180V01 xx 4-30176 4.x PayEx 1.1.x 18-08.01090.002 ECR 2018/11/14 |SDI 3.0 10 208
IPP315
Swedbank PayEx AB  [ingenico  [iSMP3 IMPSX0C01 TO0XX 870305y 110 [4-30175 |4 PayEx 1.4.x 18-08.01090.002 ECR 2018/11/14 [SDI3.0 PayExECR | PNC-2018-
IMP5xx-11 TXXXXX 1.0 227
IMP6xx-01 TXXXXX
. . IMP6xx-11 TXXXXX PayEx ECR PNC-2018-
Swedbank PayEx AB Ingenico iSMP4 IMPExx-02 Txxxxx 820305v11.xx 4-30220 4.x PayEx 1.1.x 18-08.01090.002 ECR 2018/11/14 |SDI 3.0 1.0 226
IMP6xx-12 TXXXXX
QT650253,
QT650240, PNC-2017-
QTyy0500 xxxxxx 4-10224 4.x 2017/12/22 o1
XX VEPP NB 2.2.0.x[17-08.00154.114
: PRP using .
Verifone Inc. }:anone M400 2305-07—x0—xx0—00— Vault: 7.x.x Verifone Payment Gateway ECR POS 03001 5;’ S\S Retail
AppM: 11.x.x 12.04 : PNC-2018-
VFSRED: 4-10231 5.x 2018/04/03 100
7 X XXXX
VFOP: 1.x.x
VEPP NB 2.3.0.x[17-08.00154.122
Vault: 5.x.x.x,
SRED: 5.x.x, OP:
H405-07-x0-xx0-00- | 1 X* APPM:
BO, H405-07-00-xx0-| 10%X: VAULT: PRP using
Verifone Inc. VeriFone - yia00 00-B0 (M400), Ha05-| | BX*% APPME 14 10504 Jax Verifone Inc. VEPP NB 18.08.00154.129 ECR 20180920 |POS 03001 [EPASRetall || PNC-2018-
Inc 12.x.x, VFSRED: 2.4.0.x.x v2.0 137
07-30-xx0-00-BO 9xx. VAULT: 12.04
(M400 WiFi/BT) 7xon AppM:
11.x.x, SRED:
7 . X.X.XXX
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

2 - Point of Encryption POI

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application Information

Product Information

Protocol information

Case ID

HAO5-07-x0-x00-00- | 0 o
BO, H405-07-00-xx0- |, Z07 1%
00-B0 (M400), H405-| /PP 11.X-X,
VFSRED: )
VeriFone 07-30-xx0-00-B0 | 7, . 0y VFOP: VEPP NB PRPUSING  |epas Retail | | PNC-2018-
Verifone Inc. M400 (M400 WiFi/BT), | XXX VEOR 14 10231 5. Verifone Inc. 18.08.00154.129 ECR 2018/09/20 |POS 03001
Inc 1.x.x, VAULT: 2.4.0.x.x v2.0 139
H405-07-00:00-00- | "% 0L 12.04
B1 (M400), H405-07-| %% .
30x0000.B1 (MAOD 12.x.x,9VFSRED.
WiFi/BT) XX
H435-07-02-xx0-x0-
AO (P400), H435-07- .
32-xx0-x0-A0 (P400 Vault: 2.x.x, 3.X.X,
Plus), H435-07-02- A;;;\A- 7xx
XK0-x0-A1 (P400), [P ET2%:
VeriFone  |P400/P400 :ﬁgfgos;uxsx)o X% |VFSRED: 5.xx PRPUSING  |epas Retail | | PNC-2018-
Verifone Inc. . VFOP: 1.x.x 4-10191 4x Verifone Payment Gateway |VEPP NB 2.3.0.x|17-08.00154.122 ECR 2018/04/03 |POS 03001
Inc Plus H435-07-02-XX0-X0-| ¥/ =" v2.0 098
Vault: 5.x.x 12.04
AO (P400), HA35.07- | 500 0
32-XX0-X0-A0 (P400|( P}
Plus), H435-07-02- |20 E00%
XX0-X0-AT (P400), |(PRE 7~
H435-07-32-XX0-X0- e
A1 (P400 Plus)
H435-07-02-xxx-x0-
B0, H435-07-32-xxx-| Vault: 7.x.x.x,
X0-BO, H435-07-02- | AppM: 11.x.x.X,
. xx0-x0-A0, H435-07-| SRED: 7.x.x.x, PRP using "
Verifone Inc. ::]ec"':""e Eﬁg’/ P400 02-xx0-x0-A1  |OP: 1.x.x, VAULT:|4-10239 5 Verifone Payment Gateway \Z/EFE)PXT(B 18.08.00154.129 ECR 2018/09/20 |POS 03001 "/5; QS Retail PN(i'geom'
(P400), H435-07-32-|  8.x.x, AppM: 40X 12.04 :
xx0-x0-A0, H435-07-| 12.x.x, VFSRED:
32-xx0-x0-A1 (P400 9.x.X
Plus)
H435-07-02-xx0-x0-
AO (P400), H435-07-
32-xx0-x0-A0 (P400 | VAULT: 2.x.x,
Plus), H435-07-02- 3.X.X, 4.X.X,
xx0-x0-A1 (P400), AppM: 7.X.X,
H435-07-32-xx0-x0- 8.X.X, 9.X.X,
A1 (P400 Plus), | VFSRED: 5.x.x,
H435-07-02-XX0-X0-|  VFOP: 1.x.x, PRP using
Verifone Inc. ::]ec"':""e Eﬁg’/ Pa00 920_ ;%?%.%3(%%6 X‘;;’,\'A'T% gi: 410191 |4x Verifone Payment Gateway \Z/EZEXT(B 18.08.00154.129 ECR 2018/09/20 ?25403001 "/5; QS Retail PNﬁfgm'
Plus), H435-07-02- | VAULT: 7.x.x, .
XX0-X0-A1 (P400), | AppM: 11.x.x,
H435-07-32-XX0-X0-| VFSRED: 7.x.x,
A1(P400 Plus), | VAULT:8.xx,
H435-07-02-xxx-x0- | AppM: 12.x.x,
BO (P400), H435-07-| VFSRED: 9.x.x
32-xxx-x0-B0 (P400
Plus)
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E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information R fEZEE Protocol information Case ID
eference
Manufacturer
PCI PTS name:
) Manufacture |Terminal ) SHEERWEE | RS (e Device model: |\ o liosTs used for the [ OfWare Version 1o oo papss Intended E2EE Validation| "0 |t inal to
Terminal vendor Hardware version: for Security Approval Version: Hardware version: for Debit/Credit ) host PNC Case ID
rname: model: : L . . product . Reference # environment date: ECR Protcol
Application: Number(s): [Expiry dates |Software version Application: protocol
see * above] |for Security
Application:
Vault: 6.x.x
H475-07-38-xxx-x1- |AppM: 10.x.x PRP using
Verifone Inc. veriFone \400m Bo. VESRED: 7xX |1 3020 |5 Verifone Payment Gateway |VEPP NB 2.3.0.x|17-08.00154.122 Stand-alone 2018/04/03 POS 03001 PNC-2018-
Inc H475-07-70-xxx-x1- [VFOP: 1.x.x 099
12.04
BO Vault: 7.x.x
AppM: 11.x.x
VAULT: 6.x.x,
AppM: 10.x.x,
H475-07-38-xxx-x1- | VFSRED: 7.x.X,
. BO (V400m Plus VFOP: 1.x.x, PRP using .
Verifone Inc. X]‘Z"F""e V400m 3G), H475-07-70-xxx| VAULT: 7.x.x, |4-30260 5. Verifone Payment Gateway \Zliszia 17-08.00154.129 ECR 2018/09/20 |POS 03001 5; /gs Retail PNC1'32§18'
x1-B0O (V400m Plus AppM: 11.x.x, T 12.04 :
4G) VAULT: 8.x.x,
AppM: 12.x.x,
VFSRED: 9.x.x
QT650253, .
Verifone Inc. QT650240, VeppNB 1.2.1.x [17-08.00154.111 ECR 2017/06/14 '13;3(?403001 EZP ’SS Retail PN%'ggﬂ'
VeriFone | papg MO087-351-01-WWA | QTvv0500.x0000 |4 30168 |4.x Verifone Payment Gateway _
Inc MO087-351-11-WWA PRP using EPAS Retail PNC-2018-
Verifone Inc. QTES50301.x VEPP NB 2.3.0.x{17-08.00154.122 ECR 2018/04/03 |POS 03001
v2.0 097
12.04
N Verifone MO087-351-01-WWA y POS 03001 |EPAS Retail PNC-2018-
Verifone Inc. Inc. E355 MO87-351-11-WWA QTES50301.x 4-30168 4.x Verifone Payment Gateway |VEPP NB 2.4.0.x|18-08.00154.129 ECR 2018/09/20 12.04 v2.0 135
VAULT: 6.x.x,
H445-07-30-0x0-00- |  APPM: 10.xx,
g VFSRED: 7.x.x,
BO (BT/WiFi), VEOP: 15x
) VeriFone H445-07-34-0xx-00- L N VEPP NB POS 03001 |EPAS Retail PNC-2019-
Verifone Inc. Inc E285 BO (2G/BT/WIFi), VAULT. 7x.x, |4-30276 5.X Verifone Payment Gateway 250xx 18-08.00154.131 ECR 2019/01/10 12.04 v2.0 002
AppM: 11.x.x,
H445-07-38-0xx-00- VAULT: 8.x.x
BO (3G/BT/WiFi) AppM: 12xx.
VFSRED: 9.x.x
H405-07-x0-xx0-00- .
BO, H405-07-00-xx0- XAU,\;'T% :::
00-B0 (M400), H405-| /PP 11.X-X,
07-30-xx0-00-BO VFSRED:
Verifone Inc. VveriFone 1400 (M400 WiFi/BT), | TXXXx% VFOP: 1 4109 5. Verifone Payment Gateway |1+ N8 18-08.00154.131 ECR 20190110 |FOS 03001 [EPAS Retail PNC-2019-
Inc 1.x.x, VAULT: 2.5.0.x.x 12.04 v2.0 003
H405-07-00-xx0-00- 8.x.x. AppM:
B1 (M400), H405-07- ) ° \/F‘)spRéD-
30-xx0-00-B1 (M400 o ’gx X :
WIiFi/BT) o
H435-07-02-xxx-x0-
B0, H435-07-32-xxx-| VAULT: 7.x.x,
x0-B0, H435-07-02- | AppM: 11.x.x,
. xx0-x0-A0, H435-07-| SRED: 7.x.x.x, "
Verifone Inc. X]‘Z"F""e ;‘L(;O/ P400 02-xx0-x0-A1 OP: 1xx,  |4-10239 5. Verifone Payment Gateway \Zl'észia 18-08.00154.131 ECR 2019/01/10 '1’?(?403001 5; /gs Retail PN%'OZFQ'
(P400), H435-07-32-| VAULT: 8.x.x, e ) :
xx0-x0-A0, H435-07-| AppM: 12.x.x,
32-xx0-x0-A1 (P400 | VFSRED: 9.x.x
Plus),
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

2 - Point of Encryption POI

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application Information

Product Information

Protocol information

Case ID

VAULT: 7.x.x,
AppM: 11.x.x,
. VFSRED: 7.x.x.x, "
Verifone Inc. VeriFone |y49 SUB179-xx2-02-A VFOP: 1.xx, |4-10241 5 Verifone Payment Gateway |/E+ NB 18-08.00154.131 Stand-alone 20190110 |FOS 03001 [EPAS Retail PNC-2019-
Inc ) 2.5.0.x.X 12.04 v2.0 005
VAULT: 8.x.x,
AppM: 12.x.X,
VFSRED: 9.x.x
OP: 1.x.x,
H405-07-x0-xx0-00- |  APPM: 10X,
VeriFone BO, H405-07-00-300- XAUI\IA--T% gi: VEPP NB POS 03001 |[EPAS Retail PNC-2019-
Verifone Inc. | M400 00-B0 (M400), H405- pPM: 14410224 4.x Verifone Payment Gateway 18-08.00154.131 ECR 2019/01/10
nc VFSRED: 7.x.X, 2.5.0.x.x 12.04 v2.0 006
07-30-xx0-00-BO VAULT: 7.xx
(M400 WiFi/BT) AppM: 11.x.x.
SRED: 7.X.X.XX
H435-07-02-xx0-x0-
A0 (P400), H435-07-
32-xx0-x0-A0 (P400 | VAULT: 2.x.x,
Plus), H435-07-02- 3.X.X, 4.X.X,
xx0-x0-A1 (P400), AppM: 7.X.X,
H435-07-32-xx0-x0- 8.X.X, 9.X.X,
A1 (P400 Plus), VFSRED: 5.x.x,
H435-07-02-XX0-X0-|  VFOP: 1.x.x,
y VeriFone  [P400/P400 |AO (P400), H435-07-| VAULT: 5.x.x, y VEPP NB POS 03001 |EPAS Retail PNC-2019-
Verifone Inc. Inc Plus 32-XX0-X0-A0 (P400|  AppM: 10.x.x. 4-10191 4.x Verifone Payment Gateway 25.0xx 18-08.00154.131 ECR 2019/01/10 12.04 v2.0 007
Plus), H435-07-02- | VAULT: 7.x.x,
XX0-X0-A1 (P400), | AppM: 11.x.X,
H435-07-32-XX0-X0-| VFSRED: 7.x.X,
A1 (P400 Plus), VAULT: 8.x.x,
H435-07-02-xxx-x0- | AppM: 12.x.x,
BO (P400), H435-07-| VFSRED: 9.x.x
32-xxx-x0-B0 (P400
Plus)
VAULT:
2.X.X7.X.X;,
AppM: 7.x.x;
. 11.x.x, VFSRED: .
y VeriFone SUB179-xx1-01-A, .. X y VEPP NB POS 03001 |EPAS Retail PNC-2019-
Verifone Inc. Inc X10 SUB179-5x1-02-AA SFXC;(P71XXXX 4-10209 4.x Verifone Payment Gateway 25.0xx 18-08.00154.131 Stand-alone 2019/01/10 12.04 v2.0 008
VAULT: 8.x.x,
AppM: 12.x.x,
VFSRED: 9.x.x
VAULT: 6.x.X,
AppM: 10.x.X,
VFSRED: 7.x.X,
. H475-07-38-xxx-x1- VFOP: 1.x.x, .
Verifone Inc. veriFone y/400m BO H475- | VAULT: 7xx, |4-30260 |5 Verifone Payment Gateway | o+ NB 18-08.00154.131 Stand-alone 20190110 |FOS 03001 [EPAS Retail | { PNC-2019-
Inc 2.5.0.x.x 12.04 v2.0 009
07-70-xxx-x1-B0O AppM: 11.x.X,
VAULT: 8.x.x,
AppM: 12.x.X,
VFSRED: 9.x.x
3 Page: 12 (97) ECR
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

Verifone Inc.

VeriFone
Inc

V400c,
V400c Plus

B0, H425-07-03-xxx
xx-B1 (V400c),

H425-07-33-xxx-xx-
B0, H425-07-33-xxx
xx-B1 (V400c Plus)

2 - Point of Encryption POI

PPV 1 LA,
VFSRED: 7.x.x,
VFOP: 1.x.x,
VAULT: 8.x.x,
AppM: 12.x.x,
VFSRED: 9.x.x

4-30306

5.x

4 — SAM-card

5 - Decryption HOST

Verifone Payment Gateway

VEPP NB
2.6.0.x.x

Debit/Credit Application Information

19-08.00154.132

Product Information

Stand-Alone

2019/05/24

PROP using
POS 03001
12.04

Protocol information

EPAS Retail
v2.0

Case ID

PNC-2019-
041

Verifone Inc.

VeriFone
Inc

V400m

H475-07-38-xxx-x1-
BO (V400m Plus
3G), H475-07-70-xxx:
x1-BO (V400m Plus
4G), H475-07-F0-
xxx-x1-B0 (V400m
Plus 4G WW)

VAULT: 7.x.x,
AppM: 11.x.x,
VFSRED: 7.x.x,
VFOP: 1.x.x,
VAULT: 8.x.x,
AppM: 12.x.x,
VFSRED: 9.x.x

4-30260

5.x

Verifone Payment Gateway

VEPP NB
2.6.0.x.x

19-08.00154.132

ECR

Stand-Alone

2019/05/24

PROP using
POS 03001
12.04

EPAS Retail
v2.0

PNC-2019-
042

Verifone Inc.

VeriFone
Inc

e285

H445-07-30-0xx-00-
BO (BT/WiFi), H445-
07-34-0xx-00-B0
(2G/BT/WiFi), H445-
07-38-0xx-00-B0
(3G/BT/WiFi)

VAULT: 6.x.X,
AppM: 10.x.X,
VFSRED: 7.x.x,
VFOP: 1.x.x,
VAULT: 7.x.X,
AppM: 11.x.X,
VAULT: 8.x.X,
AppM: 12.x.X,
VFSRED: 9.x.x

4-30276

Verifone Payment Gateway

VEPP NB
2.6.0.x.x

19-08.00154.132

ECR

2019/05/29

PROP using
POS 03001
12.04

EPAS Retail
v2.0

PNC-2019-
038

Verifone Inc.

VeriFone
Inc

P400/P400
Plus

H435-07-02-xxx-x0-
B0, H435-07-32-xxx-
x0-B0, H435-07-02-
xx0-x0-A0, H435-07-
02-xx0-x0-A1
(P400), H435-07-32-
xx0-x0-A0, H435-07-
32-xx0-x0-A1 (P400
Plus), H435-07-02-
xxx-x0-B0 (P400),
H435-07-32-xxx-x0-
BO (P400 Plus),
H435-07-02-xx0-x0-
A0 (P400), H435-07-
32-xx0-x0-A0 (P400
Plus), H435-07-02-
xxx-x0-A2 (P400),
H435-07-02-xxx-x0-
B1 (P400), H435-07-
32-xxx-x0-A2 (P400
Plus), H435-07-32-
xxx-x0-B1 (P400
Plus)

Vault: 7.x.x.x,
AppM: 11.x.x.X,
SRED: 7.x.x.X,

OP: 1.x.x, VAULT:

8.x.x, AppM:
12.x.x, VFSRED:
9.X.X

4-10239

5.x

Verifone Payment Gateway

VEPP NB
2.6.0.x.x

19-08.00154.132

ECR
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2019/05/29

PROP using
POS 03001
12.04

EPAS Retail
v2.0

PNC-2019-
040




* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

2 - Point of Encryption POI

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application Information

Product Information

Protocol information

Case ID

Page: 14 (97)

H405-07-x0x40-00- |\, o
BO, H405-07-00-xx0- |, 208 T2
00-BO (M400), H405-| PPV 11X,
VeriF 07-30-xx0-00-B0 \7/FSRED-VFOP' VEPP NB PROP using | £0q Retail | | PNC-2019
Verifone Inc. Ie” one  Im400 (M400 WiFi/BT), XXXXX VEOPR: | 4.10231 5. Verifone Payment Gateway 19-08.00154.132 ECR 2019/05/29 |POS 03001 etai Sas
nc 1.xX, VAULT: 2.6.0.xX v2.0 039
H405-07-00-00-00- |37 T 12.04
B1 (M400), H405-07-| 7% PR
30-x¢0-00-B1 (M400 | g™ :
WIFi/BT) X
H425-07-03xxxxx- | LAULTE 7%
AppM: 11.x.X, ECR
VeriF 80’3?4\3‘%%7_03_“)(_ VFSRED: 7.x, VEPP NB PRPuUSINg ~ |epps Retail PNC-2019
Verifone Inc. Ie” one  lva00c xx-B1 (V400c), VFOP: 1.x.x, 4-30306 |5 Verifone Payment Gateway 19-08.00154.135 2019/12/11 |POS 03001 etai =015
nc H425-07-33-xxx-Xx- 3.XXXX v2.0 144
VAULT: 8.x.x, 12.04
B0, H425-07-33-0c( oo
xx-B1 (V400c Plus) | (PREC 2% Stand-Alone
H435-07-02-xxx-x0-
BO, H435-07-32-xxx-
x0-B0, H435-07-02-
XX0-X0-A0, H435-07-
02-xx0-x0-A1
(P400),
H435-07-32-xX0-X0-
AO, H435-07-32-xx0-
X0-A1 (P400 Plus),
H435-07-02-xxx-x0- [Vault: 7.x.x.x,
BO (P400), ApPM: 11.X.X.X,
. H435-07-32-xxx-x0- [SRED: 7.X.X.X, PRP using .
Verifone Inc. ::]ec"':""e Eﬁjc;wmoo BO (P400 Plus), OP: 1.x.x, 4-10239 5 Verifone Payment Gateway gfzz )'(“B 19-08.00154.135 ECR 2019/12/11 |POS 03001 Epﬁtlszﬁe‘a" PN(i'ffw'
H435-07-02-xx0-x0- |VAULT: 8.x.X, KX 12.04 :
AO (P400), ApPM: 12.%.X,
H435-07-32-xx0-x0- |VFSRED: 9.x.x
AO (P400 Plus),
H435-07-02-xxx-x0-
A2 (P400),
H435-07-02-xxx-x0-
B1 (P400),
H435-07-32-xxx-x0-
A2 (P400 Plus),
H435-07-32-xxx-x0-
B1 (P400 Plus)




* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

2 - Point of Encryption POI

4 — SAM-card

5 - Decryption HOST

Debit/Credit Application Information

Product Information

Protocol information

Case ID
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HA05-07-x0-xx0-00-

BO, HA05-07-00-xx0-

00-B0 (M400),

H405-07-30-x0-00-

BO (M400 WIFV/BT), [Vault: 7.x.x,

H405-07-00-xx0-00- |AppM: 11.x.,

B1 (M400), VFSRED: PR using
Verifone Inc. veriFone | vaoo E'ﬁfj%és&’v'fé?ég?' \7/';5‘;"1"_’)(.)(’ 410231 |5 Verifone Payment Gateway [y~ "° 19-08.00154.135 ECR 2019/12/11 :’23403001 EPAS Retall [[| PNC201S-

H405-07-00-xx0-00- [VAULT: 8.x., :

B2 (No WiFi, No  |AppM: 12.xx,

Bluetooth) VFSRED: 9.x.x

H405-07-30-xx0-00-

B2 (WiFi, Bluetooth)

H405-07-10-xx0-00-

B2 (Bluetooth)

VAULT: 6.x.x
H475-07-38-xxx-x1- |AppM.: 10.x.X, ECR
BO (V400m Plus VAULT: 7.x.X,
y 3G), H475-07-70-xxx{ AppM: 11.x.X, PRP using .

Verifone Inc. veriFone  |vaoom x1-BO (V400m Plus |VFSRED: 7.xx, |4-30260  |5.x Verifone Payment Gateway [y~ "° 19-08.00154.135 20to12111 [POs 03001 [SPASRetal || PNC2018-

4G), HA75-07-F0-  |VFOP: 1.xx, XXX, 12,04 :

xxx-x1-BO (V400m  [VAULT: 8.x.x, Stand-Alone

Plus 4G WW) AppM: 12.x.X,

VFSRED: 9.x.x

FI445-07-30-0xx-00-

BO (BT/WiFi),

H445-07-30-0xx-XX-

BO (BT/WIFi),

H445-07-30-0xx-XX-

B1 (BT/Single Band

WiFi/512MB/MFi

3.0,

H445-07-34-0xx-00-

BO (2G/BTMIFi),  |VAULT: 6.x,

H445-07-34-0xx-xx- |AppM: 10.X.X,

BO (2G/BT/WiFi),  |VFSRED: 7.xx,

. H445-07-38-0xx-00- |VFOP: 1.x.x, PRP using .

Verifone Inc. VeriFone |25 BO (3G/BTAWIFi),  |VAULT: 7xx,  |4-30276 |5 Verifone Payment Gateway [y~ "° 19-08.00154.135 ECR 20ta12n11 [Pos 03001 [ BPAS Retal | | PNC-2018-

H445-07-38-0xx-xx- |AppM: 11.x.X, R 12.04 .

BO (3G/BTMIFi),  |VAULT: 8xx,

H445-07-38-0xx-xx- |AppM: 12.X.X,

B1 (BT/Single Band |VFSRED: 9.x.x

WIFi/3G/512MB/MFi

3.0/Dual SIM),

H445-07-90-0xx-XX-

B1 (BT/512MB/MFi

3.0/Dual Band WiFi),

H445-07-98-0xx-XX-

B1

(BT/3G/512MBIMFi

3.0/Dual SIM/Dual




* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

Verifone Inc.

VeriFone
Inc

Carbon
Mobile 5

H275-07-70-ONx-x0-
B0, H275-07-70-ONx|
x4-BO (CM5), H275-
07-30-ONx-x0-B0,
H275-07-30-ONx-x4-
BO (CM5W), H275-
07-70-O0Nx-x1-B0,
H275-07-70-ONx-x5-
BO (CM5P), H275-07/
30-ONx-x1-B0, H275-
07-30-ONx-x5-B0
(CM5PW)

2 - Point of Encryption POI

Android: 1.x.x,
SRED: 9.x.X.XXX,
Vault: 8.x.x, App
manager: 12.x.x,
Android: 1.1.x,

4-30352

5.x

4 — SAM-card

5 - Decryption HOST

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.1.x

Debit/Credit Application Information

19-11.00154.133

Product Information

Stand Alone

2020/03/12

N/A

Protocol information

N/A

Case ID

PNC-2020-
040

Verifone Inc.

VeriFone
Inc

M440

H379-07-30-xxx-xx-
BO

Android: 1.x.x;
VAULT: 8.x.x;
SRED. 9.X.X.XXX;
AppManager.:12.x
.x; Open Protocol:
1.x.x; Android:
1.2.X; VAULT:
9.x.x, SRED:
11.X.X.XXX;
AppManager:
13.x.x; Open
Protocol:2.x.x;
Android: 2.0.x;
VAULT: 10.x.x,
AppManager:14.x.
X5

4-10254

5.x

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.1.x

19-08.00154.133

ECR

2020/06/03

N/A

N/A

PNC-2020-
052

Verifone Inc.

VeriFone
Inc

Carbon
Mobile 5

H275-07-70-ONx-x0-
B0, H275-07-70-ONx|
x4-BO (CM5), H275-
07-30-ONx-x0-B0,
H275-07-30-ONx-x4-
BO (CM5W), H275-
07-70-O0Nx-x1-B0,
H275-07-70-ONx-x5-
BO (CM5P), H275-07/
30-ONx-x1-B0, H275-
07-30-ONx-x5-B0
(CM5PW)

Android: 1.x.x,
SRED: 9.x.X.XxX,
Vault: 8.x.x, App
manager: 12.x.x,
Android: 1.1.x,

4-30352

5.x

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.4.x

19-11.00154.133.aaa

Stand Alone

2021/06/24

N/A

N/A

PNC-2021-
042

Verifone Inc.

VeriFone
Inc

M424

H380-07-30-xxx-xx-
BO

Android: 2.0.x,
SRED: 11.X.X.XXX,
Vault: 10.x.x, App
manager: 14.x.X,
Open Protocol:
2.X.X,

4-10258

Verifone Payment Gateway

Page: 16 (97)

Verifone Secure
Data Interface
(VFISDI) 1.4.x

19-11.00154.133.aaa

ECR

2021/06/24

N/A

N/A

PNC-2021-
043




E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information Protocol information Case ID

H435-07-02-xx0-x0-
A0 (P400), H435-07-
32-xx0-x0-A0 (P400
Plus), H435-07-02-
xx0-x0-A1 (P400),
H435-07-32-xx0-x0-
A1 (P400 Plus),
H435-07-02-XX0-X0-
A0 (P400), H435-07-
32-XX0-X0-A0 (P400 83X, 9XX
Plus), H435-07-02- VFSI’?ED 5xx
XX0-X0-AT (P400), |\ e S8=0 >% Verfone's
) H435-07-32-XX0-X0- P erifone Secure
Verifone Inc. VeriFone | PA00P400 | a1 (P40 Plus), [ 2ut &% 410191 |ax Verifone Payment Gateway | Data Interface |19-11.00154.133.aaa  |ECR 2021/06/24 |N/A N/A PNC-2021-
nc Plus AppM: 10.x.x 044
H435-07-02-xxx-x0- Vault: 7.x.x (VFISDI) 1.4.x
BO (P400), H435-07- AppM' 1-1‘x X
32-xxx-x0-BO (P400 VFSR-ED'-7‘x X
Plus), H435-07-32- |\, =~ 0%
Vault: 8.x.x
xxx-x0-BO (P400 AppM: 12.x.x
Plus), H435-07-02- VFSR‘ED"Q‘X X
xxx-x0-A2 (P400), T
H435-07-02-xxx-x0-
B1 (P400), H435-07-
32-xxx-x0-A2 (P400
Plus), H4365-07-32-
xxx-x0-B1 (P400
Plus)

Vault: 2.x.x, 3.x.x,
XX
AppM: 7.x.X,

Android: 1A.X.X,
SP Driver: T650p-
A-S-1AxX, SP
Core: T650p-A-S-
1A.x.X, Android:
X 2.0C.x, SP. Core: Verifone Secure
Verifone Inc. veriFone | rggop  |H961-07-aa-ONxo0aq TES0-AP-2Axx, 1y 55400 |5 Verifone Payment Gateway | Data Interface [19-11.00154.133.20a |ECR/Stand Alone | 2021106124 |NIA N/A PNC-2021-
Inc A1(a=0-9;AtoF) |T650-A-P-3A.x.X, (VFISDI) 1.4.x 045
SP Driver: T650P- -
A-S-1A.x.x,

SP Core DLL:
T650-A-D-1A.x.X,
SRED 1.0.0.xxx,
SRED 1.X.X.XXX
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

Verifone Inc.

VeriFone
Inc

M440

H379-07-30-xxx-xx-
BO

2 - Point of Encryption POI

Android: 1.x.x;
VAULT: 8.x.x;
SRED. 9.X.X.XXX;
AppManager.:12.x
.X; Open Protocol:
1.x.x; Android:

1.2.X; VAULT:
9.x.x, SRED:
11.X.X.XXX;
AppManager:
13.x.x; Open
Protocol:2.x.x;
Android: 2.0.x;
VAULT: 10.x.x,
AppManager:14.x.
X5

4-10254

5.x

4 — SAM-card

5 - Decryption HOST

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.4.x

Debit/Credit Application Information

19-11.00154.133.aaa

Product Information

ECR

2021/06/24

N/A

Protocol information

N/A

Case ID

PNC-2021-
046

Verifone Inc.

VeriFone
Inc

P400/P400
Plus

H435-07-02-xx0-x0-
B0, H435-07-32-xx0-
x0-B0, H435-07-02-
xx0-x0-A0, H435-07-
02-xx0-x0-A1
(P400), H435-07-32-
xx0-x0-A0, H435-07-
32-xx0-x0-A1 (P400
Plus), H435-07-02-
xxx-x0-BO (P400),
H435-07-32-xxx-x0-
BO (P400 Plus),
H435-07-02-xx0-x0-
A0 (P400), H435-07-
32-xx0-x0-A0 (P400
Plus) H435-07-02-
xxx-x0-A2 (P400)
H435-07-02-xxx-x0-
B1(P400) H435-07-
32-xxx-x0-A2 (P400
Plus) H435-07-32-
xxx-x0-B1 (P400
Plus) H435-17-02-
xxx-x0-B1 (P400
DMSR)

Vault: 7.x.x.x,
AppM: 11.X.X.X,
SRED: 7.X.x.X,
OP: 1.x.x,
VAULT: 8.x.X,
AppM: 12.x.X,
VFSRED: 9.x.x
Vault: 10.x.x,
AppM: 14.x.X,
SRED: 11.x.X,
OP: 2.x.x

4-10239

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.4.x

19-11.00154.133.aaa

ECR

2021/06/24

N/A

N/A

PNC-2021-
047
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

VeriFone

H560-07-aa-0Nx-Xxx-|

2 - Point of Encryption POI

Android: 1A.x.X,

SP Driver: T650c-
A-S-1Axx, SP
Core: T650c-A-P-
1A.x.X, Android:
2.0C.x, SP Core:

T650-A-P-2A.x.X,

4 — SAM-card

5 - Decryption HOST

Verifone Secure

Debit/Credit Application Information

Product Information

Protocol information

Case ID

PNC-2021-

H275-07-70-ONx-X5-
BO (CM5P), H275-07:
30-ONx-x1-B0, H275-
07-30-ONx-x5-B0
(CM5PW)

manager: 12.x.x,
Android: 1.1.x,

(VFISDI) 1.5.x

Verifone Inc. Inc T650C A1 (a=0-0; A to F) T650-A-P-3AX.X. 4-30392 5.x Verifone Payment Gateway ?vaFt?SIBtlt)eqfaf)e( 19-11.00154.133.aaa ECR 2021/06/24 |N/A N/A 048
SP Driver: T650C- o
A-S-1A.x.X,
SP Core DLL:
T650-A-D-1A.x.X,
SRED 1.0.0.xxx,
SRED 1.x.X.xxx
H275-07-70-0Nx-x0-
B0, H275-07-70-0Nx-|
x4-B0 (CMS5), H275-
07-30-0Nx-x0-BO, .
H275-07-30-ONx-x4- /S\gcljirgld 9 1x))(():(xx Verifone Secure
) VeriFone Carbon BO (CM5W), H275- P ) PNC-2022-
Verifone Inc. Inc Mobile 5 07-70-ONx-x1-B0, Vault: 8.x.x, App |4-30352 5.x Verifone Payment Gateway Data Interface |19-11.00154.133.baa ECR 2022/01/24 |N/A N/A 001
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E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information Protocol information Case ID

H435-07-02-xx0-x0-
A0 (P400), H435-07-
32-xx0-x0-A0 (P400
Plus), H435-07-02-
xx0-x0-A1 (P400),
H435-07-32-xx0-x0-
A1 (P400 Plus),
H435-07-02-XX0-X0-
A0 (P400), H435-07-
32-XX0-X0-A0 (P400 83X, 9XX
Plus), H435-07-02- VFSI’?ED 5xx
XX0-X0-A1 (P400). |\/eop. gy )
) VeriFone  |P400/pagg | 1435-07-82-XX0-X0-\ . 5 ) Verifone Secure
Verifone Inc. Inc Plus A1 (P400 Plus), AppM: 10.x.x 4-10191 4.x Verifone Payment Gateway | Data Interface |19-11.00154.133.baa |ECR 2022/01/24  N/A N/A
H435-07-02-xxx-X0- Vault'-7 x-x‘ (VFISDI) 1.5.x
BO (P400), H435-07- AppM' 1-1.x X
32-xxx-x0-BO (P400 VFSR-ED'-7‘x X
Plus), H435-07-32- v
Vault: 8.x.x
xxx-x0-BO (P400 AppM: 12.x.x
Plus), H435-07-02- VFSR-ED'-QIX X
xxx-x0-A2 (P400), T
H435-07-02-xxx-x0-
B1 (P400), H435-07-
32-xxx-x0-A2 (P400
Plus), H4365-07-32-
xxx-x0-B1 (P400
Plus)

Vault: 2.x.x, 3.x.x,
XX
AppM: 7.x.X,

PNC-2022-
002

Android: 1A.X.X,
SP Driver: T650p-
A-S-1Axx, SP
Core: T650p-A-S-
1A.x.X, Android:
2.0C.x, SP Core:

. VeriFone H561-07-aa-0Nx-xxx-| T650-A-P-2A x.x,
Verifone Inc. Inc T650P A1(a=0-0; Ato F) |T650-A-P-3AxX,
SP Driver: T650P-
A-S-1A.x.X,

SP Core DLL:
T650-A-D-1A.x.X,
SRED 1.0.0.xxx,
SRED 1.x.X.xxx

Verifone Secure
4-30400 5.x Verifone Payment Gateway | Data Interface |19-11.00154.133.baa ECR/Stand Alone 2022/01/24 |N/A N/A
(VFISDI) 1.5.x

PNC-2022-
003

Android: 2.0.x,
SRED: 11.X.X.XXX,
Verifone Inc. VeriFone Ma24 H380-07-30-xxx-xx- |Vault: 10.x.x, App
Inc BO manager: 14.x.X,
Open Protocol:

2.X.X,

Verifone Secure
4-10258 5.x Verifone Payment Gateway | Data Interface |19-11.00154.133.baa ECR 2022/01/24 |N/A N/A
(VFISDI) 1.5.x

PNC-2022-
004
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

Verifone Inc.

VeriFone
Inc

P400/P400
Plus

H435-07-02-xx0-x0-
B0, H435-07-32-xx0-
x0-B0, H435-07-02-
xx0-x0-A0, H435-07-
02-xx0-x0-A1
(P400), H435-07-32-
xx0-x0-A0, H435-07-
32-xx0-x0-A1 (P400
Plus), H435-07-02-
xxx-x0-BO (P400),
H435-07-32-xxx-x0-
BO (P400 Plus),
H435-07-02-xx0-x0-
A0 (P400), H435-07-
32-xx0-x0-A0 (P400
Plus) H435-07-02-
xxx-x0-A2 (P400)
H435-07-02-xxx-x0-
B1(P400) H435-07-
32-xxx-x0-A2 (P400
Plus) H435-07-32-
xxx-x0-B1 (P400
Plus) H435-17-02-
xxx-x0-B1 (P400
DMSR)

2 - Point of Encryption POI

Vault: 7.x.x.x,
AppM: 11.X.X.X,
SRED: 7.X.x.X,
OP: 1.x.x,
VAULT: 8.x.X,
AppM: 12.x.X,
VFSRED: 9.x.x
Vault: 10.x.x,
AppM: 14.x.X,
SRED: 11.x.X,
OP: 2.x.x

4-10239

4 — SAM-card

5 - Decryption HOST

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.5.x

Debit/Credit Application Information

19-11.00154.133.baa

Product Information

ECR

2022/01/24

N/A

Protocol information

N/A

Case ID

PNC-2022-
005

Verifone Inc.

VeriFone
Inc

M440

H379-07-30-xxx-xx-
BO

Android: 1.x.x;
VAULT: 8.x.x;
SRED. 9.X.X.XXX;
AppManager.:12.x
.x; Open Protocol:
1.x.x; Android:
1.2.X; VAULT:
9.x.x, SRED:
11.X.X.XXX;
AppManager:
13.x.x; Open
Protocol:2.x.x;
Android: 2.0.x;
VAULT: 10.x.x,
AppManager:14.x.
X5

4-10254

5.x

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.5.x

19-11.00154.133.baa

ECR

2022/01/24

N/A

N/A

PNC-2022-
006

Page: 21(97)



* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POl vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

Verifone Inc.

VeriFone
Inc

T650C

H560-07-aa-0Nx-Xxx-|
A1 (a=0-9; Ato F)

2 - Point of Encryption POI

Android: 1A.x.X,
SP Driver: T650c-
A-S-1Axx, SP
Core: T650c-A-P-
1A.x.X, Android:
2.0C.x, SP Core:
T650-A-P-2A.x.X,
T650-A-P-3A.x.X,
SP Driver: T650C-
A-S-1A.x.X,

SP Core DLL:
T650-A-D-1A.x.X,
SRED 1.0.0.xxx,
SRED 1.x.X.xxx

4-30392

5.x

4 — SAM-card

5 - Decryption HOST

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.5.x

Debit/Credit Application Information

19-11.00154.133.baa

Product Information

ECR

2022/01/24

N/A

Protocol information

N/A

Case ID

PNC-2022-
007

Verifone Inc.

VeriFone
Inc

P630

H565-9907-XXXX-XXX-|
xxx-A1

Android: 3.00D.xx
Vault:
SPBL_01.01.xx.xx
, Vault:
SPFW_01.01.xx.x
X, Vault:
APFW_01.01.xx.x
X

4-80062

6.x

Verifone Payment Gateway

Verifone Secure
Data Interface
(VFISDI) 1.5.x

19-11.00154.133.caa

ECR

2022/04/27

N/A

N/A

PNC-2022-
014

West Pay AB

XAC
Automation

xCL_AP-10

A18xxGxU3FAx84
A18xxGxU3FAx94

SP:3650100x,
AP:xx06-0000000-]
500-171220_rx

4-40234

Westpay AB

2.0.%*

19-08.01231.001

ECR

2019/02/01

SPDH 3.1

EPAS 1.0,
OPI6.1

PNC-2019-
012

West Pay AB

XAC
Automation

xCL_AT-100

A18xxGxU1FBx84
A18xxGxU1FBx94

SP:3651100x,
AP:xx09-5520000-|
500-171214_rx

4-40231

5.x

Westpay AB

205"

19-08.01231.001

ECR/
Stand-alone

2019/02/01

SPDH 3.1

EPAS 1.0,
OPI6.1

PNC-2019-
013
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer [Terminal Hardware version: Softw.are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference . E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Bambora Device AB Ingenico iCT250 iCT2xx-11Txxxxx [820365V02.xx |4-20196 3.x Bambora Device AB 200xx (SP900) |15-08.00794.004 ECR 2016/07/04 |SPDH 3.1 Host2T 2.2 PN02-12:§)16-
Bambora Device AB Ingenico  |iCT250 ICT2xx-11Txxxxx  |820365V02.xx 420196 [3.x Bambora Device AB 200xx (SP900) | 15-08.00794.004 Stand-alone 2016/07/04 |SPDH3.1  |N/A PNC2'123016'
Host2T 1.x
Host2T 2.x PNC-2017-
Bambora Device AB Ingenico  |iCT250 ICT2xx-11Txxxxx  |820365V02.xx 420196 [3.x Bambora Device AB 201vxx (SP900) |16-08.00794.005 ECR 2017/06/14 [SPDH3.1  [Sofie 8.07 =
Sharp EFT
1.0
Bambora Device AB Ingenico  |iPP350 iPP3xx-11Txxxxx  |820365V02.xx 420184  [3x Bambora Device AB 200xx (SP900)  |15-08.00794.004 ECR 2016/07/04 |SPDH3.1  |Host2T 2.2 PNCQ'ffm'
Host2T 1.x
Host2T 2.x PNC-2017-
Bambora Device AB Ingenico  |iPP350 iPP3xx-11Txxxxx  |820365V02.xx 420184  [3x Bambora Device AB 201vxx (SP900) |16-08.00794.005 ECR 2017/06/14 |SPDH 3.1 |Sofie 8.07 s
Sharp EFT
1.0
Bambora Device AB Ingenico iPP350 iPP3xx-11Txxxxx [820365V02.xx |4-20184 3.x Bambora Device AB 201vxx (SP900) | 16-08.00794.005 Stand-alone 2017/06/14 |SPDH 3.1 N/A PN%jgﬂ'
Bambora Device AB Ingenico  |iWL250 IWL2xx-01Txxxxx  |820365V02.xx  |4-20181 3x Bambora Device AB 200xx (SP900)  |15-08.00794.004 ECR 2016/07/04 |SPDH3.1  |Host2T 2.2 PNCZ'fgm'
Bambora Device AB Ingenico  |iWL250 IWL2xx-01Txxxxx  |820365V02.xx  |4-20181 3x Bambora Device AB 200xx (SP900) |15-08.00794.004 Stand-alone 2016/07/04 |SPDH3.1  |N/A PNCZ'fgm'
Host2T 1.x
Host2T 2.x PNC-2017-
Bambora Device AB Ingenico iWwL250 iWL2xx-01Txxxxx [820365V02.xx |4-20181 3.x Bambora Device AB 201vxx (SP900) | 16-08.00794.005 ECR 2017/06/14 |SPDH 3.1 Sofie 8.07 090
Sharp EFT
1.0 _
Bambora Device AB Ingenico  |IWL250  |iWL2xx-01Txxxxx |820365V02xx |4-20181 |3 Bambora Device AB 201vxx (SP900) | 16-08.00794.005 Stand-alone 2017/06/14 |SPDH3.1  |N/A NGOl
Bambora Device AB Ingenico iwL280 iWL2xx-11Txxxxx [820365V02.xx |4-20179 3.x Bambora Device AB 200xx (SP900) |15-08.00794.004 ECR 2016/07/04 |SPDH 3.1 Host2T 2.2 PNC;'12316'
Bambora Device AB Ingenico iwL280 iWL2xx-11Txxxxx [820365V02.xx |4-20179 3.x Bambora Device AB 200xx (SP900) |15-08.00794.004 Stand-alone 2016/07/04 |SPDH 3.1 N/A PNC;'12316'
X‘;d“"symem Sweden | enico  [iwL220 IWL2xx-01Txxxxx |820365 V02.xx |4-20181 3x ABSCIDO ffgg E(’Iz 16-08.01062.001 ECR 2016/12/22 fEDH s %(';BPS PN%gf”'
X‘;"“"Symem Sweden || enico  [iWL220 IWL2xx-01Txxxxx  |820365 V02.xx |4-20181 3x ABSCIDO ffggi’:z 16-08.01062.001 Stand-alone 2016/12/22 fEDH s %(';BPS PN%gf”'
X‘;"“"Symem Sweden || enico  [iWL250 IWL2xx-01Txxxxx  |820365 V02.xx |4-20181 3x ABSCIDO ffg E(’Iz 16-08.01062.001.aaa  |ECR 2017/06/23 fEDH s %(';BPS PN%?:”‘
X‘;"“"Symem Sweden || enico  [iWL250 IWL2xx-01Txxxxx  |820365 V02.xx |4-20181 3x ABSCIDO ffg E(’Iz 16-08.01062.001.aaa | Stand-alone 2017/06/23 fEDH s %(';BPS PN%?:”‘
X‘;"“"Symem Sweden || enico  |iWL25x IWL2xx-01Txxxx  |820365 V02.xx |4-20181 3x ABSCIDO ffggi’:z 16-08.01062.001.baa  |ECR 2018/09/27 fEDH s %(';BPS PNifgm'
Moduk-System Sweden {0 i [iwLasx IWL2xx-01Txxxx  |820365 V02.xx |4-20181 3x ABSCIDO S 16-08.01062.001.baa | Stand-alone 2018/09/27 |SPPHTME |GKIBPS AN
AB v1.28.xx 1.0 1.06 148
) ECR 2019-
Modul-System Sweden |0 jeq  iwL25x IWL2xx-01Txxxx  |820365 VO2.xx |4-20181 3x ABSCIDO SIS 16-08.01062.001.caa 2019/03/13 |SPPH TME |GKI_BPS FNCATiEE
AB V1.29.xx 1.0 1.06 019
Stand-alone
) ECR 2019-
Modul-System Sweden |0 jeq  iwL25x IWL2xx-01Txxxx  |820365 VO2.xx |4-20181 3x ABSCIDO SIESTIDZ 16-08.01062.001.daa 2019/08/19 |SPPH TME |GKI_BPS FNCATiE
AB V1.30.xx ey — 1.0 1.06 064
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E2EE Validation Status - 20221208

* INFO BOX

Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference E2EE Validation - Terminal to PNC Case ID
name: model: Security Application: y product o date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:

) ECR 2021-
Moduk-System Sweden {0 i [iwLasx IWL2xx-01Txxxx  |820365 V02.xx |4-20181 3x ABSCIDO S 20-06.01062.003 2021/02/24 |S7PHTME |GKLBPS IFNC=2R]
AB v1.31.xx 1.3 1.51 013

Stand-alone
Nets Denmark A/S Ingenico iCT 2xx iCT2xx-11Txxxxx 820365 V02.19 [4-20196 3.x Nets Branch Norway v3.0.x 18-11.01222.001 Stand-alone 2019/05/27 52? vl N/A PN%—425019-
Nets Denmark A/S Ingenico iWL 2xx IWL2xx-01Txxxxx [820365 V02.19 |4-20181 3.x Nets Branch Norway v3.0.x 18-11.01222.001 Stand-alone 2019/05/27 52? vl N/A PN%—426019-
Nets Denmark A/S Ingenico ICMP iCMxxx-11Txxxxx |820365 V02.19 [4-20235 3.x Nets Branch Norway 6.1.x 18-11.01222.002 ECR 2019/09/30 52? vl BAXI 1.5 PN%§f19-
ECR BAXI 1.5 X L
Nets Denmark A/S Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.19 [4-20196 3.x Nets Branch Norway 6.1.x 18-11.01222.002 2019/09/30 HIS iy (AN
8.21 095
Stand-alone N/A
Nets Denmark A/S Ingenico IPP3xx IPP3xx-11Txxxxx 820365 V02.19 [4-20184 3.x Nets Branch Norway 6.1.x 18-11.01222.002 ECR 2019/09/30} 52? vl BAXI 1.5 PN%§g19-
Nets Denmark A/S Ingenico ISMP iMP3xx-01Txxxxx 820365 V02.19 |4-20183 3.x Nets Branch Norway 6.1.x 18-11.01222.002 ECR 2019/09/30} 52? et BAXI 1.5 PN%§$19'
ECR BAXI 1.5 X L
Nets Denmark A/S Ingenico IWL250 IWL2xx-01Txxxxx |820365 V02.19 [4-20181 3.x Nets Branch Norway 6.1.x 18-11.01222.002 2019/09/30 =t ey FNCATE
8.21 098
Stand-alone N/A
Nets Denmark A/S Ingenico ICMP iCMxxx-11Txxxxx (820365 V02.19 |4-20235 3.x Nets Branch Norway 6.2.x 18-11.01222.002.aaa ECR 2019/12/02 52? et BAXI 1.5 PNC1-32:§)19-
ECR BAXI 1.5 X L
Nets Denmark A/S Ingenico iCT250 iCT2xx-11Txxxxx 820365 V02.19 |4-20196 3.x Nets Branch Norway 6.2.x 18-11.01222.002.aaa 2019/12/02 =t ey FNCATiES
8.21 134
Stand-alone N/A
Nets Denmark A/S Ingenico IPP3xx IPP3xx-11Txxxxx 820365 V02.19 [4-20184 3.x Nets Branch Norway 6.2.x 18-11.01222.002.aaa ECR 2019/12/02] 52? vl BAXI 1.5 PNC,]'325019'
Nets Denmark A/S Ingenico ISMP iMP3xx-01Txxxxx |820365 V02.19 [4-20183 3.x Nets Branch Norway 6.2.x 18-11.01222.002.aaa |ECR 2019/12/02 22? Qay BAXI 1.5 PNC1_32(?19_
ECR BAXI 1.5
Nets Denmark A/S Ingenico IWL250 IWL2xx-01Txxxxx [820365 V02.19 |4-20181 3.x Nets Branch Norway 6.2.x 18-11.01222.002.aaa 2019/12/02 52? vl PNC‘]'32701 e
Stand-alone ’ N/A
ECR BAXI 1.5 X L
Nets Denmark A/S Ingenico iCT250 iCT2xx-11Txxxxx 820365 V02.19 |4-20196 3.x Nets Branch Norway 6.4.x 18-11.01222.002.baa 2020/03/12 =t ey FNCATAY
8.21 021
Stand-alone N/A
Nets Denmark A/S Ingenico ICMP iCMxxx-11Txxxxx 820365 V02.19 |4-20235 3.x Nets Branch Norway 6.4.x 18-11.01222.002.baa ECR 2020/03/12 52? et BAXI 1.5 PN%'222020'
Nets Denmark A/S Ingenico IPP3xx IPP3xx-11Txxxxx [820365 V02.19 |4-20184 3.x Nets Branch Norway 6.4.x 18-11.01222.002.baa |ECR 2020/03/12 52? vl BAXI 1.5 PN%-223020-
Nets Denmark A/S Ingenico ISMP iMP3xx-01Txxxxx 820365 V02.19 |4-20183 3.x Nets Branch Norway 6.4.x 18-11.01222.002.baa ECR 2020/03/12] 52? vl BAXI 1.5 PN%—224020-
ECR BAXI 1.5 X L
Nets Denmark A/S Ingenico IWL250 IWL2xx-01Txxxxx [820365 V02.19 |4-20181 3.x Nets Branch Norway 6.4.x 18-11.01222.002.baa 2020/03/12 HIS iy (AN
Stand-alone g2l N/A =
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 9 i Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw_are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference . E2EE Validation host Terminal to PNC Case ID
name: model: Security Application: 5 product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Nets Denmark A/S Ingenico iCT 2xx iCT2xx-11Txxxxx 820365 V02.19 |4-20196 3.x Nets Branch Norway v3.1.0 18-11.01222.001.aaa | Stand-alone 2020/01/29 52? 4paxi0 N/A PN%'122020'
Nets Denmark A/S Ingenico  [IWL2xx  |IWL2xx-01Txxxxx |820365V02.19 [4-20181 |3 Nets Branch Norway v3.1.0 18-11.01222.001.2aa |Stand-alone 202000129 [B55APE40 fiy/n PNC-2020-
Nets Denmark A/S Ingenico  [iCT2xx  [iCT2xx-11Txxxx 820365 V0219 420196 |3 Nets Branch Norway v35.0,0nePA [18-11.01222.001 daa |Stand-alone 202006111 (255 AP240 |y PNC-2020-
Nets Denmark A/S Ingenico  [IWL2xx  |IWL2xx-01Txxxxx |820365V02.19 [4-20181 |3 Nets Branch Norway v35.0,0nePA [18-11.01222.001.daa |Stand-alone 2020106111 [B55APE40 fiy/n PNC-2020-
Nets Denmark A/S Ingenico  [iCT250  [iCT2xx-11Txoocx 820365 V0219 420196 |3 Nets Branch Norway 6.5x (Viking)  [18-11.01222.002.caa |ECR 2020/06/04 [55S APaX40 IBAXI 1.5 g C;20208
Stand-alone 8.21 N/A 055
Nets Denmark A/S Ingenico  [ICMP ICMxox-11Tsooox 820365 V0219 420235 |3 Nets Branch Norway 6.5 (Viking)  [18-11.01222.002.caa  [ECR 2020106104 [B53 40240 |pax 1.5 PNC-2020-
Nets Denmark A/S Ingenico  |IPP3xx  |IPP3xx-11Txx 820365 V02,19 [4-20184 |3 Nets Branch Norway 6.5x (Viking)  [18-11.01222.002.caa  |ECR 2020106104355 AP0 |gaxi 1.5 PNC-2020-
Nets Denmark A/S Ingenico  |ISMP IMP3xx-01Txox 820365 V0219 420183 |3 Nets Branch Norway 6.5 (Viking)  [18-11.01222.002.caa  [ECR 2020106104355 AP0 |gaxi 1.5 PNC-2020-
Nets Denmark A/S Ingenico  [IWL250  [IWL2xx-01Txoocx 820365 V0219 420181 |3 Nets Branch Norway 6.5x (Viking)  |18-11.01222.002.caa  [ECR 2020/06/04 |55 APaX40 IBAXI 1.5 g Cz20208
Stand-alone 8.21 N/A 059
Nets Denmark A/S Ingenico  [ICMP ICMxx-11Tsooox 820365 V0219 420235 |3 Nets Branch Norway 8.0.x (Viking)  [20-08.01222.013 ECR 202103101 [B53 40240 |gaxi 1.5 PNG-2020-
Nets Denmark A/S Ingenico  [iCT250  [iCT2xx-11Txoocx 820365 V0219 420196 |3 Nets Branch Norway 8.0.x (Viking)  |20-08.01222.013 EGR 2021/03/01 |BBS APaxd0 |BAXI 1.5 20208
Stand-alone 8.21 N/A 141
Nets Denmark A/S Ingenico IPP3xx IPP3xx-11Txxxxx 820365 V02.19 [4-20184 3.x Nets Branch Norway 8.0.x (Viking) 20-08.01222.013 ECR 2021/03/01 52? vl BAXI 1.5 PNC1f2020-
Nets Denmark A/S Ingenico  |ISMP iMP3xx-01Txoox (820365 V0219 [4-20183 (3 Nets Branch Norway 8.0 (Viking)  [20-08.01222.013 ECR 202110301355 AP0 |gaxi 1.5 PNC-2020-
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference " E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
BB X =
Nets Denmark A/S Ingenico  |IWL250 IWL2xx-01Txxxxx |820365V02.19 [4-20181 |3 Nets Branch Norway 8.0.x (Viking) ~ |20-08.01222.013 ECR 2021/03/01 |BES Apax40 |BAXI 1.5 RilCs2020
Stand-alone 8.21 N/A 144
Nets Denmark A/S Ingenico iCT 2xx iCT2xx-11Txxxxx 820365 V02.19 [4-20196 3.x Nets Branch Norway v3.4.0 18-11.01222.001.caa  |Stand-alone 2020/03/27 52? vl N/A PN%ﬁOZO'
Nets Denmark A/S Ingenico iWL 2xx IWL2xx-01Txxxxx [820365 V02.19 |4-20181 3.x Nets Branch Norway v3.4.0 18-11.01222.001.caa  |Stand-alone 2020/03/27 52? vl N/A PN%—422020-
Nefis PETELL Ingenico  |iSMP iMP3xx-01Txxxxx |820365V02.19 [4-20183  [3x Nets Branch Norway 51.x(Viking)  |15-08.00424.007.iaa  |ECR 2018/02/05 |EBS APaX40 |5 i 15 AN
Finnish Branch 8.21 037
ECR BBS Apaxd0 15-i 1.5
8.21 ) o b
el DEMTE A, Ingenico  |IWL250 IWL2xx-01Txxxxx  |820365V02.19  |4-20181 3 Nets Branch Norway 5.1 (Viking)  |15-08.00424.007.iaa 2018/02/05 BlNC,2008
Finnish Branch BBS Apax40 039
Stand-alone 8.21 N/A
Manufacturer
name: Nets
Denmark A/S
Nets|DenmarkiMerchants| e rico SN lippaso) 1PP3xx-11Twooocx  [020305V02XX, 1y 5184 |3 Hardware Nets Denmark A/S IR 13-08.00284.006.aaa  |ECR 2013/11/01 [OTRS 1.0  [TAPA 2.1 BlNC,2005
Solutions A/S 820365V02.xx . 066
version: M10 1.0.0 (T2/CDP) (Nets DK Merchant
Software version o Solutions T2/CDP)
for Security
Application:
8.00.06
Nets Denmark A/S Ingenico ISMP iMP3xx-01Txxxxx |820365 V02.19 [4-20183 3.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa |ECR 2022/12/08 52? vl BAXI 1.5 55\100-2022-
Nets Denmark A/S Ingenico IPP3xx iPP3xx-11Txxxxx |820365V02.19 [4-20184 3.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa |ECR 2022/12/08 52? vl BAXI 1.5 55\110-2022-
Nets Denmark A/S Ingenico ICT250 ICT2xx-11Txxxxx 820365 V02.19 |4-20196 3.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa |ECR/Stand Alone | 2022/12/08 52? vl BAXI 1.5 55\120-2022-
Nets Denmark A/S Ingenico ICMP iCMxxx-11Txxxxx 820365 V02.19 |4-20235 3.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa ECR 2022/12/08 52? vl BAXI 1.5 52130'2022'
Nets Denmark A/S Ingenico IWL250 IWL 2xx-01 Txxxxx (820365 V02.19 |4-20181 3.x Nets Branch Norway 8.2.x (Viking) 20-08.01222.013.aaa |ECR/Stand Alone | 2022/12/08 52? Qay BAXI 1.5 5’2140-2022-
Nets Oy Ingenico ICT220 ICT2xx-01T0000¢ 820365V02.17 4-20106 2.x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa ECR 2015/09/16 :Ez‘f AP0 Npoyi1s PNC-2015-257
Nets Oy Ingenico ICT220 ICT2xx-01T0000¢ 820365V02.17 4-20106 2.x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa Stand-alone 2015/09/16 :Ez‘f Apaxd0 PNC-2015-257
Nets Oy Ingenico ICT220 ICT2xx-01T0000¢ 820365V02.17 4-20106 2.x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa ECR 2016/01/12 BB? AP0 Npoyi1s PNC-2016-002
Nets Oy Ingenico ICT220 ICT2xx-01T0000¢ 820365V02.17 4-20106 2.x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa Stand-alone 2016/01/12 :Ez‘f AP0 Nposi1s PNC-2016-002
Nets Oy Ingenico ICT220 1CT2xx-01Tx0000 820365 V02.04 4-20106 2.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 Stand-alone 2013/02/20 gg? Apax40 n/a
Nets Oy Ingenico ICT220 ICT2xx-01T0000¢ 820365 V/02.04 4-20106 2.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2013/02/20 BB? AP0 Baxi15
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POl 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
Terminal vendor Manufacturer Termir.|al Hardware version: Softw'are vers.ion.forl :(;L::al C::iz\:‘azl a:‘r’:\::ar:‘:s:::sion: HOST or HOSTs used for the ?::twma;;/\g:;;n PCI SSC's PA-DSS Reference . E2EE Vali:?ation Ter::l::l fo Terminal to PNC Case ID
name: odel Eecbeppicetiony Number(s): [Expiry dates  |Software version for Brocuct Application: i dhizp protocol R
see * above] |Security Application:
Nets Oy Ingenico ICT220 ICT2x¢-01Tx0000x 820365 V02.12 4-20106 2x Nets Norway AS 3.9 (Viking) :5&2:&0)0424'006'033 ECR 2013/10/10 g’gf Apax40  poi15 PNC-2013-058
Nets Oy Ingenico 1CT220 ICT2x¢:01Txoo0ex 820365V0212  (4-20106 2x Nets Norway AS 3.9 (Viking) 12.98.00424.006 can Stand-alone 201310110 [SESAP0 oy PNC-2013-058
Nets Oy Ingenico 1cT220 12501 000X 82036510216 |4-20106 2x Nets Norway AS 4.0 (Viking) 00424006 daa ECR 20131126 [255APT40 a1 5 PNC-2013-151
Nets Oy Ingenico 1cT220 ICT25:01 000X 82036510216 |4-20106 2x Nets Norway AS 4.0 (Viking) 00424006 daa Stand-alone 20131126 [255A0740 oy PNC-2013-151
Nets Oy Ingenico 1cT220 ICT25:01 000X 82036510216 |4-20106 2x Nets Norway AS 4.1 (Viking) 00424006 022 ECR 201405006 [255 4740 [5ayi15 PNC-2014-148
Nets Oy Ingenico 1cT220 12501 000X 82036510216 |4-20106 2x Nets Norway AS 4.1 (Viking) 00424006 022 Stand-alone 20140506 [255 40740 [y PNC-2014-148
Nets Oy Ingenico  |ICT220 ICT 250601000 82036510216 |4-20106 2x Nets Norway AS 4.2 (Viking) 12-08.00424.006 faa (Viking) | ECR 2014118 |359AP40 g5 PNC-2014-413
Nets Oy Ingenico 1cT220 12501 000X 8203650216 (4-20106 2x Nets Norway AS 4.2 (Viking) 12-08.00424.006 faa (Viking) | Stand-alone 2014118 |359AP40 oy PNC-2014-413
Nets Oy Ingenico 1cT220 ICT25:01 000X 820365V02.17  |4-20106 2x Nets Norway AS 4.3 (Viking) e i ECR 20150212 [255A040 oy PNC-2015-050
Nets Oy Ingenico 1cT220 ICT25:01 000X 82036510217 |4-20106 2x Nets Norway AS 4.3 (Viking) e i Stand-alone 20150212 [255A040 oy PNC-2015-050
Nets Oy Ingenico 1CT220 ICT 250601000 820365V0204  |4-20106 2x Nets Norway AS 32 12-08.00424.003 Stand-alone 2012005008 |3594P240 ova
Nets Oy Ingenico 1CT220 ICT 25601000 820365V0204  |4-20106 2x Nets Norway AS 32 12-08.00424.003 ECR 201205008 |3594P240 paxi1s
Nets Oy Ingenico 1CT220 ICT 25601000 820365V0204  |4-20106 2x Nets Norway AS 34 12-08.00424.005 ECR 20121114 |35SAPPA0 o
Nets Oy Ingenico ICT220 1CT2xx-01Tx0000 820365V02.04 4-20106 2.x Nets Norway AS 3.4 12-08.00424.005 Stand-alone 201211114 gg? Apax40 n/a
Nets Oy Ingenico ICT220 1CT2xx-01Tx000x 820365V02.12 4-20106 2x Nets Norway AS 3.7 (Viking) :5&2:60)0424'006'333 ECR 2013/06/03 g’gf Apax40  posi15
Lgsﬁgﬁ;‘%? Rlorchent Ingenico ICT220 ICT2xx-01Tx000xx 820365V02.12 4-20106 2x Nets Norway AS 3.7 (Viking) :5&2:60)0424'006'333 Stand-alone 2013/06/03 g’gf Apaxd0 |
Nets Oy Ingenico  |ICT220 ICT 250010000 820365V0217  |4-20106 2x Nets Norway AS 4.4.x (Viking) 15-08.00424.007 Stand-alone 20150624 |25 AP0 oy PNC-2015-187
Nets Oy Ingenico  |ICT220 ICT 250010000 820365V0217  |4-20106 2x Nets Norway AS 4.4.x (Viking) 15-08.00424.007 ECR 20150624 |S59AP240 g1
Nets Oy Ingenico  |ICT220 ICT 250010000 820365V0219  |4-20106 2x Nets Branch Norway 4.7.x (Viking) 15-08.00424.007.eaa ECR 20160707 |S59AP240 g1 PNC-2016-203
Nets Oy Ingenico  |ICT220 ICT 250010000 820365V0219  |4-20106 2x Nets Branch Norway 4.7.x (Viking) 15-08.00424.007.eaa Stand-alone 20160707 |S59APRA0 oy PNC-2016-203
Nets Oy Ingenico  |ICT220 ICT2x0¢01 o000 820365V0219  |4-20106 2x Nets Branch Norway 4.8 (Viking) 15-08.00424.007.faa ECR 20161024 |S59AP40 g5 PNC-2016-232
Nets Oy Ingenico  |ICT220 ICT 250010000 820365V0219  |4-20106 2x Nets Branch Norway 4.8 (Viking) 15-08.00424.007.faa Stand-alone 20160707 |S59APRA0 oy PNC-2016-232
Nets Oy Ingenico  |ICT220 ICT 250010000 820365V0219  |4-20106 2x Nets Branch Norway 4.9 (Viking) 15-08.00424.007.gaa ECR 20170126 |S59AP240 g1 PNC-2017-019
Nets Oy Ingenico  |ICT220 ICT 250010000 820365V0219  |4-20106 2x Nets Branch Norway 4.9 (Viking) 15-08.00424.007.gaa Stand-alone 20170126 |S59APRA0 oy PNC-2017-019
Nets Oy Ingenico |ICT220 ICT 250010000 820365V0219  |4-20106 2x Nets Branch Norway 5.0.x (Viking) 15-08.00424.007.haa ECR 201707104 |SESAPA0 g5 PNC-2017-099
Nets Oy Ingenico  |ICT220 ICT2x0 01000 820365V0219  |4-20106 2x Nets Branch Norway 5.0.x (Viking) 15-08.00424.007.haa ECR 201707104 |S5SAP40 g5 PNC-2017-099
Nets Oy Ingenico  |ICT250 ICT 250010000 82036510204 |4-20106 2x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 20130220 |S5SAP40 g 15
Nets Oy Ingenico ICT250 1CT2xx-01Tx0000 820365 V02.04 4-20106 2.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 Stand-alone 2013/02/20 gg? Apax40 n/a
Nets Oy Ingenico  |ICT250 ICT 250010000 820365V0212  |4-20106 2x Nets Norway AS 3.8 (Viking) 12.08.00424.006 baa ECR 20130820 [255 40240 a1 5
Nets Oy Ingenico ICT250 1CT2xx-01Tx0000 820365 V02.12 4-20106 2.x Nets Norway AS 3.8 (Viking) :5&2:&0)0424'0061’33 Stand-alone 2013/08/29 gg? Apax40 n/a
Nets Oy Ingenico ICT250 1CT2xx-01Tx000x 820365V02.12 4-20106 2x Nets Norway AS 3.7 (Viking) :5&2:60)0424'006'333 ECR 2013/06/03 g’gf Apax40 g 15
Nets Oy Ingenico ICT250 1CT2xx-01Tx000x 820365V02.12 4-20106 2x Nets Norway AS 3.7 (Viking) :5&2:60)0424'006'333 Stand-alone 2013/06/03 g’gf Apaxd0 |
Nets Oy Ingenico |ICT2xx T2x01 oo 820365V0204  |4-20106 2x Nets Norway AS 33 1208.00424.003 222 ECR 20120820 |S59AP240 gaxi 15
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POl 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.ion.for :(;L::al C::iz\:‘azl a:‘r’:\::ar:‘:s:::sion: HOST or HOSTs used for the ?::twma;;/\g:;;n PCI SSC's PA-DSS Reference . E2EE Validation Ter::l::l fo Terminal to PNC Case ID
name: odel Eecbeppicetiony Number(s): [Expiry dates  |Software version for Brocuct Application: i dhizp protocol R
see * above] |Security Application:
Nets Oy Ingenico ICT2xx T2xx-01Tx0000 820365V02.04 4-20106 2.x Nets Norway AS 3.3 12-08.00424.003.aaa Stand-alone 2012/08/29 gg? Apax40 BAXI 1.5
Nets Oy Ingenico ICT-2XX ICT2x0¢-01T0000¢ 820365 V013 4-20106 20 Nets Norway AS 3.0-35 ECR 2010/10/06  |SDI2.8 ;rg_\;:aymem
Nets Oy Ingenico ICT-2XX 1CT2x%-01Tx0000¢ 820365 vO1.xx 4-20106 2.0 Nets Norway AS 3.0-3.5 Stand-alone 2010/10/06 SDI 2.8 n/a
Nets Oy Ingenico 1PP350 IPP3x001 Troo0x 820365 V02.04 4-20142 2x Nets Norway AS 33 12-08.00424.003.a8a ECR 2012/08/29 |BBSAPACSA0 gy 5
Nets Oy Ingenico 1PP350 IPP3x001 Troo0x 820365V02.04 4-20142 2x Nets Norway AS 32 12-08.00424.003 ECR 20120508 |BBS AP0 gy 5
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa ECR 2015000116 [EBS AP0 psiq s PNC-2015-259
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa ECR 2016/01/12 BB? AP0 posi1s PNC-2016-004
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365 V02.04 4-20142 2x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 201302120 |BBS AP0 payiq5
Nets Oy Ingenico IPP350 IPP30x-01 000X 820365V0212  (4-20142 2x Nets Norway AS 3.8 (Viking) 12.98.00424.006 baa ECR 2013108129 [355 AP0 gai15
Nets Oy Ingenico IPP350 IPP3xx-01T30000¢ 820365 V02.12 4-20142 2x Nets Norway AS 3.9 (Viking) ’13;{0:(,‘0‘0424005@% ECR 2013/10/10 BB? Apaxd0 g 15 PNC-2013-059
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.16 4-20142 2x Nets Norway AS 4.0 (Viking) :5&2:60)0424'006'“3 ECR 2013/11/26 B_BS AP0 posis PNC-2013-152
Nets Oy Ingenico IPP350 1PP35001T30000K 820365 V02.16 4-20142 2x Nets Norway AS 4.1 (Viking) :5&2:60)0424'006'933 ECR 201405006 |BBS AP0 g5 PNC-2014-150
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.16 4-20142 2x Nets Norway AS 4.2 (Viking) 12-08.00424.006.faa (Viking) |[ECR 2014/11/18 BB? AP0 posi1s PNC-2014-415
Nets Oy Ingenico IPP350 1PP33001T30000¢ 820365 V02.17 4-20142 2x Nets Norway AS 4.3 (Viking) :5&2:60)0424'006'933 ECR 2015/02/12 B_BS Apax40  posi15 PNC-2015-052
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365V02.04 4-20142 2x Nets Norway AS 34 12-08.00424.005 ECR 2012/11/14 BBpra"s‘w Baxi 1.5
Nets Oy Ingenico iPP350 1PP33001T3000¢ 820365V02.12 4-20142 2x Nets Norway AS 3.7 (Viking) :5&2:60)0424'006'333 ECR 2013/06/03 BB? Apax40  posi15
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.19 4-20142 2x Nets Branch Norway 4.4.x (Viking) 15-08.00424.007 ECR 2015/06/24  |BBS AP0 psiq 5 PNC-2015-189
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 4.7.x (Viking) 15-08.00424.007.caa ECR 2016/07/07 |BBS AP0 psiq 5 PNC-2016-205
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 4.8 (Viking) 15-08.00424.007.faa ECR 2016/11/21 BB? AP0 Nposi1s PNC-2016-234
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 4.9.x (Viking) 15-08.00424.007.faa ECR 20170126 |BBS AP0 psiq 5 PNC-2017-021
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 6.4.x 18-11.01222.002.baa ECR 202003112 [BBS AP0 psiq 5 PNC-2020-021
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365 V02.04 4-20142 2x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2020/03/12 BB? AP0 Baxi15
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 6.4.x 18-11.01222.002.baa ECR 2020103112 [BBS AP0 psiq 5 PNC-2020-022
Nets Oy Ingenico IPP350 IPP3x0x-01Tx0000¢ 820365V0212  |4-20142 2x Nets Norway AS 6.4 18-11.01222.002.baa ECR 2020003112 [S53AP240 fga 15 PNC-2020-023
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.12 4-20142 2x Nets Norway AS 6.4.x 18-11.01222.002.baa ECR 2020003112 [BES AP0 oy 15 PNC-2013-059
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.16 4-20142 2x Nets Norway AS 6.4.x 18-11.01222.002.baa ECR 2020103112 [BBS AP0 psiq 5 PNC-2020-024
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.16 4-20142 2x Nets Norway AS 6.4.x 18-11.01222.002.baa ECR 2020103112 [BBS AP0 psiq 5 PNC-2014-150
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.16 4-20142 2x Nets Norway AS 6.4.x 18-11.01222.002.baa ECR 2020/03/12 BB? AP0 posi1s PNC-2014-415
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.17 4-20142 2x Nets Norway AS 6.4.x 18-11.01222.002.baa ECR 2020103112 [BBS AP0 psiq 5 PNC-2020-025
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365V02.04 4-20142 2x Nets Norway AS 6.4.x 18-11.01222.002.baa ECR 2020/03/12 BBpra"s‘w Baxi 1.5
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.19 4-20142 2x Nets Branch Norway 5.0.x (Viking) 15-08.00424.007.haa ECR 2017/07/04 BB? AP0 g5 PNC-2017-101
Nets Oy Ingenico 1PP3xx¢ IPP3x001 Trooox 820365 V02.04 4-20142 2x Nets Norway AS 4.0.0 (SDI Nordics) |12-08.00576.004 ECR 2013/01/18  |SDI3.0 mi;‘:c‘;"‘:’*oc
Nets Oy Ingenico IWL220 IWL2x0:01 Tx0000¢ 820365V02.17 4-20161 2x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa Stand-alone 2015/09/16 :Ez’f Apaxd0 PNC-2015-261
Nets Oy Ingenico IWL220 IWL2x0:01 Tx0000¢ 820365V02.17 4-20161 2x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa Stand-alone 2016/01/12 BB? AP0 g5 PNC-2016-006
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POl 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCIPTS A I Device model: Softw i i
. Manufacturer |Terminal 5 Software version for ppr_ova Evice moce . HOST or HOSTs used for the © ar_e versn.sn PCI SSC's PA-DSS Reference . E2EE Validation HTIIE Terminal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:

Nets Oy Ingenico IWL220 IWL2xx-01 Txooox 820365 V02.04 4-20161 2.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 Stand-alone 2013/02/20 gg? Apax40 n/a
Nets Oy Ingenico IWL220 IWL2xx-01 T 820365 V02.12 4-20161 2x Nets Norway AS 3.7 (Viking) :5&2:60)0424'006'333 Stand-alone 2013/06/03 ggf Apaxd0 |
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.19 4-20142 2x Nets Branch Norway \3.4.0 18-11.01222.001.caa ECR 2020/08/27 ggf AP0 posis PNC-2020-041
Nets Oy Ingenico 1PP3xx 1PP3xx-01 Toooox 820365 V02.04 4-20142 2x Nets Norway AS \3.4.0 18-11.01222.001.caa ECR 202000327 |SDI3.0 mﬁi‘iﬁﬂ'}c PNC-2020-042
Nets Oy Ingenico IWL220 IWL2x0:01 Tx0000¢ 820365V02.17 4-20161 2x Nets Branch Norway \3.4.0 18-11.01222.001.caa Stand-alone 2020/08/27 ggf Apaxd0 PNC-2020-043

LAN51BA (single MSR

Head),

LAN51CA (dual MSR
Nets Oy Ingenico |IWL220 head) 820365V02.17  [4-20161 2x Nets Branch Norway V340 18-11.01222.001 caa Stand-alone 202000327 [BBS AP0 poiq g PNC-2020-044

LAN51DA (single MSR g - o : U 8.21 :

head and camera)

LANS51EA (dual MSR

head and camera)
Nets Oy Ingenico IWL220 IWL2x0:01 Tx0000¢ 820365 V02.04 4-20161 2x Nets Norway AS \3.4.0 18-11.01222.001.caa Stand-alone 2020/08/27 ggf Apaxd0 PNC-2020-045
Nets Oy Ingenico IWL220 IWL2x0:01 Tx0000¢ 820365 V02.12 4-20161 2x Nets Norway AS \3.4.0 18-11.01222.001.caa Stand-alone 2020/08/27 ggf Apaxd0 PNC-2020-046
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 6.5.x (Viking) 18-11.01222.002.caa ECR 2020/06/04 BB? AP0 Npoyi1s PNC-2020-055
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365 V02.04 4-20142 2x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2020/08/12 ggf AP0 Baxi15
Nets Oy Ingenico iPP350 1PP3x001Tx0000¢ 820365V02.17 4-20142 2x Nets Branch Norway 6.5.x (Viking) 18-11.01222.002.caa ECR 2020/06/04 ggf AP0 posi1s PNC-2020-056
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.12 4-20142 2x Nets Norway AS 6.5.x (Viking) 18-11.01222.002.caa ECR 2020/06/04 BB? AP0 Npoyi1s PNC-2020-057
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.12 4-20142 2x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2020/03/12 ggf AP0 posi1s PNC-2013-059
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.16 4-20142 2x Nets Norway AS 6.5.x (Viking) 18-11.01222.002.caa ECR 2020/06/04 ggf AP0 g5 PNC-2020-058
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.16 4-20142 2x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2020/03/12 BB? AP0 Nposi1s PNC-2014-150
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.16 4-20142 2x Nets Norway AS 6.4.x 18-11.01222.002.baa ECR 2020/03/12 ggf AP0 Nposi1s PNC-2014-415
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365 V02.17 4-20142 2x Nets Norway AS 6.5.x (Viking) 18-11.01222.002.caa ECR 2020/06/04 ggf AP0 g5 PNC-2020-059
Nets Oy Ingenico 1PP350 1PP3x001Tx0000¢ 820365V02.04 4-20142 2x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2020/08/12 gngpm‘w Baxi 1.5
Nets Oy Ingenico IWL220 IWL2xx-01 T 820365 V02.12 4-20161 2x Nets Norway AS 3.8 (Viking) :5&2:&30424'006'[’33 Stand-alone 2013/08/29 g’gf Apaxd0 |
Nets Oy Ingenico IWL220 IWL2xx-01 Ty0000 820365 V02.12 4-20161 2x Nets Norway AS 3.9 (Viking) :5&2:&0)0424'006'033 Stand-alone 2013/10/10 g’gf Apaxd0 | PNC-2013-061
Nets Oy Ingenico IWL220 IWL2xx-01 Ty000 820365 V02.16 4-20161 2x Nets Norway AS 4.0 (Viking) :5&2:60)0424'006'“3 Stand-alone 2013/11/26 BB? Apaxd0 | PNC-2013-153
Nets Oy Ingenico IWL220 IWL2xx-01 Ty0000 820365 V02.16 4-20161 2x Nets Norway AS 4.1 (Viking) :5&2:60)0424'006'933 Stand-alone 2014/05/06 g’gf Apaxd0 | PNC-2014-152
Nets Oy Ingenico IWL220 IWL2x0:01 Tx0000¢ 820365 V02.16 4-20161 2x Nets Norway AS 4.2 (Viking) 12-08.00424.006.faa (Viking) [ Stand-alone 2014/11/18 ggf Apaxd0 PNC-2014-418
Nets Oy Ingenico IWL220 IWL2x0:01 Tx0000¢ 820365 V02.16 4-20161 2x Nets Norway AS 4.2 (Viking) 12-08.00424.006.faa (Viking) |[ECR 2014/11/18 BB? AP0 Baxi15 PNC-2014-418
Nets Oy Ingenico IWL220 IWL2xx-01 Ty0000 820365 V02.17 4-20161 2x Nets Norway AS 4.3 (Viking) :5&2:60)0424'006'933 Stand-alone 2015/02/12 g’gf Apaxd0 | PNC-2015-054
Nets Oy Ingenico IWL220 IWL2xx-01 Txooox 820365V02.04 4-20161 2.x Nets Norway AS 3.2 12-08.00424.003 Stand-alone 2012/05/08 gg? Apax40 n/a
Nets Oy Ingenico IWL220 IWL2xx-01 Txooox 820365V02.04 4-20161 2.x Nets Norway AS 3.4 12-08.00424.005 Stand-alone 201211114 BB? Apax40 n/a
Nets Oy Ingenico IWL220 IWL2x001 Tx0000¢ 820365V02.17 4-20161 2x Nets Norway AS 4.4.x (Viking) 15-08.00424.007 Stand-alone 2015/06/24 ggf Apaxd0 PNC-2015-191
Nets Oy Ingenico IWL220 IWL2x-01 Txooox 820365V02.19 420161 2x Nets Branch Norway 4.7.x (Viking) 15-08.00424.007 eaa Stand-alone 20160707 [B53AP240 PNC-2016-209
Nets Oy Ingenico [IWL220 IWL2x¢:01 Troooex 8203650219 [4-20161 2x Nets Branch Norway 4.8 (Viking) 15-08.00424.007 faa Stand-alone 2016121 |359AP40 oy PNC-2016-236
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E2EE Validation Status - 20221208

* INFO BOX

Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference E2EE Validation - Terminal to PNC Case ID
name: model: Security Application: y product o date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:

Nets Oy Ingenico WL220 IWL2x¢-01 Txo000¢ 820365V02.19 420161 2x Nets Branch Norway 4.9.x (Viking) 15-08.00424.007.gaa Stand-alone 2017/01126 ggf Apaxd0 PNC-2017-023
Nets Oy Ingenico WL220 IWL2x¢-01 Txo000¢ 820365V02.19 420161 2x Nets Branch Norway 5.0.x (Viking) 15-08.00424.007.haa Stand-alone 2017/07/04 ggf Apaxd0 PNC-2017-103
Nets Oy Ingenico IWL250 IWL2xx-01 Txooox 820365 V02.04 4-20161 2.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 Stand-alone 2013/02/20 gg? Apax40 n/a
Nets Oy Ingenico IWL250 IWL2xx-01 T 820365 V02.12 4-20161 2x Nets Norway AS 3.7 (Viking) :5&2:60)0424'006'333 ECR 2013/06/03 g’gf Apax40  posi15
Nets Oy Ingenico IWL250 IWL2xx-01 T 820365 V02.12 4-20161 2x Nets Norway AS 3.7 (Viking) :5&2:60)0424'006'333 Stand-alone 2013/06/03 g’gf Apaxd0 |
Nets Oy Ingenico IWL250 IWL2xx-01 o000 820365 V02.12 4-20161 2x Nets Norway AS 3.8 (Viking) :5&2:&30424'006'[’33 Stand-alone 2013/08/29 :Ez’f Apaxd0 |
Nets Oy Ingenico IWL2xx IWL2xx-01 Txooox 820365 V02.04 4-20161 2.x Nets Norway AS 3.3 12-08.00424.003.aaa Stand-alone 2012/08/30 gg? Apax40 N/A

820365V02.16 Nets Norway AS 4.1 (Viking) z\fiﬁﬁé(;o:tz‘t,ooe,eaa 2014/05/06 :’2‘70'2014'
Nets Oy Ingenico  |iCMP ICMxxx-11TXXXXX 420235  [3x ECR 52? Apax40 |5 1.5

820365V02.19 Nets Denmark A/S 5.1 (Viking) 15-08.00424.007.iaa 2018/02/05 | 52120-2018'
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx [820365V02.17 |4-20196 3.x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa ECR 2015/09/16 52? 4paxi0 Baxi 1.5 Z§80-2015'
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.17 [4-20196 3.x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa  |Stand-alone 2015/09/16 52? vl n/a ;’gISC-2O15-
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx [820365V02.17 |4-20196 3.x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa ECR 2016/01/12 52? 4paxi0 Baxi 1.5 58130-2016'
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.17 [4-20196 3.x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa  |Stand-alone 2016/01/12 52? vl Baxi 1.5 5530-2016-
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx 820365 V02.04 |4-20196 3.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2013/02/20 52? 4paxd0 BAXI 1.5
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx 820365 V02.04 |4-20196 3.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 Stand-alone 2013/02/20 52? 4paxi0 n/a
Nets Oy Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365V02.12 |4-20196  |3x Nets Norway AS 3.7 (Viking) 23i£§§%o424.006.aaa ECR 2013/06/03 EEZ‘? Apaxd0 [ i 1.5
Nets Oy Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365V02.12 |4-20196  |3x Nets Norway AS 3.7 (Viking) 23i£§§%o424.006.aaa Stand-alone 2013/06/03 EEZ‘? Apaxd0 [/
Nets Oy Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365V02.12 [4-20196  |3x Nets Norway AS 3.9 (Viking) (13£§.g(;0424.006.caa ECR 2013/10/10 EEZ‘? Apax40 [ i 1.5 PN%'622°13'
Nets Oy Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365V02.12 |4-20196  |3x Nets Norway AS 3.9 (Viking) (13£§.g(;0424.006.caa Stand-alone 2013/10/10 EEZ‘? Apaxd0 [/ PN%'622°13'
Nets Oy Ingenico  [iCT250 iCT2xx-11Txxxxx  |820365V02.16 420196 [3.x Nets Norway AS 4.0 (Viking) g\fiﬁﬁ;mz“'ooe'daa ECR 2013/11/26 EEZ‘? Apax40 [ i 1.5 PNifgm'
Nets Oy Ingenico  [iCT250 iCT2xx-11Txxxxx  |820365V02.16 420196 [3.x Nets Norway AS 4.0 (Viking) g\fiﬁﬁ;mz“'ooe'daa Stand-alone 2013/11/26 EEZ‘? Apaxd0 [/ PNifgm'
Nets Oy Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365V02.16 |4-20196  |3.x Nets Norway AS 4.1 (Viking) (1&&;0424.0063& ECR 2014/05/06 EEZ‘? Apax40 [ i 1.5 PNifgm'
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
Terminal vendor "M:nr:::facturer .:;’Tei:al Hardware version: ::x;;:\:;:z:i:: :(;L::al C:rsriz\:\:jl a:‘r’:\:::: Seell'ision: ::i[.:tr LRSElbsed e ?:r&wl)_:hri?/\(l:erem;;n ::CI S RS e e i E2EE ;I:tI:ation Ter:‘:s‘: e :(e::?"::‘:tlcz PNC Case ID
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:

Nets Oy Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365V02.16 |4-20196  |3.x Nets Norway AS 4.1 (Viking) (1&&;0424.0063& Stand-alone 2014/05/06 EZ? Apaxd0 [/ PNifgm'
Nets Oy Ingenico  |iCT250 ICT2xx-11Txxxxx  |820365V02.16  |4-20196 3x Nets Norway AS 4.2 (Viking) (1&&;0424.006}& ECR 2014/11/18 EZ? Apax40 [ i 1.5 PNi‘ff”'
Nets Oy Ingenico  |iCT250 ICT2xx-11Txxxxx  |820365V02.16  |4-20196 3x Nets Norway AS 4.2 (Viking) (1&&;0424.006}& Stand-alone 2014/11/18 EZ? Apaxd0 [/ PNi‘ff”'
Nets Oy Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365V02.17 |4-20196  |3.x Nets Norway AS 4.3 (Viking) (13£§.go)0424.006.gaa ECR 2014/11/18 EZ? Apax40 [ i 1.5 PN%'521°15'
Nets Oy Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365V02.17 |4-20196  |3.x Nets Norway AS 4.3 (Viking) (13£§.go)0424.006.gaa Stand-alone 2014/11/18 EZ? Apaxd0 [/ PN%'521°15'
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.17 [4-20196 3.x Nets Norway AS 4.4.x (Viking) 15-08.00424.007 ECR 2015/06/24 52? vl Baxi 1.5 PN2§801 &
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.17 [4-20196 3.x Nets Norway AS 4.4.x (Viking) 15-08.00424.007 Stand-alone 2015/06/24 52? vl n/a PN2§801 &
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.19 [4-20196 3.x Nets Branch Norway 4.7 x (Viking) 15-08.00424.007.eaa  |Stand-alone 2016/07/07 52? vl n/a PNCng16-
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.19 [4-20196 3.x Nets Branch Norway 4.7 x (Viking) 15-08.00424.007.eaa |ECR 2016/07/07 52? vl Baxi 1.5 PNCng16-
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.19 [4-20196 3.x Nets Branch Norway 4.8.x (Viking) 15-08.00424.007 faa Stand-alone 2016/11/21 52? vl n/a PNC2-323016-
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.19 [4-20196 3.x Nets Branch Norway 4.8.x (Viking) 15-08.00424.007 faa ECR 2016/11/21 52? vl Baxi 1.5 PNC2-323016-
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.19 [4-20196 3.x Nets Branch Norway 4.9.x (Viking) 15-08.00424.007.gaa  |Stand-alone 2017/01/26 52? vl n/a PN%'220017'
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.19 [4-20196 3.x Nets Branch Norway 4.9.x (Viking) 15-08.00424.007.gaa |ECR 2017/01/26 52? vl Baxi 1.5 PN%-220017-
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx |820365V02.19 [4-20196 3.x Nets Branch Norway 5.0.x (Viking) 15-08.00424.007.haa  |Stand-alone 2017/07/04 52? vl n/a PNig()Oﬂ-
Nets Oy Ingenico iCT250 iCT2xx-11Txxxxx [820365V02.19 |4-20196 3.x Nets Branch Norway 5.0.x (Viking) 15-08.00424.007.haa ECR 2017/07/04 52? et n/a PNC1g(§)17-
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference E2EE Validation - Terminal to PNC Case ID
name: model: Security Application: y product o date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:

Non SRED

(CTLS): 820305 ";":r:‘:faﬁ;‘:fr

e s

820365 V02.xx, Device model: 9.02.01 (Nets | 1>-02:00641.005 baa - SIL1.0

SRED (N Nets PSAM PSAM) (Nets PSAM) PNC-2018-
Nets Oy Ingenico ICT250 1CT2xx-11TXXXXX CTLS 4( on 4-20196 3.x Hardware Nets Denmark A/S 13-08.00284.006.eaa 2018/09/17 |OTRS 1.0 143

82052)éV02 version: M11 2.3.xx (T2/CDP) (Nets DK Merchant

820073v01 X Software version o Solutions T2/CDP)

VOTxx for Security
Application:
9.02.01 Stand-alone n/a
Nets Oy Ingenico iCT2xx iCT2xx-11Txxxxx [820365V02.19 |4-20196 3.x Nets Branch Norway One PA 17-08.00424.008.caa Stand-alone 2018/09/12 52? et n/a PNC1fé)18-
Nets Oy Ingenico IPP350 IPP3xx-01Txxxxx 820365 V02.16 [4-20184 3.x Nets Norway AS 4.0 (Viking) 2&-2%;0424,006,%3 ECR 2013/11/26 |§2? et Baxi 1.5 PNC1f;)13-
Nets Oy Ingenico IPP350 IPP3xx-11Txxxxx |820365V02.17 [4-20184 3.x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa ECR 2015/09/16 |§2? et Baxi 1.5 PN02-:(§)15-
Nets Oy Ingenico IPP350 IPP3xx-11Txxxxx |820365V02.17 [4-20184 3.x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa ECR 2016/01/12 |§2? et Baxi 1.5 PN%g;HG-
. s BBS Apax40
Nets Oy Ingenico IPP350 IPP3xx-11Txxxxx 820365 V02.04 |4-20184 3.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2013/02/20 8.21 BAXI 1.5
. BBSApacs40 "

Nets Oy Ingenico IPP350 IPP3xx-11Txxxxx [820365V02.04 |4-20184 3.x Nets Norway AS 34 12-08.00424.005 ECR 2012/11/14 8.21 Baxi 1.5
Nets Oy Ingenico  |IPP350 IPP3xx-11Txxxxx  |820365V02.12 |4-20184 3x Nets Norway AS 3.7 (Viking) z\fiﬁﬁé(;o“z"‘ooe‘“a ECR 2013/06/03 |§2? Apax40 |5 1.5
Nets Oy Ingenico  |IPP350 IPP3xx-11Txxxxx  |820365V02.12 |4-20184 3x Nets Norway AS 3.9 (Viking) z\fiﬁﬁé(;o:tz‘t,ooe,caa ECR 2013/10/10 |§2? Apax40 |g.i 1.5 PN%‘:S”‘
Nets Oy Ingenico  |IPP350 IPP3xx-11Txxxxx  |820365V02.16 |4-20184 3x Nets Norway AS 4.1 (Viking) z\fiﬁﬁé(;o:tz‘t,ooe,eaa ECR 2014/05/06 |§2? Apax40 |g.i 1.5 PN‘“;';OM'
Nets Oy Ingenico IPP350 IPP3xx-11Txxxxx |820365V02.16 [4-20184 3.x Nets Norway AS 4.2 (Viking) 2\3£§£0424,006,faa ECR 2014/11/18 |§2? et Baxi 1.5 PNi'ng'
Nets Oy Ingenico  |IPP350 IPP3xx-11Txxxxx  |820365V02.17 |4-20184 3x Nets Norway AS 4.3 (Viking) z\fiﬁﬁé(;o:tz‘t,ooe,gaa ECR 2015/02/12 |§2? Apax40 |5 1.5 PN%‘%’”'
Nets Oy Ingenico IPP350 IPP3xx-11Txxxxx [820365V02.17 |4-20184 3.x Nets Norway AS 4.4.x (Viking) 15-08.00424.007 ECR 2015/06/24 52? Qay Baxi 1.5 PNﬁggﬁ-
Nets Oy Ingenico IPP350 IPP3xx-11Txxxxx [820365V02.19 |4-20184 3.x Nets Norway AS 4.7 x (Viking) 15-08.00424.007.eaa |ECR 2016/07/07 52? vl Baxi 1.5 PNC25216-
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference . E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
ECR SIL1.0
Manufacturer
name: Nets
Non SRED
) Denmark A/S
(SIS R8205CS Device model: 15-02.00641.005 baa
V02.xx, 9.02.01 (Nets
820305V01.xx NEB Y PSAM) (Pt (e 3) PNC-2018-
Nets Oy Ingenico IPP350 IPP3xx-11TxxXXX o 14-20181 3.x Hardware Nets Denmark A/S 13-08.00284.006.eaa 2018/09/17 |OTRS 1.0
SRED (Non O Stand-alone n/a 144
) version: M11 (Nets DK Merchant
CTLS): ) 2.3.xx (T2/CDP) .
Software version Solutions T2/CDP)
820073v01.xx, for Securit
820528v02.xx ecurtty
Application:
9.02.01
Nets Oy Ingenico  |IPP3xx IPP3xx-11Txxxxx  |820365V02.19 |4-20184 3x Nets Norway AS 49.x (Viking)  |15-08.00424.007.gaa |ECR 2017/01/26 EEZ‘? Apax40 [ i 1.5 PN%'ZZZO”'
Nets Oy Ingenico  |IPP3xx IPP3xx-11Txxxxx  |820365V02.19 |4-20184 3x Nets Norway AS 5.0.x (Viking) ~ |15-08.00424.007.haa |ECR 2017/07/04 EEZ‘? Apax40 [ i 1.5 PNC152°17'
Nets Oy Ingenico  |IWL220 IWL2xx-01Txxxxx 820365 V02.16 |4-20181 3.x Nets Norway AS 4.2 (Viking) (1&&;0424.006}& ECR 2014/11/18 EEZ‘? Apaxd0 [ i 1.5 PNi‘fgm'
Nets Oy Ingenico IWL220 IWL2xx-01Txxxxx [820365 V02.16 |4-20181 3.x Nets Norway AS 4.2 (Viking) (13£§.go)0424.006.faa Stand-alone 2014/11/18 52? vl n/a PNi—129014-
Nets Oy Ingenico  |IWL220 IWL2xx-01Txxxxx 820365 V02.17 [4-20181 3x Nets Norway AS 4.3 (Viking) (13£§.go)0424.006.gaa Stand-alone 2015/02/12 EEZ‘? Apaxd0 [/ PN%'525°15'
Nets Oy Ingenico  |IWL220 IWL2xx-01Txxxxx 820365 V02.17 [4-20181 3x Nets Norway AS 4.3 (Viking) (13£§.go)0424.006.gaa ECR 2015/02/12 EEZ‘? Apaxd0 [/ PN%'525°15'
Nets Oy Ingenico  |IWL220 IWL2xx-01Txxxxx 820365 V02.12 |4-20181 3.x Nets Norway AS 3.8 (Viking) (1&&;0424.006.1:& ECR 2013/08/29 EEZ‘? Apax40 [ i 1.5
Nets Oy Ingenico  |IWL220 IWL2xx-01Txxxxx 820365 V02.12 |4-20181 3.x Nets Norway AS 3.8 (Viking) (1&&;0424.006.1:& Stand-alone 2013/08/29 EEZ‘? Apaxd0 [/
Nets Oy Ingenico IWL250 IWL2xx-01 Txxxxx [820365 V02.04 |4-20181 3x Nets Norway AS 3.6 (Viking) 12-08.00424.006 Stand-alone 2013/02/20 52? vl n/a
Nets Oy Ingenico IWL250 IWL2xx-01 Txxxxx [820365 V02.04 |4-20181 3.x Nets Norway AS 3.6 (Viking) 12-08.00424.006 ECR 2013/02/20 52? vl Baxi 1.5
Nets Oy Ingenico  |IWL250 IWL2xx-01 Txxxxx |820365 V02.16 |4-20181 3.x Nets Norway AS 4.0 (Viking) g\fiﬁﬁ;mz“'ooe'daa ECR 2013/11/26 EEZ‘? Apax40 [ i 1.5 PNC1'520°13'
Nets Oy Ingenico IWL250 IWL2xx-01 Txxxxx [820365 V02.16 |4-20181 3.x Nets Norway AS 4.0 (Viking) (13£§.go)0424.006.daa Stand-alone 2013/11/26 52? vl n/a PNC,]'520013'
Nets Oy Ingenico  |IWL250 IWL2xx-01 Txxxxx |820365V02.16 [4-20181 3x Nets Norway AS 4.1 (Viking) (1&&;0424.0063& ECR 2014/05/06 EEZ‘? Apax40 [ i 1.5 PNC1'523°14'
Nets Oy Ingenico  |IWL250 IWL2xx-01 Txxxxx |820365V02.16 [4-20181 3x Nets Norway AS 4.1 (Viking) (1&&;0424.0063& Stand-alone 2014/05/06 EEZ‘? Apaxd0 [/ PNC1'523°14'
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2- Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
| Terminal vendor nM:nr:::facturer .:;’Tei:al Hardware version: zzxﬁ;:\:;::i:;: :‘;L::al C:rsriz\:\:jl a:\r’:\:::: Seell'ision: ::i[.:tr GEBBUEEsErie ?:r&wl)_:l:i?/\(l;em;;n :CI = i E2EE ;I:tI:ation Ter:‘:s‘: e :(e::?"::‘:tlcz PNC Case ID
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx 820365 V02.12 [4-20181 3x Nets Norway AS 3.9 (Viking) (1&&;0424.0063& ECR 2013/10/10 EZ? Apax40 [ i 1.5 PN%‘;?”‘
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx 820365 V02.12 [4-20181 3x Nets Norway AS 3.9 (Viking) (1&&;0424.0063& Stand-alone 2013/10/10 EZ? Apaxd0 [/ PN%‘;?”‘
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx 820365 V02.12 [4-20181 3. Nets Norway AS 3.8 (Viking) gﬁiﬁﬁgmy.ooe.baa ECR 2013/08/29 EZ? Apax40 |p.i 1.5
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx 820365 V02.12 [4-20181 3. Nets Norway AS 3.8 (Viking) gﬁiﬁﬁgmy.ooe.baa Stand-alone 2013/08/29 EZ? Apaxd0 |/
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx 820365 V02.17 [4-20181 3x Nets Norway AS 4.3 (Viking) (13£§.go)0424.006.gaa Stand-alone 2015/02/12 EZ? Apaxd0 [/ PN%‘:Q“‘
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx 820365 V02.17 [4-20181 3x Nets Norway AS 4.3 (Viking) (13£§.go)0424.006.gaa ECR 2015/02/12 EZ? Apaxd0 [/ PN%‘:Q“‘
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx |820365V02.12  [4-20181 3x Nets Norway AS 3.7 (Viking) (13£§.go)0424.006.aaa ECR 2013/06/03 EZ? Apaxd0 [ i 1.5
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx |820365V02.12  [4-20181 3x Nets Norway AS 3.7 (Viking) (13£§.go)0424.006.aaa Stand-alone 2013/06/03 EZ? Apaxd0 [/
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx  |820365V02.17  [4-20181 3x Nets Norway AS 4.4.x (Viking) | 15-08.00424.007 ECR 2015/06/24 EZ? Apax40 |p.i 1.5 PNC1§£15'
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx  |820365V02.17  [4-20181 3x Nets Norway AS 4.4.x (Viking) | 15-08.00424.007 Stand-alone 2015/06/24 EZ? Apaxd0 |/ PNC1§£15'
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx  |820365V02.19  [4-20181 3x Nets Branch Norway 47.x(Viking)  |15-08.00424.007.eaa |ECR 2015/06/24 EZ? Apax40 |p.i 1.5 PNCZ'fgm'
Nets Oy Ingenico IWL250 IWL2xx-01Txxxxx [820365V02.19 |4-20181 3.x Nets Branch Norway 4.7 .x (Viking) 15-08.00424.007.eaa  |Stand-alone 2015/06/24 52? vl n/a PNC2'12(;)16'
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx |820365V02.19 [4-20181 3x Nets Branch Norway 48x(Viking)  [15-08.00424.007.faa |ECR 2016/11/21 EZ? Apax40 |p.i 1.5 PN°2'327016'
Nets Oy Ingenico IWL250 IWL2xx-01Txxxxx [820365V02.19 |4-20181 3.x Nets Branch Norway 4.8.x (Viking) 15-08.00424.007.faa Stand-alone 2016/11/21 52? vl n/a PNC2'327016'
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx  |820365V02.19 [4-20181 3x Nets Branch Norway 49x(Viking)  [15-08.00424.007.gaa |ECR 2017/01/26 EZ? Apax40 |p.i 1.5 PN%'zzf”'
Nets Oy Ingenico IWL250 IWL2xx-01Txxxxx [820365V02.19 |4-20181 3.x Nets Branch Norway 4.9.x (Viking) 15-08.00424.007.gaa  |Stand-alone 2017/01/26 52? vl n/a PN%—ZZ‘EH-
Nets Oy Ingenico  |IWL250 IWL2xx-01Txxxxx |820365V02.19  [4-20181 3x Nets Branch Norway 50.x (Viking)  |15-08.00424.007.haa |ECR 2017/07/04 EZ? Apax40 |p.i 1.5 PNigf”'
Nets Oy Ingenico IWL250 IWL2xx-01Txxxxx [820365V02.19 |4-20181 3.x Nets Branch Norway 5.0.x (Viking) 15-08.00424.007.haa  |Stand-alone 2017/07/04 52? vl Baxi 1.5 PNC,]gfﬂ'
Nets Oy Ingenico  |IWL250 WL2xx-01Txxxxx  |820365V02.17 |4-20181 3x Nets Branch Norway 45x (Viking) | 15-08.00424.007.aaa |ECR 2015/09/16 EZ? Apax40 |p.i 1.5 PN°2'§£15'
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference . E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Nets Oy Ingenico IWL250 WL2xx-01Txxxxx |820365V02.17 |4-20181 3.x Nets Branch Norway 4.5.x (Viking) 15-08.00424.007.aaa  |Stand-alone 2015/09/16 52? vl n/a PNC2'622015'
Nets Oy Ingenico IWL250 WL2xx-01Txxxxx |820365V02.17 |4-20181 3.x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa |ECR 2016/01/12 52? vl Baxi 1.5 PN%5316-
Nets Oy Ingenico IWL250 WL2xx-01Txxxxx |820365V02.17 |4-20181 3.x Nets Branch Norway 4.6.x (Viking) 15-08.00424.007.caa  |Stand-alone 2016/01/12 52? Qay Baxi 1.5 PN%g$16'
ECR SIL1.0
Manufacturer
name: Nets
Non SRED
) Denmark A/S
(G CANEES Device model: 15-02.00641.005 baa
V02.xx, 9.02.01 (Nets
820305V01.xx NEB Y PSAM) (Nt FERIK) PNC-2018-
Nets Oy Ingenico IWL250 WL2xx-01Txxxxx 7 14-20181 3.x Hardware Nets Denmark A/S 13-08.00284.006.eaa 2018-09-147 | OTRS 1.0
SRED (Non L Stand-alone n/a 145
) version: M11 (Nets DK Merchant
CTLS): . 2.3.xx (T2/CDP) "
Software version Solutions T2/CDP)
820073v01.xx, for Securit
820528v02.xx ecurtty
Application:
9.02.01
Nets Oy Ingenico  |IWL284 IWL2xx-11Txxxxx 820365 VO2.xx  [4-20179  |3.x Nets Norway AS (L0 (o) 12-08.00576.004.aaa  |ECR 2013/11/14 |SDI 3.0 ESETAG| || (FNCAE
Nordics) protocol 1.0 111
Nets Oy Ingenico IWL284 IWL2xx-11Txxxxx [820365 V02.xx |4-20179 3.x Nets Norway AS :l;rgéi)m 12-08.00576.004.aaa  [Stand-alone 2013/11/14 |SDI 3.0 n/a PNC,]'12101 &
Nets Oy Ingenico  |IWL286 IWL2xx-11Txxxxx 820365 VO2.xx  [4-20179  |3.x Nets Norway AS (L0 (o) 12-08.00576.004.aaa  |ECR 2014/08/12 |SDI 3.0 ETSEAG| || (FNCATK=
Nordics) protocol 1.0 249
Nets Oy Ingenico IWL286 IWL2xx-11Txxxxx [820365 V02.xx |4-20179 3.x Nets Norway AS :l;rgéi)m 12-08.00576.004.aaa  [Stand-alone 2014/08/14 |SDI 3.0 n/a PNC2'429014-
Nets Oy Ingenico  [IWL28x |IWL2xx-11Txxoox 820365 V02xx  |4-20179 (3. Nets Branch Norway As(Eta] 12-08.00576.006 ECR 2015/10/05 [SDI 3.1 LLCEe ||| avleee il
Nordics) protocol 1.0 265
Nets Oy Ingenico iWL2xx IWL2xx-11Txxxxx |820365V02.19 [4-20181 3.x Nets Branch Norway One PA 17-08.00424.008.caa  |Stand-alone 2018/09/12 52? vl n/a PNC,]'f7018'
S80-abc-dX3-0XXX . Swedbank Card Services
Onslip AB $:§hnol° $80 gggsﬁED' S80 14 40083 3.x AB 2.0 (PayApp) | 14-08.0885.001 ECR 2014/05/09 [SPDH3.1  |PIP 1 PNC1'§0°14'
e : EVRY Card Services AB
S80-abc-dX3-0XXX . Swedbank Card Services
Onslip AB $:§hnol° $80 gggsﬁED' S80 14 40083 3.x AB 2.0 (PayApp) | 14-08.0885.001 Stand-alone 2014/05/09 |SPDH3.1  |PIP 1 PNC1'§0°14'
e : EVRY Card Services AB
S90-abc-dX3-0XXX . Swedbank Card Services
Onslip AB $:§hnol° S90 gggsﬁED' S90 14 40082 3.x AB 2.0 (PayApp)  |14-08.0885.001.aaa  |ECR 2014/05/09 |SPDH3.1  |PIP 1 PNC1'621°14'
e : EVRY Card Services AB
S90-abc-dX3-0XXX . Swedbank Card Services
Onslip AB $:§hnol° S90 gggsﬁED' S90 14 40082 3.x AB 2.0 (PayApp)  |14-08.0885.001.aaa  |Stand-alone 2014/05/09 |SPDH3.1  |PIP1 PNC1'621°14'
e : EVRY Card Services AB
Non-SRED: 820365 My Nordic
PayEx Norge AS Ingenico iCT220 ICT2xx-01 o000 Vo 4-20106 2.x PayEx 1.0 13-.008.00838.001 ECR 2014/04/22  |SDI 3.0 Payment ECR PNC-2014-087
- 1.0
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 i Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw_are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference . E2EE Validation host Terminal to PNC Case ID
name: model: Security Application: . product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
PayEx Norge AS Ingenico iCT220 ICT2xx-01Tx0000¢ \l\;g;j)(SxRED: 820352 4-20106 2x PayEx 1.0 13-.008.00838.001 Stand-alone 2014/04/22  |SDI 3.0 nla PNC-2014-087
| Mynt Nordic
PayEx Norge AS Ingenico iPA280 IPA2xx-01Tx0000x \l\;g;-XSXRED. 820352 4-20123 2x PayEx 1.0 13-.008.00838.001 ECR 2014/04/22  |SDI3.0 Payment ECR PNC-2014-090
N 1.0
| Mynt Nordic
PayEx Norge AS Ingenico iPP310 iPP3xx-01Tx0000¢ \l\;g;-XSXRED. 820352 4-20142 2x PayEx 1.0 13-.008.00838.001 ECR 2014/04/22  |SDI3.0 Payment ECR PNC-2014-091
N 1.0
| Mynt Nordic
PayEx Norge AS Ingenico iPP320 iPP3xx-01Tx0000¢ \l\;g;-XSXRED. 820352 4-20142 2x PayEx 1.0 13-.008.00838.001 ECR 2014/04/22  |SDI3.0 Payment ECR PNC-2014-091
N 1.0
| Mynt Nordic
PayEx Norge AS Ingenico iPP350 iPP3xx-01Tx0000¢ \l\;g;-XSXRED. 820352 4-20142 2x PayEx 1.0 13-.008.00838.001 ECR 2014/04/22  |SDI3.0 Payment ECR PNC-2014-091
N 1.0
| Mynt Nordic
PayEx Norge AS Ingenico iSC250 ISC2xx-01Tx0000¢ \l\;g;-XSXRED. 820352 4-30054 2x PayEx 1.0 13-.008.00838.001 ECR 2014/04/22  |SDI3.0 Payment ECR PNC-2014-094
N 1.0
| Mynt Nordic
PayEx Norge AS Ingenico iSC350 ISC3xx-01Tx0000x \l\;g;-XSXRED. 820352 4-20133 2x PayEx 1.0 13-.008.00838.001 ECR 2014/04/22  |SDI3.0 Payment ECR PNC-2014-096
N 1.0
PayEx Norge AS Ingenico iwL220 IWL2xx¢-01T0000x \l\;g;-XSXRED: 820352 4-20161 2x PayEx 1.0 13-.008.00838.001 Stand-alone 2014/04/22  |SDI 3.0 nla PNC-2014-097
PayEx Norge AS Ingenico iWL250 IWL2xx¢-01T0000x \l\;g;-XSXRED: 820352 4-20161 2x PayEx 1.0 13-.008.00838.001 Stand-alone 2014/04/22  |SDI 3.0 nla PNC-2014-098
. Mynt Nordic
PayEx Norge AS Ingenico iCT220 iCT2xx-11Txxxxx Ne-EARED: 4-20196 3.x PayEx 1.0 13-.08.00838.001 ECR 2014/04/22 |SDI 3.0 Payment ECR IRNEAK -
820365 V02.xx 10 088
o " A Non-SRED: PNC-2014-
PayEx Norge AS Ingenico iCT220 iCT2xx-11Txxxxx 820365 V02.xx 4-20196 3.x PayEx 1.0 13-.08.00838.001 Stand-alone 2014/04/22 |SDI 3.0 n/a 088
. Mynt Nordic
PayEx Norge AS Ingenico iPP310 iPP3xx-11Txxxxx Ne-EARED: 4-20184 3.x PayEx 1.0 13-.08.00838.001 ECR 2014/04/22 |SDI 3.0 Payment ECR IRNEAK -
820365 V02.xx 10 092
. Mynt Nordic
PayEx Norge AS Ingenico iPP320 iPP3xx-01Txxxxx Ne-EARED: 4-20184 3.x PayEx 1.0 13-.08.00838.001 ECR 2014/04/22 |SDI 3.0 Payment ECR IRNEAK -
820365 V02.xx 10 092
. Mynt Nordic
PayEx Norge AS Ingenico iPP350 iPP3xx-01Txxxxx Ne-EARED: 4-20184 3.x PayEx 1.0 13-.08.00838.001 ECR 2014/04/22 |SDI 3.0 Payment ECR IRNEAK -
820365 V02.xx 10 092
. Mynt Nordic
PayEx Norge AS Ingenico iSC250 iSC2xx-01Txxxxx Ne-EARED: 4-30062 3.x PayEx 1.0 13-.08.00838.001 ECR 2014/04/22 |SDI 3.0 Payment ECR IRNEAVK -
820365 V02.xx 10 095
o - R Non-SRED: PNC-2014-
PayEx Norge AS Ingenico iwL220 IWL2xx-01Txxxxx 820365 V02.xx 4-20181 3.x PayEx 1.0 13-.08.00838.001 Stand-alone 2014/04/22 |SDI 3.0 n/a 099
o - R Non-SRED: PNC-2014-
PayEx Norge AS Ingenico iWL250 IWL2xx-01Txxxxx 820365 V02.xx 4-20181 3.x PayEx 1.0 13-.08.00838.001 Stand-alone 2014/04/22 |SDI 3.0 n/a 099
o - R Non-SRED: PNC-2014-
PayEx Norge AS Ingenico iwL280 IWL2xx-11Txxxxx 820365 V02.xx 4-20179 3.x PayEx 1.0 13-.08.00838.001 Stand-alone 2014/04/22 |SDI 3.0 n/a 098
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID

PCIPTS Manufacturer name:

PCIPTS Appr_oval Device model: . HOST or HOSTs used for the Softwar_e verslf)n PCI SSC's PA-DSS Reference . E2EE Validation Terminal to Teen
Approval Version: Hardware version: G for Debit/Credit " - host ECR Protcol PNC Case ID
Number(s): [Expiry dates  |Software version for P Application: . protocol

see * above] |Security Application:

Manufacturer |Terminal . Software version for
Hardware version:

Terminal vendor " S
name: model: Security Application:

Non-SRED:
QT52£20M,
QT520006,
Qr520011,
QT520012,
QT520014,
QT520015,
QT520016,
M252-6xx-xx-xxx-3, |QT5G0013,
M252-7xx-xx-xxx-3, |QT5G0016, , ,
M252-x5x-xx-xxx-3, [SRED: QT520101,
M252-x7x-xx-xxx-3, | q1520102,
Point Intemational A/S  [V*FO"®  |vxs50 o G, 430052 |3x oS mansaction Systems | Zt YXPC V. 113.08.00859.001 ECR 2014/02/21 |SPDH3.1  |LPP 3.x PNC2014-
3, , M252-79x-Cx- ‘
xxx-3, M252-69x- g;iggigi'
Gx-xxx-3, M252- QTSGUlUS’
79x-GXx-Xxx-3 QT560106'

QT520105,
QT520106,
QT520107,
QT520108,
QT5G0109,
QT520109,
QT520110,
SRED:
QT650101,
QT650102,
QT650103,
QT650104,
QT650120,
QT650240,
q QT650340, n q n
Point International A/S :/enFone VX675 M265-x0cx00c3 | QT650101 410116 3x Point Transaction Systems |Point VxPC ver. 13-08.00859.001 ECR PNC-2014-

2014/02/21 |SPDH 3.1 LPP 3.x
nc QT650102. AB, Sweden F01.01 062

QT650103,
QT650104,
QT650120,
QT650240,
QT650340,
QT650301,
QTE50250
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

[ Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID

PCIPTS Manufacturer name:
. Manufacturer |Terminal . Software version for PCIPTS Appr_oval Device model: . HOST or HOSTs used for the = ar_e verslf)n PCI SSC's PA-DSS Reference . E2EE Validation LI Terminal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product # date: ECR Protcol

Number(s): [Expiry dates  |Software version for

Application: protocol
see * above] |Security Application:

Non-SRED:
QT68x01D,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
M268-70x-xx-xxn-3, |QT6B0015,
M268-73x-xx-xxn-3, |QT6B0016,
) M268-74x-xx-xxn-3, |QT6B0017, : . )
Point Intemational A/S [ Y72 |vxg80 M268-76x-xxxxn-3, | QT680018, 430053 |3 Point Transaction Systems [Point VXPC ver. |13 4 00859.001 ECR 2014102/21 [sPDH31  [LPP3x AL
Inc AB, Sweden F01.01 065
M268-77x-xx-xxn-3, |QT6B0019,
M268-78x-xx-xxn-3, |QT6B0101,
M268-79x-xx-xxn-3 | QT6B0102,
QT6B0103,
QT6B0104, SRED:
QT680101,
QT680102,
QT680103,
QT680104,
QT680105,
QT680106,
QT680107,

M282-XXX-XX-XXX-3 |Non-SRED:
QT820010,
QT820011,
QT820012,
QT820013,
QT820014,
QT820015,
QT820016, , SRED:
QT820104,
QT820106,
VeriFone QT820107, Point Transaction Systems |Point VxPC ver. PNC-2014-

Point International A/S i Vx820 QT820109, 4-40054 3.x AB. Sweden F01.01 13-08.00859.001 ECR 2014/02/21 |SPDH 3.1 LPP 3.x 066
Qr820110,

QT820111,
QT820112,
QT820113,
QT820120,
QT820121,
QT820201,
QT820240,
QT820340,
QT820301,
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 i Terminal to .
Terminal vendor "Maa"r‘tfactu e .:;::I'.‘al Hardware version: i:?::;;e‘\\:;::i:’?: Approval Version: Hardware version: :S:L:tr LRSElbsed e for Debit/Credit :CI S RS e e i E2EE ;I:tI:anon host :(E::?"::‘:tlctoc; PNC Case ID
. . *[Number(s): [Expiry dates  |Software version for Application: . protocol
see * above] |Security Application:
M283-70x-xx-Xxx-3 Non-SRED:
QT830017 SRED:
QT830104,
Point Intemational A/S  [V*FO®  |vxga5 giggigg: 410107 |3 ig'?é;f:::mm Systems |Paint ¥xPC Ver. | 13.08 00859001 ECR 2014102/21 [sPOH31  [LPP3x PNC2014-
QT830120,
QT830240,
QT830340
Manufacturer
name: Nets
Denmark A/S
Device model:
Nets PSAM PNC-2014-
Hardware 8.00.07 282
version: M10 (Nets PSAM) 12-02.00841.002.eaa
Software version (Nets PSAM)
for security 3.6.00
Point Transaction Atos YOMANI 90670000xx REV. |Non-SRED: application: (DK8111 14-08.00117.009 APACS 60.1/
Systems A/S Worldline [ XR/ML AC PCI1 03.02.14 4-30092 3.x 8.00.07 Nets Denmark A/S (Banksys)) (DK8111 (Banksys)) ECR 2014/09/15 |OTRS 1.0 LPP
Manufacturer
name: Nets
Denmark A/S
Device model:
Nets PSAM PNC-2014-
Hardware 8.00.07 282
version: M10 (Nets PSAM) 12-02.00841.002.eaa
Software version (Nets PSAM)
for security 3.6.00
Point Transaction Atos YOMANI 90670000xx REV. |Non-SRED: application: (DK8111 14-08.00117.009 APACS 60.1/
Systems A/S Worldline [ XR/ML AC PCl103.02.14 4-30092 3.x 8.00.07 Nets Denmark A/S (Banksys)) (DK8111 (Banksys)) Stand-alone 2014/09/15 |OTRS 1.0 LPP
Swedbank Card Services
. . AB
ol liansaciion HiEs VOUAN  |STERESeREE | g 430092 [3x EVRY Card Services AB  |A05.02 (BKX) |11-08.00208.009.aaa  |ECR 2013/08/29 |SPDH3.1  [LPP 4.2 AN
Systems A/S Worldline | XR/ML Ax Point Transaction Services 033
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

[ Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCIPTS Al | Devi del: Softw: i T inal t
. Manufacturer |Terminal . Software version for ppr_ova EVice mode . HOST or HOSTs used for the ° ar_e verslf)n PCI SSC's PA-DSS Reference . E2EE Validation €rminato. ot minal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol

see * above] |Security Application:

Non-SRED:
QT68x01D,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
M268-70x-xx-xxn-3, |QT6B0015,
M268-73x-xx-xxn-3, |QT6B0016,
M268-74x-xx-xxn-3, |QT6B0017, Nets Norway AS Paypoint
Vx680 M268-76x-xx-xxn-3, |QT6B0018, 4-30053 3.x Point Transaction Services 5'01'18. 12-01'90482'004 ECR 2013/04/09 [SDI 2.7 1.1y3. Sofie
M268-77x-xx-xxn-3, |QT6B0019, AB (paypoint) (paypoint) 7.06
M268-78x-xx-xxn-3, |QT6B0101,
M268-79x-xx-xxn-3 |QT6B0102,
QT6B0103,
QT6B0104,
SRED:
QT680101,QT68
0102,
QT680103,
QT680104,
QT680109,

OTARGNING
Non-SRED:

QT68x01D,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
M268-70x-xx-xxn-3, |QT6B0015,
M268-73x-xx-xxn-3, |QT6B0016,
M268-74x-xx-xxn-3, |QT6B0017, Nets Norway AS

Vx680 M268-76x-xx-xxn-3, |QT6B0018, 4-30053 3.x Point Transaction Services 5‘01'“? 12'01'90482‘004 Stand-alone 2013/04/09 |SDI 2.7 n/a
M268-77x-xx-xxn-3, |QT6B0019, AB (paypoint) (paypoint)
M268-78x-xx-xxn-3, |QT6B0101,
M268-79x-xx-xxn-3 |QT6B0102,
QT6B0103,
QT6B0104,
SRED:
QT680101,QT68
0102,
QT680103,
QT680104,

QT680109,
OTRGEN1NA

Point Transaction VeriFone
Systems A/S Inc

Point Transaction VeriFone
Systems A/S Inc
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

[ Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCIPTS Al | Devi del: Softw: i T inal t
. Manufacturer |Terminal . Software version for ppr_ova EVice mode . HOST or HOSTs used for the ° ar_e verslf)n PCI SSC's PA-DSS Reference . E2EE Validation €rminato. ot minal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol

see * above] |Security Application:

Non-SRED:
QT68x01D,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
M268-70x-xx-xxn-3, |QT6B0015,
M268-73x-xx-xxn-3, |QT6B0016,
M268-74x-xx-xxn-3, |QT6B0017, Nets Norway AS Paypoint
Vx680 M268-76x-xx-xxn-3, |QT6B0018, 4-30053 3.x Point Transaction Services 5'02'01. 12-01'90482'005 ECR 2013-04-25 |SDI 2.7 1.1y3. Sofie
M268-77x-xx-xxn-3, |QT6B0019, AB (paypoint) (paypoint) 7.06
M268-78x-xx-xxn-3, |QT6B0101,
M268-79x-xx-xxn-3 |QT6B0102,
QT6B0103,
QT6B0104,
SRED:
QT680101,QT68
0102,
QT680103,
QT680104,
QT680109,

OTARGNING
Non-SRED:

QT68x01D,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
M268-70x-xx-xxn-3, |QT6B0015,
M268-73x-xx-xxn-3, |QT6B0016,
M268-74x-xx-xxn-3, |QT6B0017, Nets Norway AS

Vx680 M268-76x-xx-xxn-3, |QT6B0018, 4-30053 3.x Point Transaction Services 5‘02'01. 12'01'90482‘005 Stand-alone 2013-04-25 |n
M268-77x-xx-xxn-3, |QT6B0019, AB (paypoint) (paypoint)
M268-78x-xx-xxn-3, |QT6B0101,
M268-79x-xx-xxn-3 |QT6B0102,
QT6B0103,
QT6B0104,
SRED:
QT680101,QT68
0102,
QT680103,
QT680104,

QT680109,
OTRGEN1NA

Point Transaction VeriFone
Systems A/S Inc

Point Transaction VeriFone
Systems A/S Inc

a n/a
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

[ Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.ion.for :(;L::al C::iz\:‘azl a:‘r’:\::ar:‘:s:::sion: HOST or HOSTs used for the ?::twma;;/\g:;in PCI SSC's PA-DSS Reference " E2EE Validation Ter::::l fo Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Non-SRED:
QT820010,
QT820011,
QT820012,
QT820013,
q q q QT820014, Nets Norway AS Paypoint
g;'s':'e;':;s/gc“"” veriFone  |yxg20 M282I0XX0X | aTe20015, 440054 (3 Point Transaction Services fﬁgiﬂim) (1’)2;3;6?3382'005 ECR 2013-04-25 |SDI2.7 1.13, Sofie
QT820016, AB 7.06
SRED:
QT820104,
QT820106,
QT820107,
QT820109
Non-SRED:
QT820010,
QT820011,
QT820012,
QT820013,
. . . QT820014, Nets Norway AS
g;'s':'e;':;s/gc“"” veriFone  |yxg20 M2B2I00XX0X  aTe20015, 440054 |3 Point Transaction Services fﬁgiﬂim) (1’)2;3;6?3382'005 Stand-alone 2013-04-25 |n/a n/a
QT820016, AB
SRED:
QT820104,
QT820106,
QT820107,
QT820109
Manufacturer
name: Nets
Denmark A/S
Device model:
Nets PSAM PNC-2014-
Hardware 8.00.07 107
version: M10 (Nets PSAM) 12-02.00841.002.eaa
Software version (Nets PSAM)
for security 3.5.03
Point Transaction M252-7xx-xx-xx-xxx{ SRED: application: (DK8111 13-08.00117.008.aaa |ECR/ APACS 60.1/
Systems A/S VeriFone IndVx520 3 QT520120 4-30052 3.x 8.00.07 Nets Denmark A/S (VeriFone)) (DK8111 (VeriFone)) Stand-alone 2014/03/13 |OTRS 1.0 LPP
Manufacturer
name: Nets
Denmark A/S
Device model:
Nets PSAM PNC-2014-
Hardware 8.00.07 108
version: M10 (Nets PSAM) 12-02.00841.002.eaa
Software version (Nets PSAM)
M268-78x-xx-xx-  |SRED: for security 3.5.03
Point Transaction Xxxn-3, QT6B020, application: (DK8111 13-08.00117.008.aaa ECR/ APACS 60.1/
Systems A/S VeriFone In¢ Vx680 M268-77x-xx-xxn-3 |QT680120 4-30053 3.x 8.00.07 Nets Denmark A/S (VeriFone)) (DK8111 (VeriFone)) Stand-alone 2014/03/13 |OTRS 1.0 LPP
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 9 i Terminal to .
Terminal vendor nMaa"r‘tfactu e ':;:::al Hardware version: Z:zt:r’;;:\:;::izﬂ Approval Version: Hardware version: :gjz:: LRSElbsed e for Debit/Credit :CI S RS e e i E2EE ::::atm" host :z;"::‘::::l PNC Case ID
. . *[Number(s): [Expiry dates  |Software version for Application: . protocol
see * above] |Security Application:
Manufacturer
name: Nets
Denmark A/S
Device model:
Nets PSAM PNC-2014-
Hardware 8.00.07 109
version: M10 (Nets PSAM) 12-02.00841.002.eaa
Software version (Nets PSAM)
for security 3.5.03
Point Transaction VeriFone M282-X0X-XX.XXX-| SRED: application: (DK8111 13-08.00117.008.aaa  |ECR/ APACS 60.1/
Systems A/S Inc. Vx820 R-3 QT820120 4-40053 3.x 8.00.07 Nets Denmark A/S (VeriFone)) (DK8111 (VeriFone)) Stand-alone 2014/03/13 |OTRS 1.0 LPP
M252-6xX-XX-XXX3, QT520016 Swedbank Card Services
Point Transaction VeriFone M252-7xx-XX-XXX-3 (Gliner ar
Vx520 ' |CTLS), 4-30052 3.x EVRY Card Services AB V03.01 12-08.00208.011 Stand-alone 2012/07/09 |SPDH 3.1 n/a
Systems AB Inc M252-X5X-XX-XXX-3, . . N
M252-X7X-XXXXX-3 QT5G0103 Point Transaction Services
(GPRS+ethernet) AB
M252-6xX-XX-XXX3, QT520016 Swedbank Card Services
Point Transaction VeriFone M252-7xx-XX-XXX-3 (Gliner ar
Vx520 ' |CTLS), 4-30052 3.x EVRY Card Services AB V03.01 12-08.00208.011 ECR 2012/07/09 |SPDH 3.1 LPP 3.x
Systems AB Inc M252-X5X-XX-XXX-3, . . N
M252-X7X-XXXXX-3 QT5G0103 Point Transaction Services
(GPRS+ethernet) AB
QT6B0104 Swedbank Card Services
Point Transaction VeriFone (Il it (A
Systems AB T Vx680 M268-7xx-xx-xxn-3 |version), 4-30053 3.x EVRY Card Services AB V03.01 12-08.00208.011 Stand-alone 2012/07/09 |SPDH 3.1 n/a
QT680015 Point Transaction Services
(GPRS version) AB
QT6B0104 Swedbank Card Services
Point Transaction VeriFone (Il st (A
Systems AB T Vx680 M268-7xx-xx-xxn-3 |version), 4-30053 3.x EVRY Card Services AB V03.01 12-08.00208.011 ECR 2012/07/09 |SPDH 3.1 LPP 3.x
QT680015 Point Transaction Services
(GPRS version)
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference . E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Non-SRED:
QT820010,
QT820011,
QT820012,
QT820013,
QT820014,
QT820015,
QT820016,
SRED:
QT820104, )
QT820106. ivaedbank Card Services
Roingiereactcs VeriFone |/ 600 S RIE20{ 07 4-40054 (3 EVRY AB 101.02 13-07.00208.016 ECR 2014/02/18 |SPDH 3.1 |iPOS 3.1 2200
Systems AB Inc 3 QT820109, h . 027
Point Transaction Systems
QT820110, i
QT820111,
QT820112,
QT820113,
QT820120,
QT820121,
QT820201,
QT820240,
QT820340,
QT820301,
OTR2N242
Swedbank Card Services
) ' : AB
Pl SR VeriFone |y 820 M2B2300CXX XXX 1820015 4-40054 (3 EVRY Card Services AB  [V03.01 12-08.00208.011 ECR 2012/07/11 |SPDH3.1  |LPP 3.x
Systems AB Inc 3 . y Ny
Point Transaction Services
AB
Swedbank Card Services
) ' : AB
Pl SR VeriFone |y 820 M2B2300CXX XXX 1820015 4-40054 (3 EVRY Card Services AB  [101.01 12-08.00208.010 ECR 2012/07/09 |SPDH3.1  [iPOS 3.1
Systems AB Inc 3 . y Ny
Point Transaction Services
AB
Non-SRED:
QT830017,
SRED: Swedbank Card Services
) ' : QT830104, AB
Pl SR VeriFone |y 805 M283-70x-xx-xxx-3 |QT830106, 410107 [3x EVRY AB 101.02 13-07.00208.016 ECR 2014/02/18 |SPDH3.1  [iPOS 3.1 AL
Systems AB Inc . . 028
QT830109, Point Transaction Systems
QT830120, AB
QT830240,
QT830340
Swedbank Card Services
) ' : AB
Pl SR VeriFone |y 805 M283-70x-xx-xxx-3 |QT830017 410107 [3x EVRY Card Services AB  [V03.01 12-08.00208.011 ECR 2012/07/09 |SPDH3.1  |LPP 3.x
Systems AB Inc . y Ny
Point Transaction Services
Swedbank Card Services
) ' : AB
Pl SR VeriFone |y 805 M283-70x-xx-xxx-3 |QT830017 410107 [3x EVRY Card Services AB  [101.01 12-08.00208.010 ECR 2012/07/09 |SPDH3.1  [iPOS 3.1
Systems AB Inc . y Ny
Point Transaction Services
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

[ Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCIPTS Al | Devi del: Softw: i T inal t
. Manufacturer |Terminal . Software version for ppr_ova EVice mode . HOST or HOSTs used for the ° ar_e verslf)n PCI SSC's PA-DSS Reference . E2EE Validation €rminato. ot minal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol

see * above] |Security Application:

Non-SRED:
QT52E20M,
QT520006, QT52000D,
QT520007, QT520008,
QT520009, QT520011,
QT520012, QT5G0013,
QT520014, QT520015,
QT520016, QT5G0016,
QT5G0017, QT520017,
, SRED:

QT520101, QT520102,
QT520103, QT520104,
QT5G0101, QT5G0102,
QT5G0103, QT5G0104,
QT560105, QTSG0106,| 10 2x Point Transaction Systems AB,  |Point VxPC ver.
QT520105, QT520106, - Sweden i
QT520107, QT520108,
QT5G0109, QT520109,
QT520110, QT5G0110,
QT520111, QT5G0111,
QT520112, QT520120,
QT520121, QT5G0120,
QT5G0121, QT520240,
QT5G0240, QT5H0240,
QT520340, QT5G0340,
QT5H0340, QT520301

M252-6xx-xx-xxn-2, M252-|
7xx-xx-xxn-2, (online only)
Point International A/S VeriFone Inc | Vx520 M252-1xx-Xx-Xxn-2, (SP
version) M252-8xx-xx-xXn-
2

13-08.00859.001 ECR 2014/02/21 SPDH 3.1 LPP 3.x PNC-2014-059

Non-SRED: QT68x20T,
QT680006, QT680010,
QT680011, QT680012,
QT680013, QT680014,
QT680015, QT6B001S,
QT6B0016, QT6B0017,
QT6B0018, QT6B0019,
QT6B0101, QT6B0102,
QT6B0103, QT6B0104,
QT6B0105, SRED:
QT680101, QT680102,
QT680103, QT680104,
QT680106, QT680108,
QT680109, QT6G0109,
Point International A'S VeriFone Inc | Vx680 g;gz%zl‘ﬁ" %}ii%lllll; 420146 2x [, TR S EOAE, | [P O
QT6G0114, QT6G0115,
QT6B0120, QT6G0240,
QT680240, QT6B0240,
QT680340, QT6G0340,
QT6B0340, QT680301,
QT6B0301, QT6B0O121,
QT6B0122

13-08.00859.001 ECR 2014/02/21 SPDH 3.1 LPP 3.x PNC-2014-064

M268-7xX-XX-XXN-2
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

 Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. Manufacturer |Terminal . Software version for PCIPTS Appr_oval Device model: . HOST or HOSTs used for the Softwar_e vem?n PCI SSC's PA-DSS Reference E2EE Validation LI Terminal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o date: ECR Protcol
Number(s): [Expiry dates |Software version for Application: protocol
see * above] |Security Application:
Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM
Hardware version: 8.00.07 12-02.00841.002.ea ERC208110
M10 (Nets PSAM) (Nets PSAM)
Software version for
Non-SRED: PCI security application: 3.5.03 13-08.00117.007.aaa ECR/ APACS 60.1/
Point Transaction Systems A/S |Atos Worldline | YOMANI 90670000xx REV. AC  [02.02.12 4-30046 2. 8.00.07 Nets Denmark A/S (DK8111 (Banksys)) |(DK8111 (Banksys)) Stand-alone 2014/03/13 |OTRS 1.0 LPP
Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM
Hardware version: 8.00.07 12-02.00841.002.e3a (NG 2]
M10 (Nets PSAM) (Nets PSAM)
Software version for
Non-SRED: security application: 3.6.00 14-08.00117.009 APACS 60.1/
Point Ti Systems A/S |Atos Worldline | YOMANI 90670000xx REV. AC  |PCI 02.02.12 4-30046 2x 8.00.07 Nets Denmark A/S (DK8111 (DK8111 ECR 2014/09/15  |OTRS 1.0 LPP
Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM
Hardware version: 8.00.07 12-02.00841.002.e3a RRC 20128
M10 (Nets PSAM) (Nets PSAM)
Software version for
Non-SRED: security application: 3.6.00 14-08.00117.009 APACS 60.1/
Point Transaction Systems A/S |Atos Worldline | YOMANI 90670000xx REV. AC  |PCI 02.02.12 4-30046 2.x 8.00.07 Nets Denmark A/S (DK8111 (DK8111 Stand-al 2014/09/15  |OTRS 1.0 LPP
‘ ) ) 90670000xx Rev: 1 Swedbank Card $ervices AB
Point Transaction Systems A/S |Atos Worldline | YOMANI 9070000xx Rev: A ! 23.04.16 4-30046 2.x EVRY Card Services AB A05.02 (BKX) 11-08.00208.009.aaa ECR 2013/08/29  |SPDH 3.1 LPP 4.2 PNC-2013-032
. Point Transaction Services AB
Point Transaction Systems AS |Atos Worldine | YOMANI T Rev: N |week201a.14  |a-30046 2x e o A samicasan_|702.01 (Paypoint) |12:01.00482.005 ECR 2013-04-15  [spi12.7 R
Point Transaction Systems AS |Atos Worldine | YOMANI T Rev: N |week201a.14  |a-30046 2x e o A somicasan_|702.01 (Paypoint) |12:01.00482.005 Stand-alone 2013-04-15  [spi12.7 n/a
Non-
SRED:QT68x20T,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
QT6B0015,
Point Transaction Systems A'S |VeriFone Inc |Vx680 w268 Txcmonn2 (TR0 420146 2x e o A emicesan|P02.01 (paypoint) | 12-01.00482.005 (paypoint) |ECR 20130425 [sD127 RO
QT6B0018,
QT6B0019,
QT6B0101,
QT6B0102,
QT6B0103,

QT6B0104, , SRED:
QT680101,QT68010
2,QT680103,
QT680104,
QT680109
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor

2 - Point of Encryption POI

4-SAM-card

5 - Decryption HOST

Debit/Credit Application Information

Product Information

E2EE Reference

Protocol information

Case ID

Terminal vendor

Manufacturer
name:

Terminal
model:

Hardware version:

Software version for
Security Application:

PCIPTS
Approval

Number(s):

PCIPTS
Approval
Version:
[Expiry dates
see * above]

Manufacturer name:
Device model:
Hardware version:
Software version for
Security Application:

HOST or HOSTs used for the
product

Software version
for Debit/Credit
Application:

PCI SSC's PA-DSS Reference

E2EE Validation
date:

Terminal to
host
protocol

Terminal to
ECR Protcol

PNC Case ID

Point Transaction Systems A/S

VeriFone Inc

Vx680

M268-7xx-xx-xxn-2

Non-
SRED:QT68x20T,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
QT6B0015,
QT6B0016,
QT6B0017,
QT6B0018,
QT6B0019,
QT6B0101,
QT6B0102,
QT6B0103,
QT6B0104, , SRED:
QT680101,QT68010
2, QT680103,
QT680104,
QT680109

4-20146

2x

Nets Norway AS
Point Transaction Services AB

5.02.01 (paypoint)

12-01.00482.005 (paypoint)

Stand-alone

2013-04-25

Point Transaction Systems A/S

VeriFone Inc

Vx820

M282-X0X-XX-XXX-R-3,
M282-X0X-XX-XXX-2

Non-SRED:
QT820004,
QT820010,
QT820011,
QT820012,
QT820013,
QT820014,
QT820015,
QT820016, SRED:
QT820104,
QT820106,
QT820107,
QT820109

4-40053

2x

Nets Norway AS
Point Transaction Services AB

5.02.01 (paypoint)

12-01.00482.005 (paypoint)

ECR

2013-04-25

Paypoint 1.13,

Sei2y Sofie 7.06

Point Transaction Systems A/S

VeriFone Inc

Vx820

M282-X0X-XX-XXX-R-3,
IM282-X0X-XX-XXX-2

Non-SRED:
QT820004,
QT820010,
QT820011,
QT820012,
QT820013,
QT820014,
QT820015,
QT820016, SRED:
QT820104,
QT820106,
QT820107,
QT820109

4-40053

2x

Nets Norway AS
Point Transaction Services AB

5.02.01 (paypoint)

12-01.00482.005 (paypoint)

Stand-alone

2013-04-25

S

n/ n/a

Point Transaction Systems A/S

VeriFone Inc

Vx680

M268-7xx-xx-xxn-2

SRED:QT68x20T,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
QT6B0015,
QT6B0016,

4-20146

2x

Nets Norway AS
Point Transaction Services AB

5.01.18 (paypoint)

12-01.00482.004 (paypoint)

Stand-alone

2013/04/09

SDI2.7 nla
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCIPTS Al | Devi del: Softw: i T inal t
. Manufacturer |Terminal . Software version for ppr_ova EVice mode . HOST or HOSTs used for the ° ar_e versn.sn PCI SSC's PA-DSS Reference . E2EE Validation €rminato. ot minal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol

see * above] |Security Application:

Non-
SRED:QT68x20T,
QT680006,
QT680010,
QT680011,
QT680012,
QT680013,
QT680014,
QT680015,
QT6B0015,
QT6B0016,

Point Transaction Systems A/S |VeriFone Inc  Vx680 IM268-7 xx-XX-XxN-2 QT6B0017, 4-20146 2x
QT6B0018,
QT6B0019,
QT6B0101,
QT6B0102,
QT6B0103,
QT6B0104, , SRED:
QT680101,QT68010
2, QT680103,
QT680104,
QT680109,
QT6G0109

Nets Norway AS
Point Transaction Services AB

Paypoint 1.13,

5.01.18 (paypoint)  [12-01.00482.004 (paypoint) |ECR 2013/04/09 [sDI2.7 B

Atos Worldine 90670000xx rev. A S S S D A
Point Transaction Systems AB SA ‘Yomani L PCI102.02.12 4-30046 2x EVRY Card Services AB A05.01 11-08.00208.009 ECR 2012/06/01 SPDH 3.1 LPP 4.x

ST € Point Transaction Services AB
M2 G2 | ar520016 (ethernet Swedbank Card Services AB
Point Transaction Systems AB |VeriFone Inc  |Vx520 g + CTLS), QT5G0103 |4-30050 2x EVRY Card Services AB V03.01 12-08.00208.011 Stand-alone 2012/07/09 |SPDH 3.1 nla

M252-1xx-30x-x0n-2, 5
M252-BX-0X3KN-2. (GPRS+ethernet) Point Transaction Services AB

M252-6xx-xx-3xN-2, 9
M252-7 303030012, Q1520016 (ethernet Swedbank Card Services AB

Point Transaction Systems AB | VeriFone Inc  [Vx520 ’ + CTLS), QT5G0103 [4-30050 2x EVRY Card Services AB V03.01 12-08.00208.011 ECR 2012/07/09  |SPDH 3.1 LPP 3.x

NaSabocacon 2. |(GPRStethemet) Point Transaction Services AB
QT6B0104

(WiFi/Bluetooth
version), QT680015
(GPRS version)
QT6B0104
(WiFi/Bluetooth
version), QT680015
(GPRS version)
Non-SRED:
QT820004,
QT820010,
QT820011,
QT820012,
QT820013,
QT820014,
QT820015,
QT820016

SRED: QT820104,
QT820106,

Swedbank Card Services AB
M282-X0X-XX-XXX-R-3,|QT820107,
M282-XOX-XX-XXX-2 |QT820109, 4-40053 2.x EVRY AB 101.02 13-07.00208.016 ECR 2014/02/18  |SPDH 3.1 iPOS 3.1 PNC-2014-026

QT820110, Point Transaction Systems AB

QT820111,
QT820112,
QT820113,
QT820120,
QT820121,
QT820201,
QT820240,
QT820340,
QT820301,
Q1820242

Swedbank Card Services AB
4-20146 2.x EVRY Card Services AB V03.01 12-08.00208.011 Stand-alone 2012/07/09  |SPDH 3.1 n/a
Point Transaction Services AB

Point Transaction Systems AB |VeriFone Inc  |Vx680 M268-7x%-Xx-Xxn-2

Swedbank Card Services AB
4-20146 2x EVRY Card Services AB V03.01 12-08.00208.011 ECR 2012/07/09  |SPDH 3.1 LPP 3.x
Point Transaction Services AB

Point Transaction Systems AB |VeriFone Inc  |Vx680 M268-7x¢-xx-Xxn-2

Point Transaction Systems AB |VeriFone Inc  |Vx820
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer [Terminal Hardware version: Softw.are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference . E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Swedbank Card Services AB
Point Transaction Systems AB | VeriFone Inc  (Vx820 mggg:igi:x:%:?’a QT820015 4-40053 2x EVRY Card Services AB V03.01 12-08.00208.011 ECR 2012/07/11 SPDH 3.1 LPP 3.x
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB |VeriFone Inc  (Vx820 mggg:igi:x:%:?’a QT820015 4-40053 2x EVRY Card Services AB 101.01 12-08.00208.010 ECR 2012/07/09  |SPDH 3.1 iPOS 3.1
Point Transaction Services AB
Samport Payment Samport Payment Services AT L,
port Fay Ingenico  [iCT220 ICT2xx-11Txxxxx 820365 VO2.xx 420196 [3.x port Pay 100 (SP900)  |13-08.00794.002 ECR 2013/03/13 |SPDH3.1  [Host2T 2.,
Services AB AB Sharp 1.0
gzsf’c"er; iasyme”’ Ingenico  |iCT220 iCT2xx-11Txxxxx  |820365 V02.xx |4-20196  |3.x ig’"p"” Payment Services |14 (spgg0)  [13-08.00794.002 Stand-alone 2013/03/13 |SPDH3.1  [n/a
gzsf’c"er; iasyme”’ Ingenico  |iCT220 iCT2xx-11Txxxxx  |820365 V02.xx |4-20196  |3.x ig’"p"” Payment Services |10 (spgg0)  [13-08.00794.002.aaa  |ECR 2014/112/15 |SPDH3.1  [Host2T 2.2 PNi‘:;m'
S e Ingenico  |iCT220 iCT2xx-11Txxxxx  |820365 V02.xx |4-20196  |3.x Samport Payment Services |43 pgng)  (13-08.00794.002.aaa  |Stand-alone 2014/12/15 |SPDH3.1  [n/a (AN
Services AB AB 457
Samport Payment Samport Payment Services AT L,
port Fay Ingenico  [iCT250 ICT2xx-11Txxxxx 820365 VO2.xx 420196 [3.x port Pay 100 (SP900)  |13-08.00794.002 ECR 2013/03/13 |SPDH3.1  [Host2T 2.,
Services AB AB Sharp 1.0
gzsf’c"er; iasyme”’ Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365 VO2.xx |4-20196  |3.x ig’"p"” Payment Services |14 (spgg0)  [13-08.00794.002 Stand-alone 2013/03/13 |SPDH3.1  [n/a
gzsf’c"er; iasyme”’ Ingenico  |iCT250 iCT2xx-11Txxxxx  |820365 V02.xx |4-20196  |3.x ig’"p"” Payment Services |10 (spgg0)  [13-08.00794.002.aaa | Stand-alone 2014/12/15 |SPDH3.1  [n/a PNi‘:g”'
S e Ingenico |IPP350 IPP3xx-11Txocx  |820365V02.xx  |4-20184  |3.x Samport Payment Services |4, pgog)  {13-08.00794.002 ECR 2013/03/13 |spDH 3.1 [HOST 19
Services AB AB Sharp 1.0
S e Ingenico  |IPP350 IPP3xx-11Txxxxx  |820365V02.xx  |4-20184  |3.x Samport Payment Services |43 pgog)  [13-08.00794.002.aa |ECR 2014/112/15 |SPDH3.1  [Host2T 2.2 AN
Services AB AB 460
Samport Payment Samport Payment Services AT L,
port Fay Ingenico  |IWL250 IWL2xx-01Txxxxx 820365V02.xx  [4-20181 3. port Pay 100 (SP900)  |13-08.00794.002 ECR 2013/03/13 |SPDH 3.1 [Host2T 2.,
Services AB AB Sharp 1.0
gzsf’c"er; iasyme”’ Ingenico  |IWL250 IWL2xx-01Txxxxx |820365V02.xx  [4-20181 3x ig’"p"” Payment Services |14 (spgg0)  [13-08.00794.002 Stand-alone 2013/03/13 |SPDH3.1  [n/a
gzsf’c"er; iasyme”’ Ingenico  |IWL250 IWL2xx-01Txxxxx |820365V02.xx  [4-20181 3x ig’"p"” Payment Services |10 (spgg0)  [13-08.00794.002.aaa  |ECR 2014/112/15 |SPDH3.1  [Host2T 2.2 PNi'gf”'
S e Ingenico  |IWL250 IWL2xx-01Txxxxx |820365V02.xx  [4-20181 3x Samport Payment Services |43 pgng)  [13-08.00794.002.aaa  |Stand-alone 2014/12/15 |SPDH3.1  [n/a (AN
Services AB AB 464
Samport Payment Samport Payment Services AT L,
port Fay Ingenico  |IWL280 IWL2xx-11Txxxxx  [820365V02.xx  [4-20179 3. port Pay 100 (SP900)  |13-08.00794.002 ECR 2013/03/13 |SPDH3.1  [Host2T 2.,
Services AB AB Sharp 1.0
gzsf’c"er; iasyme”’ Ingenico  |IWL280 IWL2xx-11Txxxxx |820365V02.xx  |4-20179  |3.x ig’"p"” Payment Services |14 (spgg0)  [13-08.00794.002 Stand-alone 2013/03/13 |SPDH3.1  [n/a
gzsf’c"er; iasyme”’ Ingenico  |IWL280 IWL2xx-11Txxxxx |820365V02.xx  |4-20179  |3.x ig’"p"” Payment Services |10 (spgg0)  [13-08.00794.002.aaa  |ECR 2014/112/15 |SPDH3.1  |Host2T 2.x2 PN%Z:”'
S e Ingenico  |IWL280 IWL2xx-11Txxxxx  |820365V02.xx  |4-20179  |3.x Samport Payment Services |43 pgng)  (13-08.00794.002.aaa  |Stand-alone 2014/112/15 |SPDH3.1  [n/a (AN
Services AB AB 465
— SRED (CTLS):
Computer Rl Host2T,
S e Technology |S300 S300-abc-dx3-Oxxx |21 XXXy 4gn04 I3y Samport Payment Services |44, p100)  |14-08.00794.003 ECR 201411110 |SPDH3.1  |Sharp AN
Services AB xx (Boot 1.0.0 AB 466
(Shenzhen) 2, 1.0
S PED 001),
3.02.xx
— SRED (CTLS):
Computer Rl Host2T,
S e Technology |S300 S300-abc-dx3-Oxxx |21 XXXy 4504 I3y Samport Payment Services |44, p100)  {14-08.00794.003 Stand-alone 2014/11/10 |SPDH3.1  |Sharp AN
Services AB xx (Boot 1.0.0 AB 466
(Shenzhen) 2, 1.0
S PED 001),
3.02.xx
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference " E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
_— SRED (CTLS):
Computer Aol Host2T,
SemTEEn A Technology |S800 S800-abc-dx3-Oxxx |21 XXX Ny 408 (34 Samport Payment Services |44, sp10g)  {14-08.00794.003 ECR 2014/11/10 |SPDH 3.1 [Sharp BlC,200
Services AB xx (Boot 1.0.0 AB 467
(Shenzhen) 2, 1.0
T PED 001),
3.02.xx
— SRED (CTLS):
Computer Fellm Host2T,
S PRI Technology [S900 S000-abe-dx3-Oxxx |21 IX XXX Ny 4089 3y Samport Payment Services |4, (sp1gg) | 14-08.00794.003 ECR 2014/11/10 |SPDH 3.1 |Sharp FNCAT-
Services AB xx (Boot 1.0.0 AB 468
(Shenzhen) 2x,1.0
e PED 001),
3.02.xx
— SRED (CTLS):
Computer Fellm Host2T,
S PR Technology [S900 S900-abe-dx3-Oxxx |21 IX XXX Ny 4089 [y Samport Payment Services |4, (sp1gg) | 14-08.00794.003 Stand-alone 2014/11/10 |SPDH 3.1 |Shamp FNCAT-
Services AB xx (Boot 1.0.0 AB 468
(Shenzhen) 2x,1.0
e PED 001),
3.02.xx
Host2T 1.9,
'Samport Payment Services AB |Ingenico ICT220 ICT2xx-01Tx000x 820365V02.xx 4-20106 2x ‘Samport Payment Services AB 100 (SP900) 13-08.00794.002 ECR 2013/03/13  |SPDH 3.1 Host2T 2.x,
|Sharp 1.0
'Samport Payment Services AB |Ingenico ICT220 ICT2xx-01Tx000x 820365V02.xx 4-20106 2x ‘Samport Payment Services AB 100 (SP900) 13-08.00794.002 Stand-alone 2013/03/13 |SPDH 3.1 n/a
'Samport Payment Services AB |Ingenico ICT220 1CT2xx-01Txoooex 820365V02.xx 4-20106 2.x Samport Payment Services AB 103 (SP900) 13-08.00794.002.aaa ECR 2014/12/15 | SPDH 3.1 Host2T 2.2 PNC-2014-456
'Samport Payment Services AB |Ingenico ICT220 1CT2xx-01Txoooex 820365V02.xx 4-20106 2x Samport Payment Services AB 103 (SP900) 13-08.00794.002.aaa Stand-alone 2014/12/15 | SPDH 3.1 n/a PNC-2014-456
'Samport Payment Services AB |Ingenico iPP320 1PP3xx-01Tx000 820365 V02.xx 4-20142 2x Samport Payment Services AB 100 (SP900) 13-08.00794.002 ECR 2013/03/13 |SPDH 3.1 gs::fq 109
'Samport Payment Services AB |Ingenico iPP320 IPP3xx-01Tx00x 820365 V02.xx 4-20142 2.x Samport Payment Services AB 103 (SP900) 13-08.00794.002.aaa ECR 2014/12/15 | SPDH 3.1 I;ostZT 22 PNC-2014-459
'Samport Payment Services AB |Ingenico IWL220 IWL2xx-01 Txooox 820365 V02.xx 4-20161 2x Samport Payment Services AB 100 (SP900) 13-08.00794.002 ECR 2013/03/13 |SPDH 3.1 gs::fq 109
'Samport Payment Services AB |Ingenico IWL220 IWL2xx-01 Txoo0x 820365 V02.xx 4-20161 2x Samport Payment Services AB 100 (SP900) 13-08.00794.002 Stand-alone 2013/03/13  |SPDH 3.1 n/a
'Samport Payment Services AB |Ingenico IwWL220 IWL2xx-01 Txooox 820365 V02.xx 4-20161 2.x Samport Payment Services AB 103 (SP900) 13-08.00794.002.aaa ECR 2014/12/15 | SPDH 3.1 Host2T 2.2 PNC-2014-463
'Samport Payment Services AB |Ingenico IwWL220 IWL2xx-01 Txooox 820365 V02.xx 4-20161 2x Samport Payment Services AB 104 (SP900) 13-08.00794.002.aaa Stand-alone 2014/12/15 | SPDH 3.1 n/a PNC-2014-463
et V1.0, VEGA3000- |SRED (Non
. . HW-V1.1, CTLS) : VPO13, . . EMV Suite MPJ . PNC-2018-
Seita Technologies Oy Ezctlir:glogy Vega3000 VEGA3000-HW-1.2 [SRED (CTLS): 3.x Seita Technologies oy 12.1x 17-08.01038.002.aaa ECR 2018/02/27 v13.04 ECRSuite 044
) (CTLS) 1.0.1.1 4-40101
et V1.0, VEGA3000- |SRED (Non
. . HW-V1.1, CTLS) : VPO13, . . EMV Suite MPJ PNC-2018-
Seita Technologies Oy Ezctlir:glogy Vega3000 VEGA3000-HW-1.2 [SRED (CTLS): 3.x Seita Technologies oy 12.1x 17-08.01038.002.aaa  |Stand-alone 2018/02/27 v13.04 N/A 044
) (CTLS) 1.0.1.1 4-40101
. . Atos . . . 1.0.0.x
Six Payments Services Worldline YOMANI 90700x00xx Rev: 03.02.14D 4-30002 Dz Six Payments Services (Integra 14-08.00689.006 ECR 2014/10/07 SIXML SIXML PNC-2014-
Luxembourg SA XR/ML Ax Luxembourg SA > v2.0.0 v2.0.0 297
|SA |terminal)
90700x00xx Rev:
Atos X 1.0.1.x
Six Payments Services " YOMANI 90700x00xx Rev: Six Payments Services L SIXML SIXML PNC-2015-
Luxembourg SA Worldline XRIML Bx 03.02.14D 4-30092 3.x Luxembourg SA (Integra 14-08.00689.006.aaa |[ECR 2015/10/19 v2.0.0 v2.0.0 322
SA terminal)
90760x00xx Rev:
Cx
SRED (Non ECR
. 1CT220, . CTLS): PayEx ECR PNC-2018-
Swedbank PayEx AB Ingenico \CT250 iCT2xx-11Txxxxx 820528v02.x 4-20196 3.x PayEx 1.1.x 18-08.01090.002 Stand-alone 2018/11/14 |SDI 3.0 10 230
820073v01.xx
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

[ Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. Manufacturer |Terminal y Software version for PCIPTS Appr_oval LTI Y . HOST or HOSTs used for the Softwar_e vem?n PCI SSC's PA-DSS Reference E2EE Validation el D Terminal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
SRED (Non
. IWL220, CTLS): PayEx ECR PNC-2018-
Swedbank PayEx AB Ingenico WL250 IWL2xx-01 Txxxxx 820073v01.xX 4-20181 3.x PayEx 1.1.x 18-08.01090.002 Stand-alone 2018/11/14 |SDI 3.0 10 231
820528v02.xx
SRED (CTLS):
820365v02.xx
IPP310. 820305v02.xx
Swedbank PayEx AB Ingenico  |IPP320, IPP3xx-11TxxXXxX SRR S22 4-20184 3.x PayEx 1.1.x 18-08.01090.002 ECR 2018/11/14 |SDI 3.0 FEYELEER IRNEAVE-
|PP350 SRED (Non 1.0 229
! CTLS):
820375v01.xx
820554v01.xx
iMP3xx-01 Txxxxx |SRED (Non
Swedbank PayEx AB Ingenico  |iSMP iMP3x0-01 Txxxxx [CTLS): 4-20183 3.x PayEx 1.1.x 18-08.01090.002 ECR 2018/11/14 |SDI 3.0 :’aoyEx e PNC2'225018'
iMP3x2-01 Txxxxx_|820528v02.xx i}
MPT 6xx (MPT600
y Thyron GPRS, MPT610 Wifi, . TechPay
oohnical Payment Solutions s tems B <erias |MPT 615 Wifiand 6.0.7 (SecureCom)  [4-60027 2x s 1.2.8 12-08.00739.001 ECR 2012/10/01  [SPDH 3.1 TechLink MPT-
Limited Mifare, MPT625 GRPS, 10007 1.2
Mifare and bluetooth)
MPT 6xx (MPT600
5 Thyron GPRS, MPT610 Wifi, 3
Technical Payment Solutions g ioms  |PAYCel  IupTeisWiiand (607 (SecureCom) [4-60027 2x SredbanliCapdS oo AE I T2Ts 12-08.00739.001 Stand-alone 2012/10/01  [SPDH 3.1 na
AB MPT600 series |, . EVRY Card Services AB
Limited Mifare, MPT625 GRPS,
Mifare and bluetooth)
90670000xx Rev: 1, Mo e
Verifone Baltic SIA |Atos Worldline | YOMANI 90670000xx Rev: A, |22.44.xx 4-30046 2.x ! Gard Services AB BKX A06.01.xx 16-08.00582.013 ECR 2016/04/22 |SPDH 3.x LPP 4.2 PNC-2016-099
90670000xx Rev: A.x
M252-Gx0c00x00-2, Point VxPC ver.
Verifone Baltic SIA VeriFone Inc  |Vx520 M252-7 506303012, Q1520240 4-30050 2.x Verifone Inc. ; . 15-08.00582.010 Stand-alone 2016/05/12  |SPDH 3.1 PNC-2016-121
F02.01.50
M252-8xx-XX-3xN-2.
" ; M268-778-14-EUF-2, |QT680240, § Point VxPC ver. AirPay 3.x —
Verifone Baltic SIA VeriFone Inc  |Vx680 M268.778.CA.EUF-2 | QT6B0240 4-20146 2.x Verifone Inc. F02.01 5000 15-08.00582.010 ECR 2016/05/12  |SPDH 3.1 Restaurant 1.x PNC-2016-116
" ; M268-778-14-EUF-2,  |QT680240, § Point VxPC ver. —
Verifone Baltic SIA VeriFone Inc  |Vx680 M268.778.CA.EUF-2 | QT6B0240 4-20146 2.x Verifone Inc. F02.01 5000 15-08.00582.010 Stand-alone 2016/05/12  |SPDH 3.1 PNC-2016-115
n LPP 3.xand 4.x
Verifone Baltic SIA VeriFone Inc  |Vx820 M282-X0X-XX-Xxx-2 | 21820240, 4-40054 2.x Verifone Inc. RENVERUTR 15-08.00582.010 ECR 2016/05/12  [SPOH 3.1 PayPoint 1.15 PNC-2016-110
Q1820244 F02.01.50 1SO 8583 '
MUiPOINT 4.x
Manufacturer
name: Nets
Denmark A/S
Device model:
Nets PSAM PNC-2016-
Hardware 8.20.xx 107
version: M10 (Nets PSAM) 15-02.00641.003
Software version (Nets PSAM)
for security 3.7.x
Atos YOMANI 90670000xx REV. |Non-SRED: application: (DK8111 15.08.00117.011
Verifone Worldline | XR/ML Bx PCl1 03.02.14 4-30092 3.x 8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys)) Stand-alone 2016/06/14 |OTRS 1.0  |LPP 3.x
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

[ Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.ion.for :(;L::al C::iz\:‘azl a:‘r’:\::ar:‘:s:::sion: HOST or HOSTs used for the ?::twma;;/\g:;in PCI SSC's PA-DSS Reference " E2EE Validation Ter::::l fo Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Manufacturer
name: Nets
Denmark A/S
Device model:
Nets PSAM PNC-2016-
Hardware 8.20.xx 107
version: M10 (Nets PSAM) 15-02.00641.003
Software version (Nets PSAM)
for security 3.7.x
Atos YOMANI 90670000xx REV. |Non-SRED: application: (DK8111 15.08.00117.011
Verifone Worldline [ XR/ML Bx PCl1 03.02.14 4-30092 3.x 8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys)) ECR 2016/06/14 |OTRS 1.0 LPP 3.x
Manufacturer
name: Nets
Denmark A/S
Device model:
Verifone X}i”':""e VX520 M252-7xx-xx-xxx-3 |QT520120 430052 [3x ﬂ::z;:,:M o PN%ZSO e
version: M10 (Nets PSAM) 15-02.00641.003
Software version (Nets PSAM)
for security 3.7.x
application: (DK8111 15.08.00117.011
8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys))  |ECR 2016/06/14 |OTRS1.0 |LPP 3.x
Manufacturer
name: Nets
Denmark A/S
Device model:
Verifone X::"F""e Vx520 M252-7xx-xx-xxx-3 |QT520120 430052 [3x ﬂj‘,jjfrg‘”' 8.20.xx PN‘igg fie-
version: M10 (Nets PSAM) 15-02.00641.003
Software version (Nets PSAM)
for security 3.7.x
application: (DK8111 15.08.00117.011
8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys)) _|Stand-alone 2016/06/14 |OTRS1.0 |LPP 3.x
Manufacturer
name: Nets
Denmark A/S
8%28152 Device model:
) VeriFone M268-77x-xx-xxn-3, D Nets PSAM PNC-2016-
Verifone o V680 Mot i gggg:g?, 4-30053 3.x Hardware 8.20.xx e
0 version: M10 (Nets PSAM) 15-02.00641.003
QT6B0122, Software version (Nets PSAM)
for security 3.7.x
application: (DK8111 15.08.00117.011
8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys))  |Stand-alone 2016/06/14 |OTRS1.0 |LPP 3.x
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* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.ion.for :(;L::al C::iz\:‘azl a:‘r’:\::ar:‘:s:::sion: HOST or HOSTs used for the ?::twma;;/\g:;;n PCI SSC's PA-DSS Reference E2EE Validation Ter::::l fo Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Manufacturer
name: Nets
Denmark A/S
g?sgggg Device model:
. VeriFone M268-77x-xx-xxn-3, ’ Nets PSAM PNC-2016-
Verifone b Vx680 M2E8Treoona, | QT6B0120, 4-30053 3.x Hardware 5.20.x% T
QT6B0O121, version: M10 (Nets PSAM)  |15-02.00641.003
QTeB0122, Software version (Nets PSAM)
for security 3.7.x
application: (DK8111 15.08.00117.011
8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys))  |ECR 2016/06/14 |OTRS1.0 |LPP 3.x
M260-x1x-XX-XXX-3,
M260-x5x-xx-xxx-3 Manufacturer
name: Nets
Denmark A/S
8%2852? Device model:
Verifone X}i”':""e VX690 QT690262, 430128 [3x ﬂ::z;:,:M o PNigeo e
QT690263, version: M10 (Nets PSAM) | 15-02.00641.003
QT690264 Software version (Nets PSAM)
for security 3.7.x
application: (DK8111 15.08.00117.011
8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys))  |ECR 2016/06/14 |OTRS1.0 |LPP 3.x
M260-x1X-XX-XXX-3,
M260-X5X-XX-XXX-3 Manufacturer
name: Nets
Denmark A/S
g?sgggg? Device model:
Verifone :fc"':""e VX690 QT690262, 430128 [3x :z:zxasr:M 8.20.xx PN‘igg fie-
QT690263, version: M10 (Nets PSAM) ~ |15-02.00641.003
Q1690264 Software version (Nets PSAM)
for security 3.7.x
application: (DK8111 15.08.00117.011
8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys)) _|Stand-alone 2016/06/14 |OTRS1.0 |LPP 3.x
Manufacturer
name: Nets
Denmark A/S
Device model:
Verifone X}i”':""e Vx820 ?ZSZ'XXX'XX'XXX' Q1820120 4-40054 (3 ﬂ::z;:,:M o PNigf e
version: M10 (Nets PSAM) 15-02.00641.003
Software version (Nets PSAM)
for security 3.7.x
application: (DK8111 15.08.00117.011
8.20.03 Nets A/S (Banksys)) (DK8111 (Banksys))  |ECR 2016/06/14 |OTRS1.0 |LPP 3.x
VT TUTaCTuTeT .20 TO-UZ-UUCH T-UUS
Verifone X}i”':""e V820 ?ZSZ'XXX'XX'XXX' Q1820120 4-40054 (3 Binr::w'?f f:,s A Lt PNC12.24°16'
Device model: Nets A/S 3.7.x 15.08.00117.011 Stand-alone 2016/06/14 |OTRS 1.0 LPP 3.x
90700x00xx Rev: Verifone Inc.
Verifone Baltic SIA o . ORI Ax, 90700x00xx S 4-30092 3.x Swedbank Card Services BKX A06.01.xx |16-08.00582.013 ECR 2016/04/22 |SPDH 3.x LPP 4.2 IRNEAV-
Worldline | XR/ML 24.43.xx 098

Rev: Bx

AB
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 i Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference " E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Verifone Baltic SIA veriFone 520 M252 003003, | 7520240 430052 [3.x Verifone Inc. Point VXPC ver. | 15 5g.00582.010 Stand-alone 2016/05/12 [SPDH 3.1 PNC-2016-
Inc M252-7xx-XX-XXX-3 F02.01.xxx 120
VeriFone M252-Bxx-xx-xxx-3, |21 020240, Point VXPC ver. PNC-2018-
Verifone Baltic SIA (s Vx520 M252-7xX-XXXXX-3 SX'I)'(yyOSOO.xxxxx 4-30052 3.x Verifone Inc. F02.01.xxX 15-08.00582.010.aaa  |Stand-alone 2016/05/12 |SPDH 3.1 066
VeriFone QT650253 Point VXPC ver. [l & PNC-2016-
Verifone Baltic SIA Vx675 M265-xxX-XX-XXX-3 ’ 4-10116 3.x Verifone Inc. * |15-08.00582.010 ECR 2016/05/12 |SPDH 3.1 Restaurant
Inc QT650240 F02.01.xxx o 119
" . VeriFone QT650253, N Point VxPC ver. PNC-2016-
Verifone Baltic SIA [inc Vx675 M265-xxX-XX-XXX-3 QT650240 4-10116 3.x Verifone Inc. F02.01.50K 15-08.00582.010 Stand-alone 2016/05/12 |SPDH 3.1 118
QT650253, AirPay 3.x
Verifone Baltic SIA VeriFone |y, 675 M265 -3 | 21650240, 410116 [3.x Verifone Inc. Point VXPC ver. | 15.08.00582.010.0aa  |ECR 2018/03/14 [SPDH3.1  [Restaurant abC:200Ss
Inc QTyy0500.xxxxX F02.01.xxx o 068
XXX '
QT650253,
Verifone Baltic SIA VeriFone |y, 675 M265 -3 | 21650240, 410116 [3.x Verifone Inc. Point VXPC ver. | 15.08.00582.010.aaa  |Stand-alone 2018/03/14 [SPDH 3.1 abC:200Ss
Inc QTyy0500.xxxxX F02.01.xxx 068
XXX
M268-70x-xx-xxn-3,
M268-73x-xx-xxn-3,
M268-74x-xx-xxn-3,
M268-76x-xx-xxn-3,
. M268-77x-xx-xxn-3, | QT680240, Verifone Inc. o AirPay 3.x
Verifone Baltic SIA VeriFone 80 M268-78x-xx-xxn-3, |QT6B0240,  [4-30053 |3 Swedbank Card Services |Lont YXPC VeT- 45 05 00582.010 ECR 2016/05/12 [SPDH 3.1 [Restaurant PNC-2016-
Inc F02.01.xxx 117
M268-79x-xx-xxn-3, AB 1.x
M268-77x-XX-XXX-~
3B, M268-72x-xx-
XXX-3, M268-72x-Xx-|
xxx-3B
M268-70x-xx-xxn-3,
M268-73x-xx-xxn-3,
M268-74x-xx-xxn-3,
M268-76x-xx-xxn-3,
. M268-77x-xx-xxn-3, | QT680240, Verifone Inc. .
Verifone Baltic SIA VeriFone |y, 680 M268-78x-xx-xxn-3, |QT6B0240, 4-30053  [3.x Swedbank Card Services POt VXPC Ve 45,08 60582 010 Stand-alone 2016/05/12 [SPDH 3.1 PNC-2016-
Inc F02.01.xxx 114
M268-79x-xx-xxn-3, AB
M268-77x-XX-XXX-
3B, M268-72x-xx-
XXX-3, M268-72x-xx-
xxx-3B
M268-778-14-EUF- |QT680240 q q
. ! Verifone Inc. . AirPay 3.x
. . VeriFone 3, QT6B0240, q Point VxPC ver. PNC-2018-
Verifone Baltic SIA T Vx680 M268-778-C4-EUF- | QTyy0500.0000¢ 4-30053 3.x ivaedbank Card Services F02.01.xxx 15-08.00582.010.aaa  |ECR 2018/03/14 |SPDH 3.1 1R()e(stauram 070
3 XXX -
M268-778-14-EUF- |QT680240, q
VeriFone 3 QT6B0240, pertoneine: Point VxPC ver. PNC-2018-
Verifone Baltic SIA T Vx680 M268-778-C4-EUF- | QTyy0500.0000¢ 4-30053 3.x ivaedbank Card Services F02.01.xxx 15-08.00582.010.aaa  [Stand-alone 2018/03/14 |SPDH 3.1 070
3 XXX
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* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer Ter;mlrlml Hardware version: :oftw'areAver:mrt\.for. Approval Version: Hardware version: HOS;[ otr LRSElbsed e for Debit/Credit ECLSSCE R DSSREf Sce E2EE ;Iatlu?anon host :(e::?":“:tl tc; PNC Case ID
name: modek ecurity Application: Number(s): [Expiry dates  |Software version for produc Application: ate: protocol roteo!
see * above] |Security Application:
M260-X1X-XX-XXX-3,
M260-X5X-XX-XXX-3,
M260-X1X-XX-XXX~ QT850253
VeriFone 38, M2BOXoxxx | QTe50240. Point VxPC ver. (i PNC-2016-
Verifone Baltic SIA Vx690 xxx-3B, M260-x1x- ’ 4-30128 3.x Verifone Inc. " [15-08.00582.010 ECR 2016/05/12 [SPDH 3.1 |Restaurant
Inc xx-xxx-3C, QTyy0500.xxxxX F02.01.xxx 1x 113
M260-x5x-xx-xxx-  [XX
3C
M260-X1X-XX-XXX-3,
M260-Xx5x-XX-XXX-3,
M260-x1X-XX-XXX~
) 3B, M260-x5x-xx- | QT650253, ‘
Verifone Baltic SIA VeriFone |\, 690 x00c-38, M260-x1x- |AT650240, 4-30128 (3 Verifone Inc. Point VXPC ver. |15 g 00582.010 Stand-alone 2016/05/12 |SPDH 3.1 PGS
Inc XX-XXX-3C, QTyy0500.xxxXX F02.01.xxx 112
M260-x5x-Xxx-xxx-  [X*¥X
3C
M260-X1X-XX-XXX-3,
M260-X5X-XX-XXX-3,
M260-x1X-XX-XXX~
QT650253 .
) 3B, M260-x5x-xx- ’ . AirPay 3.x
Verifone Baltic SIA veriFone |/, 690 xxx-38, M260-x1x. | AT690240, 4-30128 (3 Verifone Inc. Point VXPC ver. |15 g 00582.010.0aa  [ECR 2018/03/14 |SPDH3.x  [Restaurant 20154
Inc XX-XXX-3C, QTyy0500.xxxxx F02.01.xxx 1x 071
M260-x5x-xx-xxx- | X
3C
M260-X1X-XX-XXX-3,
M260-X5X-XX-XXX-3,
35, M200Bn | Q130253
N " VeriFone U SO 1QT650240, ) Point VxPC ver. PNC-2018-
Verifone Baltic SIA i Vx690 iix;zsér\cnzeo.mx. Qyy0500.xxxxx 4-30128 3.x Verifone Inc. F02.01.30¢K 15-08.00582.010.aaa Stand-alone 2018/03/14 |SPDH 3.x 071
M260-X5X-XX-XXX~ ox
3C
QT650253, [y e
y . VeriFone M282-XXX-XX-XXX-| QT650240, o Point VxPC ver. SPDH 3.1 y . PNC-2016-
Verifone Baltic SIA T Vx820 3 QTyy0500.x000x 4-40054 3.x Verifone Inc. F02.01.xxx 15-08.00582.010 ECR 2016/05/12 1SO 8583 fﬂi{m;ws 11
XXX P
QT650253, ';F;P S3ens
a q VeriFone M282-XXX-XX-XXX:|QT650240, q Point VxPC ver. SPDH 3.1 . . PNC-2018-
Verifone Baltic SIA i Vx820 3 QTyy0500.xxXXX 4-40054 3.x Verifone Inc. F02.01.xxX 15-08.00582.010.aaa |[ECR 2018/03/14 |SO 8583 ;i{f:(I;‘N‘ITX 067
XXX 4.x
QT650253,
Verifone Baltic SIA VeriFone |\, go5 M283-70x-xx-xxx-3 | 1020240, 410107 [3x Verifone Inc. Point VXPC ver. |15 g 00582.010 ECR 2016/05/12 [SPDH3.1  [LPP 3. 2 200cs
Inc QTyy0500.xxxxX F02.01.xxx 109
XXX
QT650253,
Verifone Baltic SIA VeriFone |\, go5 M283-70x-xx-xxx-3 | 1020240, 410107 [3x Verifone Inc. Point VXPC ver. |15 g 00582.010.0aa  [ECR 2018/03/14 [SPDH3x  [LPP3.x 220058
Inc QTyy0500.xxxxX F02.01.xxx 069

XXX

Page: 55 (91)




E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 i Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw_are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference . E2EE Validation host Terminal to PNC Case ID
name: model: Security Application: 5 product B # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
90700x00xx Rev:
Ax QT650253,
a Atos YOMANI 90700x00xx Rev: |QT650240, q SAPC PNC-2016-
Verifone Inc. Worldline | XR/ML Bx QTyy0500.xxxxx 4-30092 3.x Verifone Inc. Y02.01.xxx 16-08.00154.105 Stand-alone 2016/09/07 |SPDH N/A 227
90760x00xx Rev:  |xxx
Cx
8%585305 Ixxxxx Swedbank Card Services
Verifone Inc. VeriFone |\, g20 M282-XOXXXXXOK s x 4-40054  (3x a8 VXIPOSPC 147 11 00154.121 ECR 2018/03/28 [SPDH3.x  [iPOS 3.x AN
Inc 3 Evry AB 103.01.xxx 072
QTyy0500.xxxXX ;
Verifone Inc.
XXX
8%385305 Ixxxxx Swedbank Card Services
Verifone Inc. VeriFone |y, 605 M283-70x-xx-xxx-3 [xxx 440054 [3.x a3 VXIPOS PC147.11.00154.121 ECR 2018/03/28 [SPDH3.x  [iPOS 3. ahC:20ls
Inc Evry AB 103.01.xxx 073
QTyy0500.xxxxX ;
Verifone Inc.
XXX
QT650253, Nets Norway AS, Norway Paypoint
a Atos YOMANI 90700x00xx Rev: |QT650240, Verifone Sweden AB, q 2 PNC-2015-
Verifone Norway AS Worldline | XR/ML Ax Qyy0500.xxxxx 4-30092 3.x Sweden paypoint 5.08.09 |14-08.00482.008 ECR 2015/08/13 |SDI 3.0 ;;g Sofie 156
XXX Sales Connector Host :
QT650253, Nets Norway AS, Norway
a Atos YOMANI 90700x00xx Rev: |QT650240, Verifone Sweden AB, q PNC-2015-
Verifone Norway AS Worldline | XR/ML Ax QTyy0500.xxxxx 4-30092 3.x Sweden paypoint 5.08.09 |14-08.00482.008 Stand-alone 2015/08/13 |SDI 3.0 n/a 156
XXX Sales Connector Host
QT650253, Nets Norway AS, Norway Paypoint
y Atos YOMANI 90700x00xx Rev: |QT650240, Verifone Sweden AB, . . PNC-2015-
Verifone Norway AS Worldline | XR/ML I QTyy0500.xxXXX 4-30092 3.x - paypoint 5.10.04 | 14-08.00482.007 ECR 2015/08/13 |SDI 3.0 ;(1)2 Sofie 165
XXX Sales Connector Host :
QT650253, Nets Norway AS, Norway
. Atos YOMANI 90700x00xx Rev:  [QT650240, Verifone Sweden AB, A PNC-2015-
Verifone Norway AS Worldline | XR/ML Ax QTyy0500.x000x 4-30092 3.x - paypoint 5.10.04 | 14-08.00482.007 Stand-alone 2015/08/13 |SDI 3.0 n/a 165
XXX Sales Connector Host
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* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference " E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
ICA SE EMV
POS -
OpeN/2
QT650253, ICA Banken (8583-87) 1.7
o Atos YOMANI 90700x00xx Rev:  [QT650240, v Nets Norway A ” SDI 3.2 Paypoint 1.33 PNC-2018-
Verifone Norway AS Worldline | XR/ML Ax QTyy0500.xxxxx 4-30092 3.x Verifone Inc. paypoint 5.15.xx [17-11.00482.015 ECR 2018/01/05 (8583-87) Sofie 7.08 006
XXX (Sales Connector) Verifone
Sales
Connector
3.2 (8583-87)
ICA SE EMV
POS -
OpeN/2
QT650253, ICA Banken (8583-87) 1.7
o Atos YOMANI 90700x00xx Rev:  [QT650240, v Nets Norway A ” ¥ SDI 3.2 Paypoint 1.33 PNC-2018-
Verifone Norway AS Worldline | XR/ML Ax QTyy0500.xxxxx 4-30092 3.x Verifone Inc. paypoint 5.15.xx 17-11.00482.015 Stand-alone 2018/01/05 (8583-87) Sofie 7.08 006
XXX (Sales Connector) Verifone
Sales
Connector
3.2 (8583-87)
1SO 8583
Stand-alone (1987)ICA
Atos YOMANI  [90700x00xx Rev: ExecEl Paypoint 1.34 | | PNC-2019-
Verifone Norway AS . © |Week 24.43 4-30092 3. ICA Banken paypoint 5.16.xx |17-11.00482.015.baa 2019/09/10 |EMV POS :
Worldline [ XR/ML Ax OpeN/2 089
ECR InterfaceSpe
cification
ICA SE EMV
POS -
OpeN/2
ICA Banken (8583-87) 1.7
. Atos I Nets Norway . g SDI13.2 Paypoint 1.33 PNC-2018-
Verifone Norway AS Worldline YOXIMO 9068xxxxxx Rev Bx |Week 25.11 4-30094 3. Verifone Inc. paypoint 5.15.xx [17-11.00482.015.aaa |ECR 2018/06/11 (8583-87) Sofie 7.08 179
(Sales Connector) Verifone
Sales
Connector
3.2 (8583-87)
M260-x1X-xX-XXX-3,
200 xEx xx 03 |QT650253, Nets Norway AS, Norway
Verifone Norway AS  |VeFOM®  yx90 38, M260-x5xxx- | 21020240, 430128 [3x NI Sz A paypoint 5.14.00 | 16-08.00482.010 Stand-alone 2016/05/04 [SDI3.0  [n/a PNC-2016-
Inc QTyy0500.xxxxX Sweden 097
ool 200X Gl Sales Connector Host
Xx-xxx-3C, M260-
X5x-xx-Xxx-3C
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference " E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
M260-X1x-XX-XXX-3,
pao0 X003, | aTe50253, Nets Norway AS, Norway
Verifone Noway AS ~ [V®O™® |vxe00 3B, M260-x5x-xx- | 1020240, 430128 [3x PO S A, paypoint 5.10.00 | 16-08.00482.010 Stand-alone 2016/05/04 |SDI 3.0 n/a PNC-2016-
Inc QTyy0500.xxxxX Sweden 122
Sl WA |75, Sales Connector Host
XxX-Xxxx-3B, M260-
X5X-XX-XxX-3B
SDI3.2
QT650253, (8583-87) |5 oint
Verifone Norway AS | Ve1FO"e |60 M252 Brocoocs, | (AT650240, 430052 [3x Verifone (Sales Connector). [paypoint 5.15.xx | 17-11.00482.015 ECR 2018/01/05 [YeTONe 14 33 Sofie PNC-2018-
Inc M252-7xx-xx-xxx-3 | QTyy0500.xxxxX Sales 001
Nets Norway (SDI) 7.08
XXX Connector
(8583-87)
SDI3.2
QT650253, (8583-87)
. VeriFone M252-6xx-xx-xxx-3, | QT650240, o A Verifone PNC-2018-
Verifone Norway AS T Vx520 M252-7xx-xxxxx-3 | QTyy0500.50000¢ 4-30052 3.x Verifone (Sales Connector). |paypoint 5.15.xx |17-11.00482.015 Stand-alone 2018/01/05 s n/a 001
Nets Norway (SDI)
XXX Connector
(8583-87)
SDI3.2
M268-778-14-EUF- |QT650253, (8583-87) Paypoint
. VeriFone 3, QT650240, o A Verifone 5 PNC-2018-
Verifone Norway AS T Vx680 M268-778-C4-EUF- | QTyy0500.50000¢ 4-30053 3.x Verifone (Sales Connector). |paypoint 5.15.xx |17-11.00482.015 ECR 2018/01/05 s 1.33, Sofie 002
Nets Norway (SDI) 7.08
3 XXX Connector
(8583-87)
SDI3.2
M268-778-14-EUF- |QT650253, (8583-87)
) VeriFone 31 QT650240, . . Verifone PNC-2018-
Verifone Norway AS (s Vx680 M268-778-C4-EUF- | QTyy0500.xxxxx 4-30053 3.x Verifone (Sales Connector). |paypoint 5.15.xx |17-11.00482.015 Stand-alone 2018/01/05 s n/a 002
Nets Norway (SDI)
3 XXX Connector
(8583-87)
mgggi;ﬁ:xiig QT650253, Nets Norway AS, Norway Ea—
Verifone Noway AS  [V&FO™®  |vxe00 M260-xTx-xcxxx- | oro00240, 430128 [3x PO S A, paypoint 5.10.04 | 14-08.00482.007 ECR 2015/05/17 [SDI 3.0 1.16, Sofie PNG-2015-
Inc QTyy0500.xxxxX Sweden 160
3B,M260-x5x-xx- 7.06
XXX Sales Connector Host
xxx-3B
mggggixixg QT650253, Nets Norway AS, Norway
Verifone Norway AS VeriFone |\, 690 M260-xTxxxoxonxe | 21020240, 430128 [3x i Sz Az, paypoint 5.10.04 | 14-08.00482.007 Stand-alone 2015/05/17 |SDI 3.0 n/a AN
Inc QTyy0500.xxxXX Sweden 160
3B,M260-x5x-Xx-
3B XXX Sales Connector Host
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 o Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference " E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
M260-X1X-XX-XXX-3,
M260-Xx5x-XX-XXX-3,
M260-x1X-XX-XXX~ SDI13.2
3B, QT650253, (8583-87)
Verifone Norway AS VeriFone /690 VP Esasee | (QEETR, 430128 [3x Verifone (Sales Connector). |paypoint 5.15.xx [17-11.00482.015 ECR 2018/01/05 |Verifone Paypoint 1.33 | | PNC-2018-
Inc 3B, QTyy0500.xxxXX Sales 003
Nets Norway (SDI)
M260-X1X-XX-XXX- | XXX Connector
3C, (8583-87)
M260-X5X-XX-XXX~
3C
M260-X1X-XX-XXX-3,
M260-Xx5x-XX-XXX-3,
M260-X1X-XX-XXX~ SDI13.2
3B, QT650253, (8583-87)
Verifone Norway AS VeriFone /690 VP Esasee | (QEETR, 430128 [3x Verifone (Sales Connector). |paypoint 5.15.xx [17-11.00482.015 Stand-alone 2018/01/05 | /erifone nla AN
Inc 3B, QTyy0500.xxxXX Sales 003
Nets Norway (SDI)
M260-X1X-XX-XXX- | XXX Connector
3C, (8583-87)
M260-X5X-XX-XXX~
3C
QT650253, Nets Norway AS, Norway By
Verifone Noway AS  [V&FO™®  |vx@20 NPRESSEOGORE LA 440054 [3.x PO S A, paypoint 5.08.09 | 14-08.00482.008 ECR 2015/08/13 [SDI 3.0 1.16, Sofie PNC-2015-
Inc 3 QTyy0500.xxxxX Sweden 7,06 151
XXX Sales Connector Host :
QT650253, Nets Norway AS, Norway
Verifone Norway AS | Ve1FO"e  |\/xg20 M2B2200C00C0C Q850240 440054 [3x Verifone Sweden A8, paypoint 5.08.09 | 14-08.00482.008 Stand-alone 2015/08/13 |SDI 3.0 n/a PNC-2015-
Inc 3 QTyy0500.xxxxX Sweden 151
XXX |Sales Connector Host
QT650253, Nets Norway AS, Norway Paypoint
Verifone Norway AS | Ve1FO"e  |\/xg20 M2B2200C00C0C Q650240 440054 [3x Verifone Sweden A8, paypoint 5.10.04 | 14-08.00482.007 ECR 2015/08/13 |SDI 3.0 1.16, Sofie PNC-2015-
Inc 3 QTyy0500.xxxxX Sweden 7.06 162
XXX |Sales Connector Host .
QT650253, Nets Norway AS, Norway
Verifone Norway AS | Ve1FO"e  |\/x820 M2B2200C00C0C Q650240 440054 [3x Verifone Sweden AB, paypoint 5.10.04 | 14-08.00482.007 Stand-alone 2015/08/13 |SDI 3.0 n/a PNC-2015-
Inc 3 QTyy0500.xxxxX Sweden 162
XXX |Sales Connector Host
SDI3.2
QT650253, (8583-87)
y VeriFone M282-XXX-XX-XXX-| QT650240, L Verifone (Sales Connector) . g Verifone . PNC-2018-
Verifone Norway AS T Vx820 3 QTyy0500.x000x 4-40054 3.x Nets Norway AB paypoint 5.15.xx [17-11.00482.015 ECR 2018/01/05 s Paypoint 1.33 004
XXX Connector
(8583-87)
SDI3.2
QT650253, (8583-87)
" VeriFone M282-XXX-XX-XXX-| QT650240, L Verifone (Sales Connector) . g L Verifone PNC-2018-
Verifone Norway AS T Vx820 3 QTyy0500.x0000x 4-40054 3.x Nets Norway AB paypoint 5.15.xx [17-11.00482.015 Stand-alone 2018/01/05 s n/a 004
XXX Connector
(8583-87)
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. Manufacturer |Terminal 5 Software version for PCIPTS Appr_oval LTI Y . HOST or HOSTs used for the Softwar_e versn.sn PCI SSC's PA-DSS Reference . E2EE Validation HTIIE Terminal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
QT650253, Nets Norway AS, Norway Paypoint
Verifone Norway AS VeriFone |\ 805 M283-70x-xxxxx-3 | 21090240, 410107 [3x Vit Srzsm Az, paypoint 5.10.04 | 14-08.00482.007 ECR 2015/08/13 |SDI 3.0 1.16, Sofie FNCATi-
Inc QTyy0500.xxxxX Sweden 163
7.06
XXX Sales Connector Host
QT650253, Nets Norway AS, Norway
Verifone Norway AS Metikonel \/ros M283-70x-xxoxxx-3 | 1090240, 410107 [3x NVEHIERD S2Erem A, paypoint 5.10.04 | 14-08.00482.007 Stand-alone 2015/08/13 |SDI 3.0 nla BC20os
Inc QTyy0500.xxxXX Sweden 163
XXX Sales Connector Host
SDI13.2
QT650253, (8583-87) Paypoint
Verifone Norway AS VeriFone |y, 820 PRS00 EERI, 4-30053  [3x Verifone (Sales Connector). |paypoint 5.15.xx [17-11.00482.015 ECR 2018/01/05 |Verifone 1.33, Sofie AN
Inc 3 QTyy0500.xxxxX Sales 004
Nets Norway (SDI) 7.08
XXX Connector
(8583-87)
QT650253, Swedbank Card Services  |Verifone VX
Verifone Sweden AB | VeTFOe |\/x820 e S (GI650240; 440054  [3.x iPOS Payment | 46.05 00995.002 ECR 2016/11/11 [SPDH3.1  [iPOS 3.1 AN
Inc 3 QTyy0500.xxxxX EVRY AB Core 253
XXX Verifone Sweden AB 102.01
Banksys 90640100%x r Nets Norway AS, Norway
Verifone Norway AS Atos Worldline y Y 20.16, 22.44 4-30051 2.x Verifone Sweden AB, Sweden  |paypoint 5.08.09  |14-08.00482.008 Stand-alone 2015/08/13  |SDI 3.0 n/a PNC-2015-153
XENTA 90640100xx rev: A
Sales Connector Host
Banksys 90640100xx rev: O, Nets Norway AS, Norway
Verifone Norway AS Atos Worldline y > 20.16, 22.44 4-30051 2.x Verifone Sweden AB, Sweden  |paypoint 5.08.09  |14-08.00482.008 Stand-alone 2015/08/13  |SDI 3.0 n/a PNC-2015-153
XENTA 90640100xx rev: A
Sales Connector Host
. Nets Norway AS, Norway .
Verifone Norway AS Atos Worldiine | YOMANI 06700000cRev: 1, |55 44 4-30046 2x Verifone Sweden AB, Sweden  [paypoint 5.09.06 | 14-08.00482.009 ECR 2015/08/13  [SDI3.0 pepointyes PNC-2015-158
90670000xx Rev: A Sofie 7.06
Sales Connector Host
90670000xx Rev: 1 Nets Norway AS, Norway
Verifone Norway AS |Atos Worldline | YOMANI TN 2244 4-30046 2.x Verifone Sweden AB, Sweden  |paypoint 5.09.06 | 14-08.00482.009 Stand-alone 2015/08/13  |SDI 3.0 n/a PNC-2015-158
90670000xx Rev: A
Sales Connector Host
. Nets Norway AS, Norway .
Verifone Norway AS Atos Worldiine | YOMANI 06700000cRev: 1, |55 44 4-30046 2x Verifone Sweden AB, Sweden  [paypoint 5.08.09 | 14-08.00482.008 ECR 2015/08/13  [SDI3.0 pepointyes PNC-2015-155
90670000xx Rev: A Sofie 7.06
Sales Connector Host
90670000xx Rev: 1 Nets Norway AS, Norway
Verifone Norway AS |Atos Worldline | YOMANI TN 2244 4-30046 2.x Verifone Sweden AB, Sweden  |paypoint 5.08.09  |14-08.00482.008 Stand-alone 2015/08/13  |SDI 3.0 n/a PNC-2015-155
90670000xx Rev: A
Sales Connector Host
. Nets Norway AS, Norway .
Verifone Norway AS Atos Worldiine | YOMANI 06700000cRev: 1, |55 44 4-30046 2x Verifone Sweden AB, Sweden  [paypoint 5.10.04 | 14-08.00482.007 ECR 2015/08/13  [SDI3.0 pepointyes PNC-2015-164
90670000xx Rev: A Sofie 7.06
Sales Connector Host
90670000xx Rev: 1 Nets Norway AS, Norway
Verifone Norway AS |Atos Worldline | YOMANI TN 2244 4-30046 2.x Verifone Sweden AB, Sweden  |paypoint 5.10.04 | 14-08.00482.007 Stand-alone 2015/08/13  |SDI 3.0 n/a PNC-2015-164
90670000xx Rev: A
Sales Connector Host
ICA SE EMV
POS - OpeN/2
ICA Banken (8583-87) 1.7
90670000xx Rev: 1, " Nets Norway = SDI 3.2 (8583- |Paypoint 1.33 Y y
Verifone Norway AS |Atos Worldline | YOMANI 90670000%( Rev: A |Week 24.43 4-30046 2.x M ie paypoint 5.15.0«  |17-11.00482.015 ECR 2018/01/05  fo7) e PNC-2018-005
(Sales Connector) Verifone Sales
Connector 3.2
(8583-87)
Nets Norway AS, Norway Paypoint 1.16
Verifone Norway AS VeriFone Inc | Vx680 M268-7xx-xx-EUF-2 QT820240 4-20146 2x Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 ECR 2015/08/13  |SDI 3.0 SO{‘E 7 06’ ’ PNC-2015-211
Sales Connector Host )
Nets Norway AS, Norway
Verifone Norway AS VeriFone Inc | Vx680 M268-7xx-xx-EUF-2 QT820240 4-20146 2x Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 Stand-alone 2015/08/13  |SDI 3.0 n/a PNC-2015-211
Sales Connector Host
Nets Norway AS, Norway Paypoint 1.16
Verifone Norway AS VeriFone Inc | Vx680 M268-7xx-xx-EUF-2 QT820240 4-20146 2x Verifone Sweden AB, Sweden paypoint 5.10.04 14-08.00482.007 ECR 2015/08/13  |SDI 3.0 SO{‘E 7 06’ ’ PNC-2015-159
Sales Connector Host .
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCIPTS Al | Devi del: Softw: i T inal t
. Manufacturer |Terminal . Software version for ppr_ova EVice mode . HOST or HOSTs used for the ° ar_e versn.sn PCI SSC's PA-DSS Reference . E2EE Validation €rminato. ot minal to
| Terminal vendor Hardware version: y - Approval Version: Hardware version: for Debit/Credit host PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol

see * above] |Security Application:

Nets Norway AS, Norway

Verifone Norway AS VeriFone Inc | Vx680 M268-7xx-xx-EUF-2 QT820240 4-20146 2x Verifone Sweden AB, Sweden paypoint 5.10.04 14-08.00482.007 Stand-alone 2015/08/13  |SDI 3.0 n/a PNC-2015-159
|Sales Connector Host
Non SRED:
QT68x20T,
QT680006,

QT680010..19,

g;g%wm -104 Nets Norway AS, Norway

Verifone Norway AS VeriFone Inc | Vx680 M268-7 xx-XX-XXX-XN2 4-20146 2x Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 ECR 2015/05/17  |SDI 3.0

g;ggg: g; Sales Connector Host

QT680103,
QT680104,
QT680109,
QT6G0109

Non SRED:
QT68x20T,
QT680006,
QT680010..19,

g;g%wm -104 Nets Norway AS, Norway

Verifone Norway AS VeriFone Inc | Vx680 M268-7 xx-XX-XXX-XN2 4-20146 2x Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 Stand-alone 2015/05/17  |SDI 3.0

g;ggg: g; Sales Connector Host

QT680103,
QT680104,
QT680109,
QT6G0109

Paypoint 1.16,

Sofie 7.06 PNC-2015-148

Paypoint 1.16,

Sofie 7.06 PNC-2015-148

Nets Norway AS, Norway
Verifone Norway AS VeriFone Inc | Vx820 M282-X0X-XX-XXX-R-3 |QT820240 4-40053 2x Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 ECR 2015/08/13  |SDI 3.0
Sales Connector Host

Paypoint 1.16,

Sofie 7.06 PNC-2015-150

Nets Norway AS, Norway
Verifone Norway AS VeriFone Inc | Vx820 M282-X0X-XX-XXX-R-3 |QT820240 4-40053 2x Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 Stand-alone 2015/08/13  |SDI 3.0 n/a PNC-2015-150
Sales Connector Host

Nets Norway AS, Norway
Verifone Norway AS VeriFone Inc | Vx820 M282-X0X-XX-XXX-R-3 |QT820240 4-40053 2x Verifone Sweden AB, Sweden paypoint 5.10.04 14-08.00482.007 ECR 2015/08/13  |SDI 3.0
Sales Connector Host

Paypoint 1.16,

Sofie 7.06 PNC-2015-161

Paypoint 1.16,

Verifone Norway AS VeriFone Inc | Vx820 M282-X0X-XX-XXX-R-3 |QT820240 4-40053 2x Verifone Sweden AB, Sweden paypoint 5.10.04 14-08.00482.007 Stand-alone 2015/08/13  |SDI 3.0 Sofie 7.06 PNC-2015-161

Sales Connector Host

150 8583

(1987)ICA
) Swedish EMV
Verifone Norway AS Atos Worldine | YOMANI 90670000 Rev: 1 \\yoqy 24 43 4-30046 2x ICA Banken paypoint 5.16¢ | 17-11.00482.015.baa ECR 20190910 |POS D
90670000x Rev: A e

Inter

ation

PNC-2019-090
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

[ Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 i Terminal to "
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference " E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
Swedbank Card Services AB Verifone VX iPOS
Verifone Sweden AB VeriFone Inc  |Vx820 M282-XXX-XX-XXX-3 ~ [SRED: QT820245 |4-40053 2x EVRY AB Payment Core 16-08.00995.002 ECR 2016/11/11  |SPDH 3.1 iPOS 3.1 PNC-2016-254
|Verifone Sweden AB 102.01
West International AB XAC 8006 TOFXXXBB1XAX4X|QT650253. 4-10095 3.x Swedbank Card Services  |1.16 12-08.00778.001 ECR 2013/01/16 |SPDH 3.1 EPAS 1.0,
QT650253, Swedbank Card Services
" XAC QT650240, AB EPAS 1.0, PNC-2014-
West International AB - 8006 TOFXXXBB1XAX4X QTyy0500.xxxxx 4-10095 3.x Payzone Nordic AB 1.18 13-08.00778.002 ECR 2013/12/17 |SPDH 3.1 iPOS 3.2 014
XXX EVRY Card Services AB
TOFXXXBB1XAX4X
;()(ZES(:LE:SCHX“ QT650253, Swedbank Card Services
West International AB s . |8006 3C/OP/SRED) 680280 4-10095 3.x A B 1.20 13-08.00778.003 ECR 2015/03/16 |SPDH 3.1 .EPAS I, ANV
Automation QTyy0500.xxxxX Payzone Nordic AB iPOS 3.2 078
OO OOSES XXX EVRY Card Services AB
(xPED-8006L2-
3CR/
OP/SRED)
TOFXXXBB1XAX4X
;()(ZES(:LE:SCHX“ QT650253, Swedbank Card Services
West International AB s . |8006 3C/OP/SRED) 680280 4-10095 3.x A B 1.20 13-08.00778.003 Stand-alone 2015/03/16 |SPDH 3.1 .EPAS I, ANV
Automation QTyy0500.xxxxX Payzone Nordic AB iPOS 3.2 078
OO OOSES XXX EVRY Card Services AB
(xPED-8006L2-
3CR/
OP/SRED)
TOFXXXBB1XAX4X
JIDCCKERSCRC QT650253, Swedbank Card Services
XAC pAXE000129 QT650240 AB EPAS 1.0
West International AB . |8006 3C/OP/SRED) ! 4-10095 3.x B 205 15-08.00778.004 Stand-alone 2016/04/12 |SPDH 3.1 r i PNC-2016-94
Automation QTyy0500.xxxxX Payzone Nordic AB iPOS 3.2
OO OOSES XXX EVRY Card Services AB
(xPED-8006L2-
3CR/
OP/SRED)
TOFXXXBB1XAX4X
JIDCCKERSCRC QT650253, Swedbank Card Services
XAC pAXE000129 QT650240 AB EPAS 1.0
West International AB . |8006 3C/OP/SRED) ! 4-10095 3.x B 205 15-08.00778.004 ECR 2016/04/12 |SPDH 3.1 r i PNC-2016-94
Automation QTyy0500.xxxxX Payzone Nordic AB iPOS 3.2
OO OSES XXX EVRY Card Services AB
(xPED-8006L2-
3CR/
OP/SRED)
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E2EE Validation Status - 20221208

* INFO BOX
Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
. . PCIPTS Approval Device model: Software version 5 i Terminal to .
Terminal vendor Manufacturer |Terminal Hardware version: Softw'are vers.lon.for p— Version: Hardware version: HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference " E2EE Validation T Terminal to PNC Case ID
name: model: Security Application: y product o # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
TOFXXXBB1XAX4X
, West International AB
TOFXXXEB3CHX4 20010041 Swedbank Card Services
XAC NIE006T2, SRED: A PNC-2018-
West International AB Automation 8006 3C/OP/SRED) 20010350 4-10095 3.x Payzone Nordic AB 122 15-08.00778.005 Stand-alone 2017/11/09 |SPDH 3.1 X
TOFXX4XX3XXXAX |51 A 063 EVRY Card Services AB
(xPED-8006L2- Nets Sweden AB
3CR/ Nets Spectracard AB
OP/SRED)
TOFXXXBB1XAX4X
, West International AB
;I'(O(IZ)SS(&EfGCHX4 20010041 i\évedbank Card Services
West International AB iﬁgmation 8006 3C/OP/SRED) ggoﬁ%sso 4-10095 3.x Payzone Nordic AB 122 15-08.00778.005 ECR 2017/11/09 |SPDH 3.1 E,POA:SS;';’ PNCX'XZXMB'
TOFXX4XX3XXX4X |51 A g6 EVRY Card Services AB )
(xPED-8006L2- Nets Sweden AB
3CR/ Nets Spectracard AB
OP/SRED)
QT650253, Swedbank Card Services
. XAC TONXXXXB1CXX4 |QT650240, AB EPAS 1.0, PNC-2014-
West International AB Automation |ATP-103 |y QTyy0500. 5000 4-10134 3.x Payzone Nordic AB 1.18 13-08.00778.002.aaa  |ECR 2014/01/22 |SPDH 3.1 iPOS 3.2 021
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
. XAC TONXXXXB1CXX4 |QT650240, AB EPAS 1.0, PNC-2015-
West International AB Automation |ATP-103 |y QTyy0500.500x 4-10134 3.x Payzone Nordic AB 1.20 13-08.00778.003 ECR 2015/03/16 |SPDH 3.1 iPOS 3.2 079
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
. XAC TONXXXXB1CXX4 |QT650240, AB EPAS 1.0, PNC-2014-
West International AB o XATP-103 X QTyy0500.x000x 4-10134 3.x Payzone Nordic AB 1.18 13-08.00778.002.aaa  |Stand-alone 2014/01/22 |SPDH 3.1 iPOS 3.2 021
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
" XAC TONXXXXB1CXX4 |QT650240, AB EPAS 1.0, PNC-2015-
West International AB Automation XATP-103 X QTyy0500. 50K 4-10134 3.x Payzone Nordic AB 1.20 13-08.00778.003 Stand-alone 2015/03/16 |SPDH 3.1 iPOS 3.2 079
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
West International AB WC  |Lopiep  [[[UNCCSEIONE |(ER, 4-10134 3.x At . 1210 15-08.00778.004 Stand-alone 2016/04/12 |SPDH 3.1 PNC-2016-95
Automation X QTyy0500.xxxxX Payzone Nordic AB
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
" XAC TONXXXXB1CXX4 |QT650240, AB e Y EPAS 1.0, y Y
West International AB Automation XATP-103 X QTyy0500. 50K 4-10134 3.x Payzone Nordic AB 1.21.% 15-08.00778.004 ECR 2016/04/12 |SPDH 3.1 iPOS 3.2 PNC-2016-95
XXX EVRY Card Services AB
West International AB
Swedbank Card Services
AB
West International AB XAC | ATpqo3 | TONXXXXBICXX4 15001a062 4-10134 3.x Payzone Nordic AB 122 15-08.00778.005 Stand-alone 2017/11/09 |SPDH 3.1 IRNEAE-
Automation X ; XXX
EVRY Card Services AB
Nets Sweden AB
Nets Spectracard AB
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E2EE Validation Status - 20221208

* INFO BOX

Expiration date for NEW INSTALLATIONS:

PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023

PCI PTS Approval version 2.x: RECOMMEND DEVICE REPLACEMENT - December 31, 2020

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2 - Point of Encryption POI 4-SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
i . PCIPTS Approval Device model: Software version " e Terminal to .
e Manufacturer |Terminal RS Softw_are vers.lon.for e s~ o HOST or HOSTs used for the for Debit/Credit PCI SSC's PA-DSS Reference E2EE Validation - Terminal to PNC Case ID
name: model: Security Application: 5 product B # date: ECR Protcol
Number(s): [Expiry dates  |Software version for Application: protocol
see * above] |Security Application:
West International AB
Swedbank Card Services
AB
West International AB XAC | ATpqo3 | TONXXXXBICXX4 15001a062 4-10134 3.x Payzone Nordic AB 122 15-08.00778.005 ECR 2017/11/09 |SPDH 3.1 2 1), IRNEAE-
Automation X ; iPOS 3.2 XXX
EVRY Card Services AB
Nets Sweden AB
Nets Spectracard AB
QT650253, Swedbank Card Services
" XAC TOMXXXXB1LXX4 |QT650240, AB EPAS 1.0, PNC-2014-
West International AB Automation XATP-103P X QTyy0500. 50K 4-10140 3.x Payzone Nordic AB 1.18 13-08.00778.002.aaa |ECR 2014/01/22 |SPDH 3.1 iPOS 3.2 020
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
" XAC TOMXXXXB1LXX4 |QT650240, AB EPAS 1.0, PNC-2015-
West International AB Automation |*ATP-103P |5 QTyy0500. 50 4-10140 3.x Payzone Nordic AB 1.20 13-08.00778.003 ECR 2015/03/16 |SPDH 3.1 iPOS 3.2 080
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
" XAC TOMXXXXB1LXX4 |QT650240, AB PNC-2014-
West International AB e XxATP-103P X QTyy0500.x000x 4-10140 3.x Payzone Nordic AB 1.18 13-08.00778.002.aaa  [Stand-alone 2014/01/22 |SPDH 3.1 020
X¥y FVRY Card Services AR
QT650253, Swedbank Card Services
" XAC TOMXXXXB1LXX4 |QT650240, AB EPAS 1.0, PNC-2015-
West International AB Automation XATP-103P X QTyy0500. 50 4-10140 3.x Payzone Nordic AB 1.20 13-08.00778.003 Stand-alone 2015/03/16 |SPDH 3.1 iPOS 3.2 080
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
" XAC TOMXXXXB1LXX4 |QT650240, AB ae Y L PNC-2016-
West International AB Automation XATP-103P X QTyy0500. 50K 4-10140 3.x Payzone Nordic AB 1.21.% 15-08.00778.004 Stand-alone 2016/04/12 |SPDH 3.1 096
XXX EVRY Card Services AB
QT650253, Swedbank Card Services
" XAC TOMXXXXB1LXX4 |QT650240, AB ae Y EPAS 1.0, PNC-2016-
West International AB Automation XATP-103P X QTyy0500. 50 4-10140 3.x Payzone Nordic AB 1.21.% 15-08.00778.004 ECR 2016/04/12 |SPDH 3.1 iPOS 3.2 096
XXX EVRY Card Services AB
West International AB
Swedbank Card Services
AB
West International AB XAC | aTpqoap |TOMXOXBILXXA 150410850 4-10140 3.x Payzone Nordic AB 1.22** 15-08.00778.005 Stand-alone 2017/11/09 |SPDH 3.1 IRNEAE-
Automation X ; XXX
EVRY Card Services AB
Nets Sweden AB
Nets Spectracard AB
West International AB
Swedbank Card Services
AB
West International AB XAC | aTpqoap |TOMXOXBILXXA 150410850 4-10140 3.x Payzone Nordic AB 122 15-08.00778.005 ECR 2017/11/09 |SPDH 3.1 2 1), IRNEAE-
Automation X ; iPOS 3.2 XXX
EVRY Card Services AB
Nets Sweden AB
Nets Spectracard AB
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Terminal vendor

Nets Denmark Merchant
Solutions A/S

Nets Finland Oy

Nets Finland Oy

Nets Finland Oy

Nets Finland Oy

Nets Finland Oy

Nets Finland Oy

Nets Finland Oy
Nets Finland Oy
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS

Nets Norway AS

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
DEVICE MUST BE RETIRED BY Decem!

Hardware version:

00c4100-42xx

EFT930X-000x0101,
EFT930B-x0::0201.
EFT930X-000x0101,
EFT930B-x0::0201.
EFT930x-xxxx0101,
EFT930B-xxxx0201,
EFT930x-xxxx1101,
EFT930x-xxxx2101,
EFT930X-XXXX3101,
EFT930x-xxxx0102,
EFT930x-xxxx1102,
EFT930x-xxxx2102,
EFT930x-xxxx3102,
EFT930x-xxxx0103
EFT930x-xxxx0101,
EFT930B-xxxx0201,
EFT930x-xxxx1101,
EFT930x-xxxx2101,
EFT930X-XXXX3101,
EFT930x-xxxx0102,
EFT930x-xxxx1102,
EFT930x-xxxx2102,
EFT930x-xxxx3102,
EFT930x-xxxx0103
EFT930x-xxxx0101,
EFT930B-xxxx0201,
EFT930x-xxxx1101,
EFT930x-xxxx2101,
EFT930X-XXXX3101,
EFT930x-xxxx0102,
EFT930x-xxxx1102,
EFT930x-xxxx2102,
EFT930x-xxxx3102,
EFT930x-xxxx0103
EFT930x-xxxx0101,
EFT930B-xxxx0201,
EFT930x-xxxx1101,
EFT930x-xxxx2101,
EFT930X-XXXX3101,
EFT930x-xxxx0102,
EFT930x-xxxx1102,
EFT930x-xxxx2102,
EFT930x-xxxx3102,
EFT930x-xxxx0103

ML30-x0x-0101

Cryptera A/S  Flexi 414-0428

Ingenico EFT930 V03.xx

Ingenico EFT930 V03.xx

Ingenico EFT930 820065V01.03

Ingenico EFT930 820065V01.03

Ingenico EFT930 820065V01.03

Ingenico EFT930 820065V01.03

Ingenico 820065V01.03

Ingenico ML30-x0-0101 V03.xx

Ingenico i5100MH12 SSA 02.AF

Ingenico i5100MH12 SSA 02.AF

Ingenico i5100MH12 SSA 02.AF

Ingenico i5100MH12 SSA 02.AF

Ingenico i5100MH12 SSA 04.3x

Ingenico i5100MH12 SSA 04.3x

Ingenico i6400MH10 SSA 02.AF

Ingenico i6400MH10 SSA 02.AF

Ingenico i6400MH10 SSA 02.AF

4-20101

4-20012

4-20012

4-20012

4-20012

4-20012

4-20012

4-20035

4-20035

4-20033

4-20033

4-20033

4-20033

4-20033

4-20033

4-20043

4-20043

4-20043

[Expiry dates
see * above]

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Manufacturer name:
Device model:
Hardware version:
Software version for
Security Application:

HOST or HOSTs used for the
product

PayEx Solutions AS

Nets Norway AS

Nets Norway AS
PavEx Solutions AS

Nets Norway AS

Nets Norway AS

Nets Norway AS

Nets Norway AS

Nets Norway AS

Nets Norway AS
PavEx Solutions AS

Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Norway AS

Nets Norway AS
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E2E-414-0598
3.0-3.5

3.0-3.5 Stand-alone

4.0.0 (SDI Nordics) ~ 12-08.00576.004

4.0.0 (SDI Nordics) ~ 12-08.00576.004 Stand-alone

4.1.0 (SDI Nordics)  12-08.00576.004.aaa

4.1.0 (SDI Nordics) 12-08.00576.004.aaa Stand-alone

4.0.0 (SDI Nordics)  12-08.00576.004
3.0-3.5
7.7 12-08.00424.004

7.7 12-08.00424.004

" 12-08.00424.004.aaa
8 (Viking) WO ECR
12-08.00424.004.aaa

(Vikina)
11-08.00424.001 ECR

Stand-alone

8 (Viking) Stand-alone

11-08.00424.001 Stand-alone

12-08.00424.004 ECR

" 12-08.00424.004.aaa
8 (Viking) WO ECR
12-08.00424.004.aaa

(Viking) Stand-alone

8 (Viking)

E2EE Validation
date:

2011/05/09
2010/10/06

2010/10/06

2013/01/18

2013/01/18

2013/11/14

2013/11/14

2013/01/18
2010/10/06
2012/08/29
2012/08/29
2013/05/06
2013/05/06
2010/07/08
2010/07/08
2012/08/29
2013/05/06

2013/05/06

Terminal to
host
protocol

SDI3.0

SDI3.0

SDI3.0

SDI2.8
BBSApacs40
BBSApacs40
BBSApacs40
8.21
BBSApacs40
BBS Apax40
8.21

BBS Apax40
8.21
BBSApacs40

BBSApacs40

BBSApacs40
8.21

Terminal to
ECR Protcol

SIL 3.4

EMV Payment
3.0-3.5

n/a

Manison-IAC-
protocol 1.0

Manison-IAC-
protocol 1.0

Manison-IAC-
protocol 1.0
EMV Payment
3.0-3.5

Baxi1.5

N/A

PNC Case ID

PNC-2013-112

PNC-2013-112




Terminal vendor

Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Denmark A/S
Nets Denmark A/S

Nets Norway AS

Nets Norway AS

Nets Norway AS

Nets Denmark Merchant

Solutions A/S

Point International A/S

Point International A/S

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
DEVICE MUST BE RETIRED BY Decem!

Hardware version:

Ingenico i6400MH10 SSA 04.3x

Ingenico i7910MH12 SSA 02.AF

Ingenico i7910MH12 SSA 02.AF

Ingenico V267X XX-XXX 820365 V02.19

Ingenico M256-300¢-3x-3xx 820365 V02.19

Ingenico i7910MH12 SSA 02.AF

Ingenico i7910MH12 SSA 04.3x

i7910MH12 SSA 04.3x

Non-SRED:
QA0010A0,
QA0010A1,
QA0011A0,
QA0011A1,
QJ0011A0,
QJO011A3,
QJ0011A4,
QA0011A2,
QA0011A3,
QA0011A4,
QA0012A0,
QA0012A1,
QA0012A2,
QA0020A0,
QA0020A1,
QJO011A5,
QJ0012A0,
QA0014A1,
QA0022A1

Non-SRED: QC0006A3,
QCO006A4, QCO006AS,
QCO006A6, QCO006A7,
‘QCO006A8, QCO008A1,
‘QCO008A3, QCO008A4,
‘QCO008AS, QCO009A0,
QC0009A1, QCO009A2,
QCO009A3, QCO011A0,
QC0011A1, QCO011A2,
QC0011A3, QCO011A4,
QC0020A0, QCO011AS,
QC0011A6

Ingenico

VeriFone Inc  Vx510 M251-300¢-3x-3xx

VeriFone Inc V570

M257-XXX-XX-XXX.

Non-SRED:
QBO0111A0,
QBO111A1,
QB0111A2

VeriFone Inc  Vx610

M256-XxX-3X-XXX

4-20038

4-20038

4-20196

4-20181

4-20038

4-20038

4-20038

4-30014

4-10004

4-30015

[Expiry dates
see * above]

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Manufacturer name:
Device model:
Hardware version:
Software version for
Security Application:

HOST or HOSTs used for the
product

Nets Norway AS
Nets Norway AS
Nets Norway AS
Nets Branch Norway
Nets Branch Norway

Nets Norway AS

Nets Norway AS

Nets Norway AS

Point Transaction Systems AB,

Sweden

Point Transaction Systems AB,

Sweden

Point Transaction Systems AB,

Sweden
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PCI SSC's PA-DSS Reference

11-08.00424.001

12-08.00424.004

12-08.00424.004.aaa
(Vikina)

18-11.01222.001

8 (Viking)
V3.0.x

v3.0.x 18-11.01222.001

- 12-08.00424.004.aa8
A ant) (Vikina)
V7.0 11-08.00424.001

11-08.00424.001

Point VxPC ver.

F01.01 13-08.00859.001

Point VxPC ver.

F01.01 13-08.00859.001

Point VxPC ver.

F01.01 13-08.00859.001

Intended environment,

Stand-alone

ECR

Stand-alone

E2EE Validation
date:

2010/07/08
2012/08/29
2013/05/06
2019/05/27
2019/05/27

2013/05/06

2010/07/08

2010/07/08

2014/02/21

2014/02/21

2014/02/21

Terminal to
host
protocol

BBS Apax40
821

BBSApacs40
BBSApacs40
BBSApacs40
8.21

BBSApacs40

BBSApacs40

BBS Apax40
8.21

BBS Apax40
8.21

SPDH 3.1

SPDH 3.1

SPDH 3.1

Terminal to
ECR Protcol

LPP 3.x

LPP 3.x

LPP 3.x

PNC Case ID

PNC-2019-045

PNC-2019-046

PNC-2014-057

PNC-2014-060

PNC-2014-061




* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2017

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2- Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information  E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCl | Devi : i Terminal
. Manufacturer | Terminal . Software version for CIPTS Appr.ova evice mode! . HOST or HOSTs used for the Softwar.e VErSION by ssc’s PA-DSS Reference E2EE Validation erminalto Terminal to
Terminal vendor name: model: Hardware version: Security Application: Approval Version: Hardware version: roduct for Debit/Credit % date: host ECR Protcol PNC Case ID
: . PP " [Number(s): [Expiry dates  |Software version for P Application: : protocol
see * above] |Security Application:

Non-SRED: Q
QDO0007A2,
QDO007A3,
QDO0008AL,
QDO008A2,
QDO008A3,
QDO008A4,
QDO008AS,
QDO009AO,
QDO009A1,
QDO009A2, QDO00IA3
QDO0011A0,
Point International A/S VeriFone Inc  Vx670 QDO011A1,
QD0012A0,
QDO012A1,
QD0012A2,
QD0012A3,
QD0012A4,
QDO012A5,
QDO0012A6,
QD0012A7,
QDO0014A1,
QD0022A1,QD0012A8,

M267-XXX-XX-XXX QLAY

M252-6xx-xx-Xxn-2, M252- Non-SRED:

7xx-xx-xxn-2, (online only) QT52E20M,

M252-1xx-xx-xxn-2, (SP QT520006, QT52000D,

version) M252-8xx-xx-xxn- QT520007, QT520008,

2 QT520009, QT520011,
QT520012, QT5G0013,
QT520014, QT520015,
QT520016, QT5GO016,
QT5G0017, QT520017,
, SRED:
QT520101, QT520102,
QT520103, QT52010:
QT5G0101, QT5G0102,
QT5G0103, QT5G0104,
QT5G0105, QT5G0106,
QT520105, QT52010
QT520107, QT520108,
QT5G0109, QT520109,
QT520110, QT5G0110,
QT520111, QT5G0111,
QT520112, QT520120,
QT520121, QT5G0120,
QT5G0121, QT520240,
QT5G0240, QTSH0240,
QT520340, QT5G0340,
QT5H0340, QT520301

Point International A/S VeriFone Inc V520

4-40005

4-30050

Point Transaction Systems AB,
Sweden

Point Transaction Systems AB,
Sweden
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Point VxPC ver.

F01.01 13-08.00859.001

Point VxPC ver.

F01.01 13-08.00859.001

2014/02/21

2014/02/21

SPDH 3.1 LPP 3.x

SPDH 3.1 LPP 3.x

PNC-2014-063

PNC-2014-059




E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
DEVICE MUST BE RETIRED BY Decem!

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Manufacturer name:
Device model: o Terminal to .
. . " . HOST or HOSTs used for the . " PCI SSC's PA-DSS Reference . E2EE Validation Terminal to
Terminal vendor Hardware version: ) B Hardware version: roduct % Intended environment, date: host ECR Protcol PNC Case ID
[Expiry dates  |Software version for P lication: :

protocol
see * above] |Security Application:

M281-XXX-XK-XXX Non-SRED: QGO009AO,
QGO009A2,
QGO009A3,
QGO009A4,
QGO011A0,
QGO011A1,
QG0012A0,

Point International A/S VeriFone Inc  Vx810 QGO012A1, 4-30019

QG0012A2,
QGO012A3,
QG0012A4,
QGO012A6,
QG0020A0,
QG0014A1, QG0022A1

Point Transaction Systems AB, Point VxPC ver.

[ F01.01 13-08.00859.001 2014/02/21 SPDH 3.1 LPP 3.x PNC-2014-067

Swedbank Card Services AB
90640000REV._L 23.04.16 4-300001 b EVRY Card Services AB A05.02 (BKX) 11-08.00208.009.aaa ECR 2013-08-29  SPDH 3.1 LPP 4.2 PNC-2013-031
Point Transaction Services AB
90640000xx, Nets Norway AS
90640000xxREV L LIP0 A G . Point Transaction Services AB
90640000xx, Nets Norway AS
90640000xxREV L LIP) A9 G . Point Transaction Services AB
9066000XXrevA,
Point Transaction Systems A/S Atos Worldline Xentissimo 90660000XXrevF, MP120.16 4-30007
90660000XXrevG
9066000XXrevA,
Point Transaction Systems A/S Atos Worldline Xentissimo 90660000XXrevF, MP120.16
90660000XXrevG

Point Transaction Systems A/S Atos Worldline Yomani 90670000XX rev. A MP120.34

Point Transaction Systems A/S Atos Worldline Xenta 90640000,

Paypoint 1.13,
Sofie 7.06

Paypoint 5.0.10 11-08.00482.001 Stand-alone 2011-08-18  SDI2.7 n/a

Point Transaction Systems A/S Atos Worldline Xenta Paypoint 5.0.10 11-08.00482.001 ECR 2011-08-18  SDI2.7
Point Transaction Systems A/S Atos Worldline Xenta

Nets Norway AS
Point Transaction Services AB

Paypoint 1.13,
Paypoint 5.0.10 11-08.00482.001 ECR 2011-08-18  SDI2.7 Sofie 7.06
Nets Norway AS

Point Transaction Services AB Paypoint 5.0.10 11-08.00482.001 Stand-alone 2011-08-18  SDI2.7 n/a

Nets Norway AS
Point Transaction Services AB
Nets Norway AS
Point Transaction Services AB

MP121.30.10 Nets Norway AS
(SecureCom) Point Transaction Services AB

Paypoint 1.13,
Sofie 7.06

Paypoint 5.0.10 11-08.00482.001 Stand-alone 2011-08-18  SDI2.7 n/a

Paypoint 5.0.10 11-08.00482.001 ECR 2011-08-18  SDI2.7

Point Transaction Systems A/S Atos Worldline Yomani 90670000XX rev. A MP120.34

9066000XX rev A,
90660000XX rev F,
90660000XX rev G
9066000XX rev A,
90660000XX rev F,
90660000XX rev G
9066000XX rev A,
90660000XX rev F,
90660000XX rev G
9066000XX rev A,
90660000XX rev F,
90660000XX rev G

Banksys
Xentissimo

Paypoint 1.13,

Point Transaction Systems A/S Atos Worldline Sofie 7.06

5.02.01 (paypoint)  12-01.00482.005 (paypoint) ECR 2013/05/27  SDI2.7

Banksys
Xentissimo

MP121.30.10 Nets Norway AS

Point Transaction Systems A/S  Atos Worldiine (SecureCom) Point Transaction Services AB

5.02.01 (paypoint)  12-01.00482.005 (paypoint) ~ Stand-alone 2013/05/27  SDI2.7 n/a

Banksys
Xentissimo

MP121.30.10 Nets Norway AS

Paypoint 1.13, 016
(SecuraCom) Point Trameaction Services A 48 (Viking) 15-08.00424.007.faa ECR 2016/10/24  SDI2.7 PNC-2016-232

Point Transaction Systems A/S Atos Worldline Sofie 7.06

Banksys
Xentissimo

MP121.30.10 Nets Norway AS

Point Transaction Systems A/S  Atos Worldiine (SecureCom) Point Transaction Services AB

4.8.x (Viking) 15-08.00424.007 faa Stand-alone 2013/05/27  SDI2.7 n/a PNC-2016-232

Manufacturer name:
Nets Denmark A/S
Device model: Nets 7.10.10 (Nets 12-02.00641.001.aaa (Nets
PSAM PSAM) PSAM)
90640000xx PCI.00.02.10x 4-30001 4 Hardware version: ~ Nets Denmark A/S Stand-alone 2012/09/03  OTRS 1.0
M9 3.4.02 (Banksys  12-08.00117.005 (Banksys
Software version for XENTA/DK-8111)  XENTA)
Security Application:
7.10.09

Atos Worldline Banksys
S

Point Transaction Systems A/S XENTA

Manufacturer name:

Nets Denmark A/S

Device model: Nets 7.10.10 (Nets 12-02.00641.001.aaa (Nets
9066000XX rev PSAM PSAM) PSAM)
A<BR>90660000XX rev. PCI.00.02.10x 4-30007 E Hardware version: Nets Denmark A/S 2012/09/03  OTRS 1.0 TAPA 2.1
F 90660000XX rev G M9 3.4.02 (Banksys 12-08.00117.005 (Banksys

Software version for XENTA/DK-8111)  XENTA)

Security Application:

7.10.09

Point Transaction Systems A/'S /S“:S Worldiine, Banksys

Xentissimo
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E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
DEVICE MUST BE RETIRED BY Decem!

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor Hardware version:

9066000XX rev
A<BR>90660000XX rev. PCI.00.02.10x

Atos Worldline Banksys
A F 90660000XX rev G

Point Transaction Systems A/S
Xentissimo

Point Transaction Systems A/S  Ingenico 8550 i8550MP10, i8550MH10 SSA 2.37
secRW.vso — 03-jun-
2010, secScript.vso
— 28-Apr-2009

Point Transaction Systems A/S VeriFone Inc  Vx670 M267-300¢-XX-XXX

$ecRW.vs0 — 03-jun-
2010, secScript.vso
— 28-Apr-2009

QDO0007A1,
QD0007A2,
QDO0007A3,
QDO008A1,
QD0008A2,
QDO0008A3,
QD0008A4,
QDO0008AS,
‘QD0009A0,
QDO009A1,
QD0009A2,
QD0009A3
QDO0011A0,
QDO0011A1,
QD0012A0,
QDO0012A1,
QDO0012A2,
QDO0012A3,
QDO0012A4,
QDO0012A5,
QD0012A8,
QD0012A7
QDO0007A1,
QDO0007A2,
QDO0007A3,
QDO0008A1,
QDO0008A2,
QDO0008A3,
QDO0008A4,
QDO0008AS5,
QDO0009AO,
QDO009A1,
QDO0009A2,
QDO0009A3
QDO0011A0,
QDO0011A1,
QD0012A0,
QDO0012A1,
QD0012A2,
QD0012A3,
QD0012A4,
QDO0012A5,
QD0012A6,
QDO0012A7
secRW.vso — 03-jun-
2010. secScript.vso

Point Transaction Systems A/S VeriFone Inc  Vx670

Point Transaction Systems A/S VeriFone Inc  Vx670 M267-300¢-XX-XXX

Point Transaction Systems A/S VeriFone Inc  Vx670 M267 -300¢ XXX

Point Transaction Systems A/S VeriFone Inc  Vx810 M281-300¢- XXX

4-30007

4-20031

4-40005

4-40005

4-40005

4-30019

[Expiry dates
see * above]

Manufacturer name:

Device model:
Hardware version:
Software version for
Security Application:

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
L)

Software version for
Security Application:
7.10.09

HOST or HOSTs used for the
product

Nets Denmark A/S

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB
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7.10.10 (Nets
PSAM)

3.4.02 (Banksys
XENTA/DK-8111)

Paypoint 5.0.4

Paypoint 5.0.11

Paypoint 5.0.11

5.02.01 (paypoint)

5.02.01 (paypoint)

Paypoint 5.0.11

PCI SSC's PA-DSS Reference

n Intended environment,

12-02.00641.001.aaa (Nets
PSAM)
Stand-alone
12-08.00117.005 (Banksys
XENTA)

11-08.00482.002 Stand-alone

11-08.00482.003

11-08.00482.003 Stand-alone

12-01.00482.005 (paypoint) ECR

12-01.00482.005 (paypoint) ~ Stand-alone

11-08.00482.003

E2EE Validation

date:

2012/09/03

2011-08-29

2011-09-12

2011-09-12

2013-04-25

2013-04-25

2011-09-12

Terminal to

host
protocol

OTRS 1.0

Sbl2.7

n/a

SDI2.7

Terminal to
ECR Protcol

n/a

Paypoint 1.13,
Sofie 7.06

Paypoint 1.13,
Sofie 7.06

Paypoint 1.13,
Sofie 7.06

PNC Case ID




* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
DEVICE MUST BE RETIRED BY Decem!

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

rminal vendor Hardware version:

secRW.vso — 03-jun-
Point Transaction Systems A/S VeriFone Inc  Vx810 M281-300¢-XX-XXX

— 28-Apr-2009

QGO0009A0,
QGO0009A2,
QGO0009A3,
QG0009A4,
QGO0011A0,
QGO0011A1,
QG0012A0,
QGO0012A1,
QG0012A2,
QGO0012A3,
QG0012A4,
QG0012A6,
QG0020A0
QGO009A0,
QGO009A2,
QGO009A3,
QGO009A4,
QG0011A0,
QGO011A1,
QG0012A0,
QGO012A1,
QG0012A2,
QGO0012A3,
QG0012A4,
QG0012A6,
QG0020A0

Point Transaction Systems A/S VeriFone Inc  Vx810 81-X006-3-X0KX

Point Transaction Systems A/S VeriFone Inc  Vx810 B81-X006-XX-XXX

Banksys

XENTA 90640000xx

Point Transaction Systems A/'S PCI.00.02.10x

Atos Worldline
S

Point Transaction Systems AB 90640000xx 00.14.32

Atos Worldline
S

Point Transaction Systems AB 90640000xx 00.14.32

g(os Worldiine 90640000%x 00.14.32

Point Transaction Systems AB

90640000xx 00.14.32

Point Transaction Systems AB gws Worldiine

90640000xx 19.36.14

Point Transaction Systems AB gws Worldiine

Point Transaction Systems AB 90640000xx 19.36.14

Atos Worldline
S

SecRW.vso - 03-jun-
Point Transaction Systems A/S  VeriFone Inc  Vx670
— 28-Apr-2009

2010, secScript.vso  4-30019

4-30001

4-30001

2010, secScript.vso  4-40005

Manufacturer name:
Device model:
Hardware version:
Software version for
Security Application:

HOST or HOSTs used for the
product

Nets Norway AS

Point Transaction Services AB )

Nets Norway AS

Point Transaction Services A8 >:02:01 (Paypoin)

Nets Norway AS

Point Transaction Services A 0201 (Paypoint)

Manufacturer name:

Nets Denmark A/S

Device model: Nets 7.10.10 (Nets
PSAM PSAM)

Hardware version: ~ Nets Denmark A/S

M9 3.4.02 (Banksys
Software version for XENTA/DK-8111)
Security Application:

7.10.09

Swedbank Card Services AB

EVRY Card Services AB A04.26
Point Transaction Services AB
Swedbank Card Services AB
EVRY Card Services AB
Point Transaction Services AB
Swedbank Card Services AB
EVRY Card Services AB
Point Transaction Services AB
Swedbank Card Services AB
EVRY Card Services AB
Point Transaction Services AB
Swedbank Card Services AB
EVRY Card Services AB
Point Transaction Services AB
Swedbank Card Services AB
EVRY Card Services AB
Point Transaction Services AB

P320-20.03.01

Nets Norway AS
Point Transaction Services AB
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PCI SSC's PA-DSS Reference _ E2EE Validation | T¢"Minal 0
Intended environment host

# date:
protocol

11-08.00482.003 Stand-alone 2011-09-12  SDI2.7

12-01.00482.005 (paypoint) ECR 2013-04-25  SDI2.7

12-01.00482.005 (paypoint) ~ Stand-alone 20130425 nla

12-02.00641.001.aaa (Nets
PSAM)

2012/09/03  OTRS 1.0
12-08.00117.005 (Banksys
XENTA)

ECR 2010/12/13  SPDH 3.1

Stand-alone 2010/11/25  SPDH 3.1

11-08.00208.005 ECR 2011/07/14  SPDH 3.1

11-08.00208.007 2011/07/14  SPDH 3.1

2010/06/30  SPDH 3.1

11-08.00208.005 2011/07/14  SPDH 3.1

18-11.01222.002.baa Stand-alone 2020/03/12

Terminal to
ECR Protcol

Paypoint 1.13,
Sofie 7.06

TAPA 2.1

n/a

LPP 3.12

LPP 3.12

LPP 3.1

LPP 3.12

PNC Case ID

PNC-2020-021




* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

DEVICE MUST BE RETIRED BY Decem

Terminal vendor Hardware version:

QDO0007A1,
QD0007A2,
QDO0007A3,
QDO008A1,
QD0008A2,
QDO0008A3,
QD0008A4,
‘QDO0008AS,
‘QD0009AO,
QDO009A1,
QD0009A2,
QD0009A3

QDO0011A0,
QDO0011A1,
QD0012A0,
QDO0012A1,
QDO0012A2,
QDO0012A3,
QD0012A4,
QDO0012A5,
QD0012A8,
QD0012A7

Point Transaction Systems A/S VeriFone Inc

SecRW.vso - 03-jun-
2010, secScript.vso  4-40005
— 28-Apr-2009

Point Transaction Systems A/S VeriFone Inc

QDO0007A1,
QD0007A2,
QDO0007A3,
QDO008A1,
QD0008A2,
QD0008A3,
QD0008A4,
‘QD0008AS,
‘QD0009AO,
QDO009A1,
QD0009A2,
QD0009A3

QDO0011A0,
QDO0011A1,
QD0012A0,
QDO0012A1,
QDO0012A2,
QDO0012A3,
QDO0012A4,
QDO0012A5,
QD0012A8,
QDO0012A7

Point Transaction Systems A/S VeriFone Inc M267-300¢-XX-XXX

Point Transaction Systems A/S VeriFone Inc IM281-3006 XXX

SecRW.vso — 03-jun-
2010, secScript.vso  4-30019
— 28-Apr-2009

Point Transaction Systems A/S VeriFone Inc IM281-300¢ XXX

QGO009A0,
QGO009A2,
QGO009A3,
QGO009A4,
QG0011A0,
QGO011A1,
QG0012A0,
QGO0012A1,
QG0012A2,
QGO0012A3,
QG0012A4,
QG0012A6,
QG0020A0

Point Transaction Systems A/S VeriFone Inc

$ecRW.vso — 03-jun-
2010, secScript.vso

[Expiry dates
see * above]

4-40005

4-30019

4-30019

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Manufacturer name:
Device model:
Hardware version:
Software version for
Security Application:

HOST or HOSTs used for the
product

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB
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5.02.01 (paypoint)

Terminal to
. E2EE Validation Terminal to
Intended environment, host
date: ECR Protcol
protocol

PCI SSC's PA-DSS Reference

Paypoint 1.13,

12-01.00482.005 (paypoint) e

2020/03/12

Paypoint 1.13,
18-11.01222,002.baa 2020/03/12 Sofie 7.06

18-11.01222.002.baa Stand-alone 2020/03/12

Paypoint 1.13,

18-11.01222.002.baa ECR Sofie 7.06

2020/03/12

18-11.01222.002.baa Stand-alone 2020/03/12 n/a

Paypoint 1.13,

18-11.01222.002 baa Sofie 7.06

2020/03/12

PNC Case ID

PNC-2020-022

PNC-2020-023

PNC-2020-024




E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
DEVICE MUST BE RETIRED BY Decem!

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Manufacturer name:
Device model: Terminal to
H HOST: for thy E2EE Validati Terminal
Terminal vendor Hardware version: " ion: Hardware version: r?;::gtr OSTLEsAtt S i it d:tled'atlon host EZ:'::;:; PNC Case ID
[Expiry dates  |Software version for P lication: : protocol
see * above] |Security Application:

QGO009A0,
QGO009A2,
QGO009A3,
QGO009A4,
QG0011A0,
QGO011A1,
Point Transaction Systems A/S VeriFone Inc  Vx810 QGO0012A0, 4-30019
QGO0012A1,
QG0012A2,
QGO0012A3,
QG0012A4,
QG0012A6,
QG0020A0

90640000xx PCI.00.02.10x E Nets Denmark A/S ; 18-11.01222.002.baa 2020/03/12  OTRS 1.0 TAPA 2.1 PNC-2020-025

Swedbank Card Services AB
Xenta 90640000xx 00.14.32 E EVRY Card Services AB X 18-11.01222.002.baa 2020/03/12  SPDH 3.1 LPP 3.1
Point Transaction Services AB
Swedbank Card Services AB
Xenta 90640000xx 19.36.14 E EVRY Card Services AB A05.01 11-08.00208.007 2011/07/14  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Swedbank Card Services AB
Xenta 90640000xx 19.36.14 E EVRY Card Services AB P320-20.03.01 Stand-alone 2010/06/30  SPDH 3.1 n/a
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc  Artema Hybrid = P744-3032-30 d EVRY Card Services AB Stand-alone 2010/11/25  SPDH 3.1 n/a
Point Transaction Services AB
Nets Sweden AB
Point Transaction Systems AB  VeriFone Inc  P2100 040002, 040022 FR004030 d Payzone Nordic AB ECR 2010/06/30  SPDH 3.1 IPOS 3.1
Swedbank Card Services AB
Nets Sweden AB
Payzone Nordic AB
0030 . Swedbank Card Services AB
EVRY Card Services AB
Swedbank Card Services AB
4-20050 Evry Card Services AB
Point Transaction Systems AB
Swedbank Card Services AB
90640000xx 19.36.14 4-30001 p EVRY Card Services AB v3.4.0 18-11.01222.001.caa 2020/03/27  SPDH 3.1 LPP 3.12 PNC-2020-041
Point Transaction Services AB
Swedbank Card Services AB
90640000xx 19.36.14 4-30001 p EVRY Card Services AB 18-11.01222.001.caa Stand-alone 2020/03/27  SPDH 3.1 PNC-2020-042
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc ~ Artema Hybrid = P744-3032-30 4-20017 d EVRY Card Services AB 18-11.01222.001.caa Stand-alone 2020/03/27  SPDH 3.1 PNC-2020-043
Point Transaction Services AB

Nets Norway AS

Point Transaction Services AB 18-11.01222.002.baa Stand-alone 2020/03/12

Banksys

Point Transaction Systems A/S ST

Point Transaction Systems AB g‘:s Worldiine

Point Transaction Systems AB g‘:s Worldiine

Point Transaction Systems AB g‘:s Worldiine

Point Transaction Systems AB  VeriFone Inc 040002, 040022 H02.01 11-08.00117.006 2011/12/03  SPDH 3.1 IPOS 3.2

HW#040002, FR004040
HW#040022 (SecureCom)

H03.01 (iPOS 12-08.00208.013 (iPOS

2012/11/19  SPDH 3.1
payment core) payment core)

Point Transaction Systems AB  VeriFone Inc

Point Transaction Systems AB /S\(os Worldiine

Point Transaction Systems AB

Atos Worldline
S

LAN51BA (single MSR
Head),

LAN51CA (dual MSR
head)

LAN51DA (single MSR
head and camera)
LANS1EA (dual MSR
head and camera)

Nets Sweden AB
FR004030 b Payzone Nordic AB 18-11.01222.001.caa 2020/03/27  SPDH 3.1 IPOS 3.1 PNC-2020-044
Swedbank Card Services AB

Point Transaction Systems AB  VeriFone Inc

Nets Sweden AB

Payzone Nordic AB

Swedbank Card Services AB

EVRY Card Services AB

Swedbank Card Services AB

4-20050 Evry Card Services AB 18-11.01222.001.caa 2020/03/27  SPDH 3.1 iPOS 3.x PNC-2020-046
Point Transaction Systems AB

Point Transaction Systems AB  VeriFone Inc 040002, 040022 FR004030 4-20050 18-11.01222.001.caa 2020/03/27  SPDH 3.1 IPOS 3.2 PNC-2020-045

HW#040002, FR004040
Point Transaction Systems AB  VeriFone Inc HW#040022 (SecureCom)

$ecRW.vs0 — 03-jun-
Point Transaction Systems A/S VeriFone Inc IM267-300¢-XX-XXK 2010, secScript.vso  4-40005
— 28-Apr-2009

Nets Norway AS

Point Transaction Services AB 6.5.x (Viking) 18-11.01222.002.caa Stand-alone 2020/06/04 PNC-2020-055
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* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026

PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2017

E2EE Validation Status - 20221208

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2- Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information  E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCl | Devi : i Terminal
. Manufacturer | Terminal . Software version for CIPTS Appr.ova evice mode! . HOST or HOSTs used for the Softwar.e VErSION by ssc’s PA-DSS Reference E2EE Validation erminalto Terminal to
Terminal vendor name: model: Hardware version: Security Application: Approval Version: Hardware version: roduct for Debit/Credit % date: host ECR Protcol PNC Case ID
: . PP " [Number(s): [Expiry dates  |Software version for P Application: : protocol
see * above] |Security Application:

Point Transaction Systems A/S VeriFone Inc

Point Transaction Systems A/S VeriFone Inc

Point Transaction Systems A/S VeriFone Inc

Point Transaction Systems A/S VeriFone Inc

Point Transaction Systems A/S VeriFone Inc

QDO0007A1,
QD0007A2,
QDO0007A3,
QDO008A1,
QD0008A2,
QDO0008A3,
QD0008A4,
‘QDO0008AS,
‘QD0009AO,
QDO009A1,
QD0009A2,
QD0009A3

QDO0011A0,
QDO0011A1,
QD0012A0,
QDO0012A1,
QDO0012A2,
QDO0012A3,
QD0012A4,
QDO0012A5,
QD0012A8,
QD0012A7

SecRW.vso - 03-jun-
2010, secScript.vso  4-40005
— 28-Apr-2009

QDO0007A1,
QD0007A2,
QDO0007A3,
QDO008A1,
QD0008A2,
QD0008A3,
QD0008A4,
‘QD0008AS,
‘QD0009AO,
QDO009A1,
QD0009A2,
QD0009A3

QDO0011A0,
QDO0011A1,
QD0012A0,
QDO0012A1,
QDO0012A2,
QDO0012A3,
QDO0012A4,
QDO0012A5,
QD0012A8,
QDO0012A7

SecRW.vso — 03-jun-
2010, secScript.vso  4-30019
— 28-Apr-2009

4-40005

M267-3006-3X-300

M281-300¢-306 300

secRW.vso — 03-jun-
2010, secScript.vso  4-30019
— 28-Apr-2009

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB
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.01 (paypoint)  12-01.00482.005 (paypoint)

6.5.x (Viking) 1.01222.002.caa

6.5.x (Viking) 18-11.01222.002.caa

5.02.01 (paypoint)  12-01.00482.005 (paypoint)

6.5.x (Viking) 18-11.01222.002.caa

ECR

Stand-alone

ECR 2020/03/12

Stand-alone

Paypoint 1.13,
Sofie 7.06

Paypoint 1.13,
Sofie 7.06

Paypoint 1.13,
Sofie 7.06

PNC-2020-056

PNC-2020-057

PNC-2020-058




E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
DEVICE MUST BE RETIRED BY Decem!

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Manufacturer name:
Device model: Terminal to
H HOST: for thy E2EE Validati Terminal
Terminal vendor Hardware version: " ion: Hardware version: r?;::gtr OSTLEsAtt S i it d:tled'atlon host EZ:'::;:; PNC Case ID
[Expiry dates  |Software version for P lication: : protocol
see * above] |Security Application:

QGO009A0,
QGO009A2,
QGO009A3,
QGO009A4,
QGO0011A0,
QGO011A1,
Point Transaction Systems A/S VeriFone Inc  Vx810 QGO0012A0, 4-30019
QGO012A1,
QGO012A2,
QGO012A3,
QGO012A4,
QGO0012A8,
QG0020A0
QGO0009A0,
QGO0009A2,
QGO009A3,
QG0009A4,
QG0011A0,
QGO0011A1,
Point Transaction Systems A/S VeriFone Inc  Vx810 81-X006-3K-X0KX QG0012A0,
QGO0012A1,
QG0012A2,
QGO0012A3,
QG0012A4,
QG0012A6,
QG0020A0

90640000xx PCI1.00.02.10x 4-30001 p Nets Denmark A/S 6.5.x (Viking) 18-11.01222.002.caa 2020/06/04  OTRS 1.0 TAPA 2.1 PNC-2020-059

Swedbank Card Services AB
Xenta 90640000xx 00.14.32 4-30001 E EVRY Card Services AB 5.02.01 (paypoint) ~ 12-01.00482.005 (paypoint) 2020/03/12  SPDH 3.1 LPP 3.1
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M251-300¢-3x-X0K . EVRY Card Services AB V01.02 11-08.00208.004 2011/07/05  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M251-300¢-3x-X0 . EVRY Card Services AB 11-08.00208.008 2011/07/05  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Nets Sweden AB
Point Transaction Systems AB  VeriFone Inc M251-x00¢3x300¢ 4-30014 ; Swedbank Gard Senvices AB Stand-alone 2010/06/30  SPDH 3.1
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M251-300¢-3%-300¢ 4-30014 EVRY Card Services AB 4.8.x (Viking) 15-08.00424.007 faa 2016/11/21 SPDH 3.1 LPP 3.12 PNC-2016-233
Point Transaction Services AB
Nets Sweden AB
Swedbank Card Services AB
EVRY Card Services AB
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M251-300¢-3x-X0K . EVRY Card Services AB 11-08.00208.004 Stand-alone 2011/07/05  SPDH 3.1
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M251-300¢-3x-X0K . EVRY Card Services AB 11-08.00208.008 Stand-alone 2011/07/05  SPDH 3.1
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M256-300¢-3x-XxX . EVRY Card Services AB 11-08.00208.004 2011/07/05  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M256-300¢-3x-XxX . EVRY Card Services AB 11-08.00208.008 2011/07/05  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M256-300¢-3x-XxX 4-30015 . EVRY Card Services AB Stand-alone 2010/06/30  SPDH 3.1
Point Transaction Services AB
Point Transaction Systems AB  VeriFone Inc M256-003x300¢ 4-30015 ; Sl e e 11-08.00208.004 Stand-alone 2011/07/05  SPDH 3.1
EVRY Card Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M256-300¢-3x-XxX 4-30015 . EVRY Card Services AB 11-08.00208.008 Stand-alone 2011/07/05  SPDH 3.1
Point Transaction Services AB

Nets Norway AS
Point Transaction Services AB

Paypoint 1.13,

5.02.01 (paypoint)  12-01.00482.005 (paypoint) ECR 2020/03/12  SDI 2.7 Sofie 7.06

Nets Norway AS

Point Transaction Services AB 18-11.01222.002.baa Stand-alone 2020/03/12

Banksys

Point Transaction Systems A/'S XENTA

Atos Worldline
S

Point Transaction Systems AB

Point Transaction Systems AB  VeriFone Inc M251-300¢-3x%-300¢ 4.8.x (Viking) 15-08.00424.007 .faa Stand-alone 2016/11/21 SPDH 3.1 PNC-2016-233
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E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
DEVICE MUST BE RETIRED BY Decem!

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Manufacturer name:
Device model: Terminal to

HOST or HOSTs used for the PCI SSC's PA-DSS Reference E2EE Validation Terminal to

Terminal vendor Hardware version: ) ion: Hardware version: i i Intended environment, host PNC Case ID
: product - date: ECR Protcol
[Expiry dates |Software version for B protocol

see * above] |Security Application:

Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc 4-40005 . EVRY Card Services AB 11-08.00208.004 2011/07/05  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc 4-40005 . EVRY Card Services AB 11-08.00208.008 2011/07/05  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Nets Sweden AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc M267-300¢-XX-XXX . EVRY Card Services AB Stand-alone 2010/06/30  SPDH 3.1
Payzone Nordic AB
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc 4-40005 EVRY Card Services AB V01.02 11-08.00208.004 Stand-alone 2011/07/05  SPDH 3.1 n/a
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc IM267-30¢-XX- XK 4-40005 EVRY Card Services AB V02.01 11-08.00208.008 Stand-alone 2011/07/05  SPDH 3.1 n/a
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc IM281-300¢ XXX 4-30019 EVRY Card Services AB V01.01 ECR 2010/06/30  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc IM281-300¢ XXX 4-30019 EVRY Card Services AB V01.02 11-08.00208.004 ECR 2011/07/05  SPDH 3.1 LPP 3.12
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc IM281-300¢ XXX 4-30019 EVRY Card Services AB V02.01 11-08.00208.008 ECR 2011/07/05 ~ SPDH 3.1 LPP 3.12
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc IM281-300¢ XXX 4-30019 EVRY Card Services AB V01.02 11-08.00208.004 Stand-alone 2011/07/05  SPDH 3.1 n/a
Point Transaction Services AB
Swedbank Card Services AB
Point Transaction Systems AB  VeriFone Inc IM281-300¢ XXX 02.00 4-30019 EVRY Card Services AB V02.01 11-08.00208.008 Stand-alone 2011/07/05 ~ SPDH 3.1 n/a
Point Transaction Services AB
Sharp EFT 1.0,
4-60013 Samport Payment Services AB 2.00 (SP720) 11-08.00496.003 ECR 2010/10/22  SPDH 2.7 Sofie 8.07,
Host2T 1.4

Standard Security
Samport Payment Services AB VeriFone Inc 030003 Bt 8 e
Standard Security

Samport Payment Services AB  VeriFone Inc 030003 Provider 1.3. 100521

4-60013 Samport Payment Services AB 2.00 (SP720) 11-08.00496.003 Stand-alone 2010/10/22  SPDH 2.7 n/a
Sharp EFT 1.0,
4-60003 Samport Payment Services AB 2.00 (SP710) 11-08.00496.001 ECR 2010/10/22  SPDH 2.7 Sofie 8.07,
Host2T 1.4
Sharp EFT 1.0,
4-60003 Samport Payment Services AB 4.8.x (Viking) 15-08.00424.007 faa ECR 2016/11/21 SPDH 2.7 Sofie 8.07, PNC-2016-234
Host2T 1.4

Standard Security
Samport Payment Services AB VeriFone Inc 060003 B 18 e
Standard Security
Samport Payment Services AB VeriFone Inc 060003 Bt 18 e
Standard Security

Samport Payment Services AB  VeriFone Inc 060003 Provider 1.3. 100521

4-60003 Samport Payment Services AB 2.00 (SP710) 11-08.00496.001 Stand-alone 2010/10/22  SPDH 2.7 n/a
04000x, 04004x,

Samport Payment Services AB VeriFone Inc i Gk o

FR038040 4-20050 E Samport Payment Services AB 2.0 (SP610) 11-08.00496.002 ECR 2010/11/16  SPDH 2.7 iPOS 2.7

Sharp EFT 1.0,
4-60003 Samport Payment Services AB 2.00 (SP710) 11-08.00496.001 ECR 2010/10/22  SPDH 2.7 Sofie 8.07,
Host2T 1.4

Standard Security
Samport Payment Services AB VeriFone Inc 060001 Bt 18 e
Standard Security

Samport Payment Services AB  VeriFone Inc 060001 Provider 1.3. 100521

4-60003 Samport Payment Services AB 2.00 (SP710) 11-08.00496.001 Stand-alone 2010/10/22  SPDH 2.7 n/a
Sharp EFT 1.0,
4-60003 Samport Payment Services AB 2.00 (SP710) 11-08.00496.001 ECR 2010/10/22  SPDH 2.7 Sofie 8.07,
Host2T 1.4

Standard Security
Samport Payment Services AB VeriFone Inc 060005 Bt 18 e
Standard Security

Samport Payment Services AB  VeriFone Inc 060005 Provider 1.3. 100521

4-60003 Samport Payment Services AB 2.00 (SP710) 11-08.00496.001 Stand-alone 2010/10/22  SPDH 2.7 n/a

Nets Norway AS, Norway Paypoint 1.16,
Verifone Norway AS VeriFone Inc 4-40005 Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 2015/05/17 So\{lz 7 06‘ : PNC-2015-147
Sales Connector Host .

QDO0012A0..7
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E2EE Validation Status - 20221208

* INFO BOX
EXPIRATION DATE for NEW INSTALLATIONS:
PCI PTS Approval version 3.x date: 30 April 2021
PCI PTS Approval version 4.x date: 30 April 2023
PCI PTS Approval Version 5.x date: 30 April 2026
PCI PTS Approval version 1.x: DEVICE MUST BE RETIRED BY December 31, 2017

E2EE Validation Status - POI

The POI vendors and their third party auditors have asserted that the POI vendors’ products listed below are validated according to all the requirements in the E2EE POI form and do not release any cardholder data.

Terminal vendor 2- Point of Encryption POI 4 - SAM-card 5 - Decryption HOST Debit/Credit Application Information Product Information  E2EE Reference Protocol information Case ID
PCIPTS Manufacturer name:
PCl | Devi : i Terminal
. Manufacturer | Terminal . Software version for CIPTS Appr.ova evice mode! . HOST or HOSTs used for the Softwar.e VErSION by ssc’s PA-DSS Reference . E2EE Validation erminalto Terminal to
Terminal vendor name: model: Hardware version: Security Application: Approval Version: Hardware version: roduct for Debit/Credit % date: host ECR Protcol PNC Case ID
: . PP " [Number(s): [Expiry dates  |Software version for P Application: : protocol
see * above] |Security Application:

Nets Norway AS, Norway
Verifone Norway AS VeriFone Inc V670 M267-300¢-XX-XXX Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 Stand-alone 2015/05/17
Sales Connector Host

Paypoint 1.

Sofie 7.06 PNC-2015-147

Nets Norway AS, Norway
4-30019 Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 2015/05/17
Sales Connector Host

Paypoint 1.

Sofie 7.06 PNC-2015-148

Verifone Norway AS VeriFone Inc  Vx810 QGO0012A0.

QG0012A6,
QG0020A0
QGO0009A0,
QGO009A2.
QG0011A0.
QG0012A0.
QG0012A6,
QG0020A0

Nets Norway AS, Norway
4-30019 Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 Stand-alone 2015/05/17
Sales Connector Host

Paypoint 1.

Sofie 7.06 PNC-2015-148

Verifone Norway AS VeriFone Inc  Vx810

Nets Norway AS, Norway
20.16,22.44 4-30001 E Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 ECR 2015/08/13
Sales Connector Host
Nets Norway AS, Norway
i;msf ggg:ggggﬁ'%v} 20.16, 22.44 4-30001 ; Verifone Sweden AB, Sweden  paypoint 5.08.09  14-08.00482.008 Stand-alone 2015/08/13 n/a
Sales Connector Host
90660000xx rev: A, Nets Norway AS, Norway
20.34,21.30 4-30007 E Verifone Sweden AB, Sweden paypoint 5.09.06 14-08.00482.009 ECR 2015/08/13
Sales Connector Host
Nets Norway AS, Norway
20.34,21.30 4-30007 E Verifone Sweden AB, Sweden paypoint 5.09.06 14-08.00482.009 Stand-alone 2015/08/13 n/a
Sales Connector Host
90660000xx rev: A, Nets Norway AS, Norway
90670000xx rev: F, 20.34,21.30 4-30007 E Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 ECR 2015/08/13
Sales Connector Host
) Nets Norway AS, Norway
90670000xx rev: 20.34,21.30 4-30007 E Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 Stand-alone 2015/08/13 n/a
90670000xx rev: Sales Connector Host
Nets Norway AS, Norway
Verifone Norway AS VeriFone Inc  Vx670 IM267-30¢-XX-XXX QD00128 4-40005 d Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 ECR 2015/08/13
Sales Connector Host

Banksys 90640000xx,
XENTA 90640000xx REV_L

Paypoint 1.

Sofie 7.06 PNC-2015-152

Verifone Norway AS Atos Worldline

Verifone Norway AS Atos Worldline PNC-2015-152

Banksys
Xentissimo

Paypoint 1.

Sofie 7.06 PNC-2015-157

Verifone Norway AS Atos Worldline

Banksys

PNC-2015-157
Xentissimo

Verifone Norway AS Atos Worldline

Banksys
Xentissimo

Paypoint 1.

Sofie 7.06 PNC-2015-154

Verifone Norway AS Atos Worldline

Banksys

PNC-2015-154
Xentissimo

Verifone Norway AS Atos Worldline

Paypoint 1.
Sofie 7.06

PNC-2015-212

Nets Norway AS, Norway
Verifone Norway AS VeriFone Inc ~ Vx670 IM267-3006-XX-XXX QD00128 4-40005 Verifone Sweden AB, Sweden paypoint 5.08.09 14-08.00482.008 Stand-alone 2015/08/13
Sales Connector Host

PNC-2015-212
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E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor
Terminal vendor

1 - Card reader (CR) information
Manufacturer name:
Card reader model:
Hardware version:
Software version for Security
Application:
PCI PTS Approval Number(s):
PCI PTS Approval Version:

Manufacture
r name:

EPP model:

2 - EPP information

Hardware
version:

Software
version of
Security
Application:

PCIPTS
Approval
Number(s):

PCIPTS
Approval
Version:

3 - UPT Controller

4- SAM-card

name:
UPT Controller model:
Hardware version:
Software version of
Security Application:
Software version:

name:
Device model:
Hardware version:
Software version
for Security
Application:

5 - Decryption HOST
HOST or HOSTs used for
the product

Debit/Credit Application information

Software version
for Debit/Credit
Application:

PCISSC’s PA-DSS
Reference #:

Intended environment

PIN support

E2EE
Reference
#

E2EE Reference
E2EE Validation date:

Terminal
to

host
protocol

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.10.09 (PSAM)

12-02.00641.001

2012/04/27

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.10.09 (PSAM)

12-02.00641.001

No

2012/04/27

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.10.09 (PSAM)

12-02.00641.001

2012/04/27

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.10.09 (PSAM)

12-02.00641.001

Stand-alone

2012/04/27

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.10.10 (PSAM)

12-02.00641.001.aaa

2012/07/02

OTRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor
Terminal vendor

1 - Card reader (CR) information
Manufacturer name:
Card reader model:
Hardware version:
Software version for Security
Application:
PCI PTS Approval Number(s):
PCI PTS Approval Version:

Manufacture
r name:

EPP model:

2 - EPP information

Hardware
version:

Software
version of
Security
Application:

PCIPTS
Approval
Number(s):

PCIPTS
Approval
Version:

3 - UPT Controller

4- SAM-card

name:
UPT Controller model:
Hardware version:
Software version of
Security Application:
Software version:

name:
Device model:
Hardware version:
Software version
for Security
Application:

5 - Decryption HOST
HOST or HOSTs used for
the product

Debit/Credit Application information

Software version
for Debit/Credit
Application:

PCISSC’s PA-DSS
Reference #:

Intended environment

PIN support

E2EE
Reference
#

E2EE Reference
E2EE Validation date:

Terminal
to

host
protocol

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.10.10 (PSAM)

12-02.00641.001.aaa

UPT

No

2012/07/02

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.10.10 (PSAM)

12-02.00641.001.aaa

ECR

2012/07/02

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.10.10 (PSAM)

12-02.00641.001.aaa

Stand-alone

2012/07/02

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
7.10.11

Nets Denmark A/S

7.10.11 (PSAM)

12-02.00641.001.baa
(PSAM)

Stand-alone

2013/05/31

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
7.10.11

Nets Denmark A/S

7.10.11 (PSAM)

12-02.00641.001.baa
(PSAM)

2013/05/31

OTRS 1.0

OTRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor
Terminal vendor

1 - Card reader (CR) information
Manufacturer name:
Card reader model:
Hardware version:
Software version for Security
Application:
PCI PTS Approval Number(s):
PCI PTS Approval Version:

Manufacture
r name:

EPP model:

2 - EPP information

Hardware
version:

Software
version of
Security
Application:

PCIPTS
Approval
Number(s):

PCIPTS
Approval
Version:

3 - UPT Controller

4- SAM-card

name:
UPT Controller model:
Hardware version:
Software version of
Security Application:
Software version:

name:
Device model:
Hardware version:
Software version
for Security
Application:

5 - Decryption HOST
HOST or HOSTs used for
the product

Debit/Credit Application information

Software version
for Debit/Credit
Application:

PCISSC’s PA-DSS
Reference #:

Intended environment

PIN support

E2EE
Reference
#

E2EE Reference
E2EE Validation date:

Terminal
to

host
protocol

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.20.01 (PSAM)

12-02.00641.001.daa

ECR

2014/12/04

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M9

Software version for
Security Application:
7.10.09

Nets Denmark A/S

7.20.01 (PSAM)

12-02.00641.001.daa

Stand-alone

2014/12/04

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
7.30.01

Nets Denmark A/S

7.30.01 (PSAM)

15-02.00641.004

Stand-alone

2015/10/26

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
7.30.01

Nets Denmark A/S

7.30.01 (PSAM)

15-02.00641.004

2015/10/26

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
7.30.01

Nets Denmark A/S

7.30.01 (PSAM)

15-02.00641.004

2015/10/26

OTRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor 1 - Card reader (CR) information 2 - EPP information 3 - UPT Controller 4- SAM-card 5 - Decryption HOST Debit/Credit Application information E2EE Reference

Terminal vendor Manufacturer name: Manufacture | EPP model: |Hardware |Software PCIPTS PCIPTS name: HOST or HOSTs used for |Software version |[PCISSC's PA-DSS Intended environment|PIN support |E2EE E2EE Validation date: | Terminal
Card reader model: r name: version: version of Approval Approval |UPT Controller model: name: the product for Debit/Credit  |Reference #: Reference to
Hardware version: Security Number(s): |Version: Hardware version: Device model: Application: # host
Software version for Security Application: Software version of Hardware version: protocol
Application: Security Application: Software version
PCI PTS Approval Number(s): Software version: for Security

PCI PTS Approval Version: Application:

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.00.01 Nets Denmark A/S 8.00.01 (PSAM) 12-02.00641.002 UPT Yes 2012/07/24|0TRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.00.01 Nets Denmark A/S 8.00.01 (PSAM) _|12-02.00641.002 UPT No 2012/07/24|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.00.01 Nets Denmark A/S 8.00.01 (PSAM) 12-02.00641.002 ECR Yes 2012/07/24|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.00.01 Nets Denmark A/S 8.00.01 (PSAM) _|12-02.00641.002 Stand-alone Yes 2012/07/24|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.00.03 Nets Denmark A/S 8.00.03 (PSAM) _|12-02.00641.002.aaa (PSAN|UPT No 2012/07/24|OTRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor 1 - Card reader (CR) information 2 - EPP information 3 - UPT Controller 4- SAM-card 5 - Decryption HOST Debit/Credit Application information E2EE Reference

Terminal vendor Manufacturer name: Manufacture | EPP model: |Hardware |Software PCIPTS PCIPTS name: HOST or HOSTs used for |Software version |[PCISSC's PA-DSS Intended environment|PIN support |E2EE E2EE Validation date: | Terminal
Card reader model: r name: version: version of Approval Approval |UPT Controller model: name: the product for Debit/Credit  |Reference #: Reference to
Hardware version: Security Number(s): |Version: Hardware version: Device model: Application: # host
Software version for Security Application: Software version of Hardware version: protocol
Application: Security Application: Software version
PCI PTS Approval Number(s): Software version: for Security

PCI PTS Approval Version: Application:

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.00.03 Nets Denmark A/S 8.00.03 (PSAM) _|12-02.00641.002.aaa (PSAN|ECR Yes 2012/07/24|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.00.03 Nets Denmark A/S 8.00.03 (PSAM) _|12-02.00641.002.a3a (PSAN|Stand-alone Yes 2012/07/24|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application: 12-02.00641.002.baa
Nets A/S 8.00.04 Nets Denmark A/S 8.00.04 (PSAM) __|(PSAM) Stand-alone Yes 2013/05/31|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application: 12-02.00641.002.baa
Nets A/S 8.00.04 Nets Denmark A/S 8.00.04 (PSAM) | (PSAM) ECR Yes 2013/05/31|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application: 12-02.00641.002.baa
Nets A/S 8.00.04 Nets Denmark A/S 8.00.04 (PSAM) | (PSAM) uPT Yes/No 2013/05/31|OTRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor
Terminal vendor

1 - Card reader (CR) information
Manufacturer name:
Card reader model:
Hardware version:
Software version for Security
Application:
PCI PTS Approval Number(s):
PCI PTS Approval Version:

Manufacture
r name:

EPP model:

2 - EPP information

Hardware
version:

Software
version of
Security
Application:

PCIPTS
Approval
Number(s):

PCIPTS
Approval
Version:

3 - UPT Controller

4- SAM-card

name:
UPT Controller model:
Hardware version:
Software version of
Security Application:
Software version:

name:
Device model:
Hardware version:
Software version
for Security
Application:

5 - Decryption HOST
HOST or HOSTs used for
the product

Debit/Credit Application information

Software version
for Debit/Credit
Application:

PCISSC’s PA-DSS
Reference #:

Intended environment

PIN support

E2EE
Reference
#

E2EE Reference
E2EE Validation date:

Terminal
to

host
protocol

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.05

Nets Denmark A/S

8.00.05 (PSAM)

12-02.00641.002.caa
(PSAM)

Stand-alone

2013/05/31

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.05

Nets Denmark A/S

8.00.05 (PSAM)

12-02.00641.002.caa
(PSAM)

2013/05/31

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.06

Nets Denmark A/S

8.00.06 (PSAM)

12-02.00641.002.daa
(PSAM)

Stand-alone

2013/09/06

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.06

Nets Denmark A/S

8.00.06 (PSAM)

12-02.00641.002.daa
(PSAM)

2013/09/06

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.06

Nets Denmark A/S

8.00.06 (PSAM)

12-02.00641.002.daa
(PSAM)

Yes/No

2013/09/06

OTRS 1.0

OTRS 1.0

OTRS 1.0

OTRS 1.0

OTRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor
Terminal vendor

1 - Card reader (CR) information
Manufacturer name:
Card reader model:
Hardware version:
Software version for Security
Application:
PCI PTS Approval Number(s):
PCI PTS Approval Version:

Manufacture
r name:

EPP model:

2 - EPP information

Hardware
version:

Software
version of
Security
Application:

PCIPTS
Approval
Number(s):

PCIPTS
Approval
Version:

3 - UPT Controller

4- SAM-card

name:
UPT Controller model:
Hardware version:
Software version of
Security Application:
Software version:

name:
Device model:
Hardware version:
Software version
for Security
Application:

5 - Decryption HOST
HOST or HOSTs used for
the product

Debit/Credit Application information

Software version
for Debit/Credit
Application:

PCISSC’s PA-DSS
Reference #:

Intended environment

PIN support

E2EE
Reference
#

E2EE Reference
E2EE Validation date:

Terminal
to

host
protocol

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.07

Nets Denmark A/S

8.00.07 (PSAM)

12-02.00641.002.eaa
(PSAM)

ECR/UPT+N29

Yes

2014/02/26

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.07

Nets Denmark A/S

8.00.07 (PSAM)

12-02.00641.002.eaa
(PSAM)

Stand-alone

Yes/No

2014/02/26

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.07

Nets Denmark A/S

8.00.07 (PSAM)

12-02.00641.002.eaa
(PSAM)

ECR/UPT

Yes/No

2014/02/26

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.07

Nets Denmark A/S

8.10.01 (PSAM)

12-02.00641.002 faa
(PSAM)

Stand-alone

Yes/No

2014/12/04

OTRS 1.0

Nets A/S

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
8.00.07

Nets Denmark A/S

8.10.01 (PSAM)

12-02.00641.002.faa
(PSAM)

ECR/UPT

Yes/No

2014/12/04

OTRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor 1 - Card reader (CR) information 2 - EPP information 3 - UPT Controller 4- SAM-card 5 - Decryption HOST Debit/Credit Application information E2EE Reference

Terminal vendor Manufacturer name: Manufacture | EPP model: |Hardware |Software PCIPTS PCIPTS name: HOST or HOSTs used for |Software version |[PCISSC's PA-DSS Intended environment|PIN support |E2EE E2EE Validation date: | Terminal
Card reader model: r name: version: version of Approval Approval |UPT Controller model: name: the product for Debit/Credit  |Reference #: Reference to
Hardware version: Security Number(s): |Version: Hardware version: Device model: Application: # host
Software version for Security Application: Software version of Hardware version: protocol
Application: Security Application: Software version
PCI PTS Approval Number(s): Software version: for Security

PCI PTS Approval Version: Application:

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.20.01 Nets Denmark A/S 8.20.01 (PSAM) 15-02.00641.003 (PSAM) Stand-alone Yes/No 2015/10/26 |OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.20.01 Nets Denmark A/S 8.20.01 (PSAM) 15-02.00641.003 (PSAM) ECR/UPT Yes/No 2015/10/26 |OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.20.01 Nets Denmark A/S 8.20.x (PSAM) 15-02.00641.003 (PSAM) _|Stand-alone Yes/No 2016/06/01|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M10

Software version for
Security Application:
Nets A/S 8.20.01 Nets Denmark A/S 8.20.x (PSAM) 15-02.00641.003 (PSAM) _|ECR/UPT Yes/No 2016/06/01|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application:
Nets A/S 9.00.00 Nets Denmark A/S 9.00.x (PSAM) 15-02.00641.005 (PSAM) _|Stand-alone Yes/No 2016/09/01|OTRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor 1 - Card reader (CR) information 2 - EPP information 3 - UPT Controller 4- SAM-card 5 - Decryption HOST Debit/Credit Application information E2EE Reference

Terminal vendor Manufacturer name: Manufacture | EPP model: |Hardware |Software PCIPTS PCIPTS name: HOST or HOSTs used for |Software version |[PCISSC's PA-DSS Intended environment|PIN support |E2EE E2EE Validation date: | Terminal
Card reader model: r name: version: version of Approval Approval |UPT Controller model: name: the product for Debit/Credit  |Reference #: Reference to
Hardware version: Security Number(s): |Version: Hardware version: Device model: Application: # host
Software version for Security Application: Software version of Hardware version: protocol
Application: Security Application: Software version
PCI PTS Approval Number(s): Software version: for Security

PCI PTS Approval Version: Application:

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application:
Nets A/S 9.00.00 Nets Denmark A/S 9.00.x (PSAM) 15-02.00641.005 (PSAM) _|ECR/UPT Yes/No 2016/09/01|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application: 15-02.00641.005 baa
Nets A/S 9.00.00 Nets Denmark A/S 9.02x (PSAM) __|(PSAM) Stand-alone Yes/No OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application: 15-02.00641.005 baa
Nets A/S 9.00.00 Nets Denmark A/S 9.02x (PSAM) __|(PSAM) ECR/UPT Yes/No OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application: 16-02.00641.005 caa
Nets A/S 9.00.00 Nets Denmark A/S 9.10x (PSAM) ___|(PSAM) Stand-alone Yes/No OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application: 16-02.00641.005 caa PNC-2018-
Nets A/S 9.00.00 Nets Denmark A/S 9.10.x (PSAM) (PSAM) ECR/UPT Yes/No 055 2018/03/16|0TRS 1.0




E2EE Validation Status SAM

The SAM manufacturers and their third party auditors have asserted that the POl vendors’ products listed below are compliant with all the requirements in Visa Best Practices Data Field Encryption version 1.0 (VISA BEST PRACTICES - Data Field Encryption, Version 1.0 2009).
Please note that a SAM is a component in a terminal vendor's product and cannot be installed on its own.

Terminal vendor 1 - Card reader (CR) information 2 - EPP information 3 - UPT Controller 4- SAM-card 5 - Decryption HOST Debit/Credit Application information E2EE Reference

Terminal vendor Manufacturer name: Manufacture | EPP model: |Hardware |Software PCIPTS PCIPTS name: HOST or HOSTs used for |Software version |[PCISSC's PA-DSS Intended environment|PIN support |E2EE E2EE Validation date: | Terminal
Card reader model: r name: version: version of Approval Approval |UPT Controller model: name: the product for Debit/Credit  |Reference #: Reference to
Hardware version: Security Number(s): |Version: Hardware version: Device model: Application: # host
Software version for Security Application: Software version of Hardware version: protocol
Application: Security Application: Software version
PCI PTS Approval Number(s): Software version: for Security

PCI PTS Approval Version: Application:

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application: PNC-2019-
Nets A/S 9.2.00x Nets Denmark A/S 9.2.00.x (PSAM) _|18-02.00641.007 (PSAM) | ECR/UPT Yes/No 024 2019/04/01|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application: 18-02.00641.007.aaa PNC-2019-
Nets A/S 9.2.01x Nets Denmark A/S 9.2.01.x (PSAM) (PSAM) ECR/UPT Yes/No 026 2019/04/08|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application: 18-02.00641.007.baa-cs PNC-2020-
Nets A/S 9.2.02x Nets Denmark A/S 9.2.02.x (PSAM) _|(PSAM) ECR/UPT Yes/No 001 2020/01/14|OTRS 1.0

Manufacturer name:
Nets Denmark A/S
Device model: Nets
PSAM

Hardware version:
M11

Software version for
Security Application: 18-02.00641.007.caa PNC-2021-
Nets A/S 9.2.03x Nets Denmark A/S 9.2.03.x (PSAM) _|(PSAM) ECR/UPT Yes/No 003 2021/03/01|OTRS 1.0




